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%dJan 25 19:43:27:653 2013 H3C DOT1X/6/DOT1X_LOGIN_SUCC: -IfName=GigabitEthernet
1/0/1-MACAddr=4439-c433-b3e8-VLANID=107-Username=20186087; User passed 802.1X authentic
ation and came online.

%dJan 25 19:43:27:672 2013 H3C DOT1X/6/DOT1X_LOGOFF: -IfName=GigabitEthernet1/0/1-MACA
ddr=4439-c433-b3e8-VLANID=107-Username=20186087-ErrCode=0; 802.1X user was logged off.
Rt Frdebug, MBUAERATAIERY, RIMEABIZHREINT—MRX:

*Jan 25 20:46:27:507 2013 H3C DOT1X/7/EVENT: PAE is in Authenticated state: UserMAC=4439-c
433-b3e8, VLANID=107, Interface=GigabitEthernet1/0/1.

*Jan 25 20:46:27:507 2013 H3C DOT1X/7/EVENT: Sent authorization request: UserMAC=4439-c433
-b3e8, VLANID=107, Interface=GigabitEthernet1/0/1.

*Jan 25 20:46:27:507 2013 H3C RADIUS/7/EVENT:

PAM_RADIUS: Processing RADIUS authorization.

*Jan 25 20:46:27:507 2013 H3C RADIUS/7/ERROR:

PAM_RADIUS: Authorization scheme is different from authentication scheme.

*Jan 25 20:46:27:511 2013 H3C DOT1X/7/EVENT: AAA processed authorization request: Result= Fa
ilure, UserMAC=4439-c433-b3e8, VLANID=107, Interface=GigabitEthernet1/0/1.

*Jan 25 20:46:27:512 2013 H3C DOT1X/7/PACKET:

Transmitted a packet on interface GigabitEthernet1/0/1.
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authentication lan-access radius-scheme uniaccess

authorization lan-access none

accounting lan-access none
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81: Tunnel-Private-Group-id

[ 2645 2019-09-19 11:12:22.584109000 10.101.9.6 10.101.85.12 RADIUS Access-Accept(?) (id=82, 1=77) - -
@ Frame 2645: 119 bytes on wire (952 bits), 119 bytes captured (952 bits)
@ Ethernet II, Src: d4:61:fe:05:fe:01 (d4:61 ), Dst: bO: 7b (b0:£9:63:¢9:dc:7b)
= Internet Protocol, Sre: 10.101.9.6 (10.101.9.6), Dst: 10.101.85.12 (10.101.85.12)
© User Datagram Protocol, Src Port: radius (1812), Dst Port: 42368 (42368)
= Radius Protocol
Code: Access-Accept (2)
Packet identifier: 0x52 (82)
Length: 77
i a 2dc7904583¢1d
[This is a response to a request in frame 2642
[Time from request: 0.039901000 seconds]
& Attribute Value Pairs
# AVP: =6 t=Framed-IP-Address(8): Negotiated
® AVP: =6 t=Framed-MTU(12): 576
@ AVP: |1=6 t=Service-Type(6): Framed(2)
@ AVP: 1=6 t=Tunnel-Type(64) Tag=0x00: VLAN(13)
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