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1 BEERRIRA

1.1 ERN~ERET

AZFRERTFIF1080, F1070. F5040, F502055F10X0, F50X0ZRFIAIS NI,

1.2 REERRRETIMAIHE

HARRKREN S RE R AN TRE KRS T =R ARIZEMIINNEE, RTINS
%

1) ESRPIK AR BRI AR st iR SUR M s kiR R . 58 B AU A BOE LR SR M BXE
HEESEL R, 1A B ROt DR EHE B SR M BB (EHE R R T K.,

2) MBEIIRAEERRANBEEZTFE, BRIASELHOIPHIMEETW, IEEVSEIENEEE
AAREYEERERREFEN0%E, BERERREIBOEES .

2 (ERIE

Int t ‘ o
nterne WEBMRSEE

192.168.0.100

Internet 52 —‘

Internet
92.168.0.0/24

HEFEEN

WiRA:
ISP SRIEEC N TRV YNTITES

i 1/0/3 218.200.5.8/24 218.200.5.9

BXE 1/0/2 14.204.0.2/24 14.204.0.1

(5 1/01 202.90.112.2/24 202.90.112.1
BELR
3EELE

3.1 EUENQARTIERFHERRIRN

RUBZFRANga, Hikitest, AFENISEREREM.

system

[H3C]nga template icmp nga

[H3C-ngatplt-icmp-nga]description test

[H3C-ngatplt-icmp-nga]reaction trigger per-probe

[H3C-ngatplt-icmp-nga]lquit

3.2 BXEAMEE

3.2.1 SMRIEOERE

ECERR(EHIREOMUL, FIFRRF L —BIINEE.

[H3Clinterface GigabitEthernet1/0/1

[H3C-GigabitEthernet1/0/1]ip address 202.90.112.2 255.255.255.0

[H3C-GigabitEthernet1/0/1]ip last-hop hold


https://zhiliao.h3c.com/questions/catesDis/275
https://zhiliao.h3c.com/User/other/29727

[H3C-GigabitEthernet1/0/1]nat outbound

[H3C-GigabitEthernet1/0/1]quit

EcERCEIREOMI, FIFRREFE—BII8E.

[H3Clinterface GigabitEthernet1/0/2

[H3C-GigabitEthernet1/0/2]ip address 14.204.0.2 255.255.255.0

[H3C-GigabitEthernet1/0/2]ip last-hop hold

[H3C-GigabitEthernet1/0/2]nat outbound

[H3C-GigabitEthernet1/0/2]quit

EcERafisEOMIL, FIFRRT L —BIIEE.

[H3Clinterface GigabitEthernet1/0/3

[H3C-GigabitEthernet1/0/3]ip address 218.200.5.8 255.255.255.0

[H3C-GigabitEthernet1/0/3]ip last-hop hold

[H3C-GigabitEthernet1/0/3]nat outbound

[H3C-GigabitEthernet1/0/3]quit

3.2.2 BRRTLRIEERE

BN IANMEEXE,

[H3C]security-zone name Untrust

[H3C-security-zone-Untrust]import interface Dialer1

[H3C-security-zone-Untrust]import interface GigabitEthernet1/0/1

[H3C-security-zone-Untrust]import interface GigabitEthernet1/0/2

[H3C-security-zone-Untrustlimport interface GigabitEthernet1/0/3

[H3C-security-zone-Untrust]quit

BlEXISKMEpass, AAFERNTEENARHIE, HERBRARBHREBLIR.

[H3CJobject-policy ip pass

[H3C-object-policy-ip-pass] rule 0 pass

[H3C-object-policy-ip-pass]quit

BlEanyZlanylf9is B SR Ag B Fpass 5.

[H3C]zone-pair security source any destination any

[H3C-zone-pair-security- Any-Any]object-policy apply ip pass

[H3C-zone-pair-security- Any-Anylquit

3.2.3 FEHIgE

RE MRS ERIEE RIS E T NS E R



[H3Clip route-static 0.0.0.0 0 218.200.5.9 preference 80

[H3Clip route-static 0.0.0.0 0 14.204.0.1 preference 70

[H3Clip route-static 0.0.0.0 0 202.90.112.1

3.3 HoEHEIRE

REEEAMreschedule: EEMAIER:, BNEEREEARERATETAIREAVERE . FEMtran
sparent enable>XifEEEASHINATINEEF4BENqalRNIZE.,

3.3.1 EeESEntERE

[H3ClJloadbalance link-group cmcc

[H3C-Ib-Igroup-cmcc]fail-action reschedule

[H3C-Ib-Igroup-cmcc]transparent enable

[H3C-Ib-Igroup-cmcc]probe nga.

[H3C-Ib-Igroup-cmcc]quit

3.3.2 EiERKEHEIEE

[H3C]loadbalance link-group cnc

[H3C-Ib-Igroup-cnc]fail-action reschedule

[H3C-Ib-Igroup-cnc]transparent enable

[H3C-Ib-Igroup-cnc]probe nga.

[H3C-Ib-Igroup-cnc]quit

3.3.3 EiEH(EHEIEE

[H3ClJloadbalance link-group china-isp

[H3C-Ib-Igroup-china-isp]fail-action reschedule

[H3C-Ib-Igroup-china-isp]transparent enable

[H3C-Ib-Igroup-china-isp]probe nqa

[H3C-Ib-Igroup-china-isp]quit

3.3.4 EEVSSHEESE

[H3Clloadbalance link-group caiwu

[H3C-Ib-Igroup-caiwul]fail-action reschedule

[H3C-Ib-Igroup-caiwultransparent enable

[H3C-Ib-Igroup-caiwu]probe nqa

[H3C-Ib-Igroup-caiwu]quit

3.4 BUEHEER

router ipfEHERRATIRIRIBIL, ISHERRPEREIRA/TILHEIS A BEAERL,



3.4.1 EREBEhHER

[H3C]loadbalance link cmcc-link

[H3C-Ib-link-cmcce-link]router ip 218.200.5.9

[H3C-Ib-link-cmce-link]link-group cmcc

[H3C-Ib-link-cmcc-link]probe nga

[H3C-Ib-link-cmcc-link]quit

3.4.2 ECEBAEBHENS

[H3Clloadbalance link cnc-link

[H3C-Ib-link-cnc-link]router ip 14.204.0.1

[H3C-Ib-link-cnc-link]link-group cnc

[H3C-Ib-link-cnc-link]probe nga

[H3C-Ib-link-cnc-link]quit

3.4.3 ECEMH(EHERE

B SR T R EEEN100M, IRETREN LS EaF FAZEEZ90%100M=90M, FiEsession2Hi
R EthHER.

[H3C]loadbalance link chinanet-link

[H3C-Ib-link-cnc-chinanet-link]router ip 202.90.112.1

[H3C-Ib-link-cnc-chinanet-link]link-group china-isp

[H3C-Ib-link-cnc-chinanet-link]probe nga

[H3C-Ib-link-cnc-chinanet-linkjmax-bandwidth outbound 102400

[H3C-Ib-link-cnc-chinanet-link]bandwidth outbound busy-rate 90

[H3C-Ib-link-cnc-chinanet-link]quit

3.4.4 FLEVSSHERS

[H3Clloadbalance link link-caiwu

[H3C-Ib-link- link-caiwu] router ip 202.90.112.1

[H3C-Ib-link- link-caiwu] link-group caiwu

[H3C-Ib-link- link-caiwu]quit

3.5 BLEAHIIENNCEREEREHE

3.5.1 VBTN CACFE TSz

[H3C]loadbalance class cmcc type link-generic match-any

[H3C-Ibc-link-generic-cmcc]match 1 isp cmcec

[H3C-Ibc-link-generic-cmcclquit

3.5.2 EENEXBRAHINI LA BEIE



[H3ClJloadbalance class cnc type link-generic match-any

[H3C-Ibc-link-generic-cnc]match 1 isp cnc

[H3C-Ibc-link-generic-cnc]quit

3.5.3 EER(SREINI A BSEE

[H3Clloadbalance class chinanet type link-generic match-any

[H3C-Ibc-link-generic-chinanet]match 1 isp chinatel

[H3C-Ibc-link-generic-chinanet]quit

3.5.4 UM REHMNITEAD172.16.0.00455 MR

[H3C] loadbalance class caiwu type link-generic match-any

[H3C-Ibc-link-generic-caiwu]match 1 source ip address 172.16.0.0 24

[H3C-Ibc-link-generic-caiwu]quit

3.6 BLERAHIETHESHERE

BLE BT ASPERMEIRE, REEREMHN 9L ELITES,

3.6.1 EIUBMAEIEGITHIESEHEIEE

[H3C]loadbalance action cmcc type link-generic

[H3C-Ibc-link-generic- cmcc]link-group cmcec

[H3C-Ibc-link-generic- cmcclfallback-action continue

[H3C-Ibc-link-generic- cmcc]quit

3.6.2 EENZEXIBIIEI{T 0 LACEAE A

[H3C]loadbalance action cnc type link-generic

[H3C-Ibc-link-generic-cnc]link-group cnc

[H3C-Ibc-link-generic-cnc]fallback-action continue

[H3C-Ibc-link-generic-cnc]quit

3.6.3 EVFE(SRHIIETH A BIFHERE

[H3Clloadbalance action chinanet type link-generic

[H3C-Ibc-link-generic-chinanet]link-group china-isp

[H3C-Ibc-link-generic-chinanet]fallback-action continue

[H3C-Ibc-link-generic-chinanet]quit

3.6.4 V53 RAHIIETTHICEMSHERE

[H3C]loadbalance action caiwu type link-generic

[H3C-Ibc-link-generic-caiwu]link-group caiwu

[H3C-Ibc-link-generic-caiwu]fallback-action continue



[H3C-Ibc-link-generic-caiwu]quit

3.7 EEAIIERR

GEIIE RIS SRR B IR TN, INRBEVSEIRN R B RE.,
[H3CJloadbalance policy 1 type link-generic

[H3C-Ibp-link-generic-1]class caiwu action caiwu

[H3C-Ibp-link-generic-1]class chinanet action chinanet

[H3C-Ibp-link-generic-1]class cmcc action cmcc

[H3C-Ibp-link-generic-1]class cnc action cnc

3.8 EREMEARSSERIR

ECELBERSS, MEARSSHENEYD0.0.0.0/0F T AMIBIEATBRIEIRS R IEERIRSHITIER, IbFRIRYE
FZRISIZAIERERT, MRTECERIEERIEIERENBHER.

[H3C]virtual-server outbound type link-ip

[H3C-vs-link-ip-outbound]virtual ip address 0.0.0.0 0
[H3C-vs-link-ip-outbound]lb-policy 1

[H3C-vs-link-ip-outbound]default link-group cmcc
[H3C-vs-link-ip-outbound]service enable

[H3C-vs-link-ip-outbound]quit

3.9 RIFEE

[H3C]quit

save force

3.10 EREISIE

3.10.1 jiztEaiEeERE

R —aitbit/9192.168.0.20988K, HAIZMN—MIEERME MEOL? Ak
FHTISPIREEBECEIEM? 1BIMNELIREAYIPHBIHERI1.4.1 AT,

RENERIFEEIRER:

<Fw>display Toadbalance isp name chinatel
(*) - user-defined object

LB ISP: chinatel
Description: ChinaTel
IPv4 address/Mask length:
.1.0/24

1.0 1.0.2.0/23 1.0.8.0/21
1.0.32.0/19 1.1.0.0/24 1.1.2.0/23
1.1.4.0/22 1.1.9.0/24 1.1.10.0/23
1:1.12.0/22 1.1.16.0/20 1.1.32.0/19
1.2.0.0/23 1.2.5.0/24 1.2.6.0/23
1.2.9 0/34 1.2.10.0/23 1.2.12.0522
1.2.16.0/20 alARY 1.2.64.0/18
1.3.0.0/16 1.4.1.0/24 1.4.2.0/23

TeacertZ5ER :



C:\Users\MAdministrator>tracert 1.4.1.1

| 1.4.1.1 BIEEH

T?? 168.8.1
-112.1

1.4.1.1

Pk IE

Initiator:
source IP/port: 192.168.0.2/1
Destination IP/port: 1.4.1.1/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernetl/0/15
Source security zone: Trust
Responder:
Source IP/port: 1.4.1.1/5
Destination IP/port: 202.90.112.2/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernetl/0/1
Source security zone: Untrust
State: ICMP_REPLY
Application: ICMP
Start time: 2017-11-24 18:09:27 TTL: 29s
Initiator->Responder: 0 packets
Responder->Initiator: 0 packets

EEHERO NI NHEIRAER.

<Fw>display loadbalance link statistics
slot 1:
Loadbalance 1ink: chinanet-isp
Total connections: 1
Active connections: 1
Max connections: 1
Connections per second: 0
Max connections per second: 1
Downstream traffic: 240 bytes
Upstream traffic: 240 bytes
Throughput: 0 bytes/s
Inbound throughﬁut: 0 bgtes/s
Outbound throughput: O bytes/s
Max throughput: 120 bytes/s
Max inbound throughput: 60 bytes/s
Max outbound througﬁput: 60 Eytes/s
Received packets:
sent packets: 4
Dropped packets: 0

3.10.2 MK BXIBHERE

0 bytes
0 bytes

ERAME—EHHE/9192.168.0. 289K, iHIEIINI— MEIEEEMNEMEOL? Bk

FIHTISPIR R ABECELER? 15INGELIRERIIPHINHEX 7927 .50.128 1T,

RENEBCEIRHZE:

<FW>display loadbalance isp name cnc
|(*) - user-defined object

|LB ISP: cnc
Description: CNC
IPv4 address/Mask length:

1.24.0.0/13 1.56.0.0/13

1.188.0.0/14 14. 204 0.0/15

27.0.132.0/22 0

27.40.0.0/13 27 . 50 128 0 17

27.98.224.0/19 g

27.192.0,0/11 36.32. 0 0/14
TeacertZ55R

s SAdninistratorXtracert 27.50.128.1

?.58.128.1 FIPEHEH

1.116.0.0/15
27.0.128.0/22
27.36.0.0/14
27.54.192.0/18
27.115.0.0/17
36.248.0.0/14




KIS

Initiator:
source IP/port: 192.168.0.2/1
Destination IP/port: 27.50.128. 1/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernetl/0/15
Source security zone: Trust
Responder:
Source 1P/port: 27.50.128.1/22
Destination IP/port: 14,204.0.2/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernetl/0/2
source security zone: untrust
State: ICMP_REPLY
Application: ICMP
Start time: 2017-11-24 18:23:32 TTL: 29s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes

3.10.3 MEXFBENHERS
ERME—EME/192.168.0. 209K, IHEINI—MUEEEMIBMEOL? BX
FIRrISPER R ERECB ER? E/MELIZSEAIIPHEIHEN943.251.244. 13T,

RENERIBEIIRER:

<Fw>display loadbalance isp name cmcc
(*) - user-defined object

LB ISP: cmcc
Description: cMcC
IPvd address/ﬂask Tength:
36

128.0.0/10 36.192.0.0/11 39.128.0.0/10
43.239.172.0/22 43,247.240.0/22 43.251.244.0/22
45.121.68.0/22 45.121.72.0/22 el 172,
45.121.176.0/22 45.122.96.0/21 45.123.152.0/22
45.124.36.0/22 45.125.24.0/22 61.232.0.0/14
61.236.0.0/15 101.144.0.0/12 103.3.128.0/22
103.20.112.0/22 103.21.176.0/22 103.35.104.0/22
103.61.156.0/22 103.61.160.0/22 103.62.24.0/22

Teacert45ER :

C:\sers™Administrator>tracert 43.251.244.1

Bk EIE:

3.10.4 ik ESss

WHERFFETRIES, TLUAREIEAEREAR.
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