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<H3C>system-view

# AEPRSAAYY, TEIERY/NRIBHRIEEE Y,

[H3C]public-key local create rsa

The local key pair already exists.

Confirm to replace it? [Y/N]:y

The range of public key modulus is (512 ~ 2048).

If the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys....

Create the key pair successfully.

# HERDSAZERTHERY

[H3C]public-key local create dsa

The range of public key modulus is (512 ~ 2048).

If the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys.....

Create the key pair successfully.

# FHIESSHARSS 88 ThRE

[H3C]ssh server enable

# EcE# M GigabitEthernet1/0/4R9IPHENE, & FimFBISIZEIHERESSHARSS 8.
[H3Clinterface GigabitEthernet1/0/4

[H3C-GigabitEthernet1/0/4]ip address 192.168.10.1 255.255.255.0
[H3C-GigabitEthernet1/0/4]quit

# 1R ESSHEFinE R &R AES T IAAATAILE,

[H3ClJline vty 0 63

[H3C-line-vty0-63]authentication-mode scheme
[H3C-line-vty0-63]quit

# BIER S EIERAN AP admin, B Hadmin; FIRBIRSSEANSSH, AP MHEAnetwork-ad


https://zhiliao.h3c.com/questions/catesDis/728
https://zhiliao.h3c.com/User/other/33847

min,

[H3C]local-user admin

[H3C-luser-manage-admin]service-type ssh
[H3C-luser-manage-admin]authorization-attribute user-role network-admin
[H3C-luser-manage-admin]password simple admin
[H3C-luser-manage-admin]quit
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# 142 GigabitEthernet1/0/1N A\ trustX 13

[H3C]security-zone name Trust
[H3C-security-zone-Trust]import interface GigabitEthernet1/0/1
[H3C-security-zone-Trust]quit

#RUEEXI SRR pass.

[H3CJobject-policy ip pass

[H3C-object-policy-ip-pass] rule 0 pass
[H3C-object-policy-ip-pass]quit

#BUEE TrustZlLocallziyis B ZREE 18 Fpass 5k K.

[H3C]zone-pair security source Trust destination Local
[H3C-zone-pair-security-Trust-Local]object-policy apply ip pass
[H3C-zone-pair-security-Trust-Local]quit

#BlEE LocalZ| TrustighAYis B R A% 8 Fpass 5RAg.

[H3C]zone-pair security source Local destination Trust
[H3C-zone-pair-security-Local-Trust]object-policy apply ip pass
[H3C-zone-pair-security-Local-Trust]quit

3.3 PREIAFSSHERIES
#RAVFAIRY192.168.10.0/24MERFAFERIRE
#ECEACL:

[H3C]acl basic 2999
[H3C-acl-ipv4-basic-2999]rule permit source 192.168.10.0 0.0.0.255
[H3C-acl-ipv4-basic-2999]quit
#ESSHIRSS AR

[H3C]SSH server acl 2999

#dFTREE, BRFEE

[H3C]save force

4 BEEIER SR

4.1 {EFACRTEFIRSSHEFZE

#22 Fim e EHRIERE S ping B B K i (1 thtik

#EBI EFFECRTIAFHAERRE, RiERERE, ARMGEESSH2", EHMBMNIREAMEI
92.168.10.17, mdiEEs.



msssnpz

V] pEhRd TR ) VI prraiEv)

VITHFETRITRM
HEBRINIE, SUHITRENEENEE, Ah RS ERER A ASSHAF SIE
1, MARPE admin’, REWRE, ARSEEHR—XNEE, AT admin’, AEHAEHE
ERAINRET.

FETn=s

The host key sent by the server is different from

the host key stored in the host key database for
192.168.10.1 (192.168.10.1), port 22. This may mean
that a hostile party has “hijacked” your connection
and you are not connected to the server you spedified.

Itis recommended you verify your host key before accepting.

Server's host key (MDS hash):
07:73:54:c4:9a: 2a:0e: 44:b4:c 1:6 1:43: 99: 54:de: 27

N SSH BRE

gggomz 168.10.1 EE— A AE- HHA
B

AAEL): sdmn|

[CI#FRPES)

@AzeH=TE S |
admin L 10, o
smng152 163.10.1 BE— B WH\E ==
AARW): admin

wmer [ |

O 8#ERE

Eizs6i01-socmeckT = L= ()
[x#m | m8® =Bv BRO) emm BExs IBU E0W EH)
J 4 G»"'_- <Alt+R> Y- Y = & (7]

ool o o o ol o ol ol ol o o o ool ol ol ol o ol ol ol ol ol o o o o o ol o o o ol o
* copl\_cnight (c) 2004-2016 Hangzhou H3C Tech. Co., Ltd. A1l rights reserved. *

ut the owner’'s prior written consent »
* no decompiling or reverse-engineer{ng shai‘l be allowed. =

<H3C>
<H3C>
<H3C>

<H3C>f

BCEXHER




	M9K系列防火墙SSH登陆设备配置方法
	组网及说明

	1 配置需求或说明
	1.1  适用的产品系列
	1.2  配置需求及实现的效果

	2 组网图
	配置步骤

	3 配置步骤
	3.1  配置SSH服务器
	3.2  防火墙域间策略配置
	3.3  限制用户SSH登录设备

	4 配置验证及登录测试
	4.1  使用CRT客户端SSH登录设备
	配置关键点



