(51" F10X0/F50X0&RF BT XIBFIERG2R A AR ElE L 75 #E7IPSEC VPNEL
EEA (HEXmSTEHE. NAQIREVPNEEE)

IPSec VPN 2Bf 2019-09-23 k%

4Rk Rz i5iBA

1 B BB KRR

1.1 SANFERERET

ARZ=HERTFF1080, F1070. F5040, F5020%F10X0, F50X0ERFIRIBEKIE,

ERG2ZK%EEHES: ER5200G2, ER8300G2, ER3200G2%

JE REGIEFEF100-C-G2HIVersion 7.1.064, Release 9510P08kR 731787 E /IR,

1.2 BERKRREIMIIYE

DEBRAERS200G2IEHEE, A —SXERSAEERMEO, AUSEERiHKIMEEEDVP
NtEEIAE, PR ORI R~

NFERR | SMRED | ARG | ARRE AR | AR
BB 1/0/3 101.88.26.34/30 101.88.26.33 1/0/3 192.168.10.0/24
SEB Wanf1 198.76.26.90/30 198.76.26.89 Lan1 192.168.20.0/24
2 ERE

88 - 101.88.26.34 4ER - 198.76.26.90

Internet

SERAR
192.168.10.0/24 192.168.20.0/24

BELE

SHESE
3.1 PAKIEFNERG2EEHES LMETE
FXIE EMECEIES % 2.3.2 [FXIEI N ER P EWECETSE HHTEE, A RETRIIPSEC

VPNEEE#TNEB.
ERG2E& A28 EMECEIES % 2.2.2 A FE S AR EMEE A #TESE, AXRETIPS
EC VPNECEHITNA.

3.2 SEBMIEUZEIPSEC Il LA R 53 ERAYEIE

#BUZIPSECRIBX IR, FATULACIPSECEE.

<H3C>system-view

[H3CJacl advanced 3999

[H3C-acl-ipv4-adv-3999]rule permit ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0 0.0.0.
255

[H3C-acl-ipv4-adv-3999]quit

#Bll7Zacl 3888YAFTE/ N AT HEBRIPSECSERAMMNAT,

[H3Clacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0 0.0.0.2
55

[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

3.3 EERMENRIPSECELIRIN

#INFEEBNIR E Saes-cbe-128, INEEIGE shal,

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm aes-cbc-128

[H3C-ipsec-transform-set-1]esp authentication-algorithm shat

[H3C-ipsec-transform-set-1]quit

3.4 SEMUBHRIKERLIRIN

HIKERSIRINECARSAIESEE yshal, IIZRHEEIADES-CBC, DHEADHT, FiAAEEREHMGFE
[H3Clike proposal 1


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/33847

[H3C-ike-proposal-1]quit

3.5 SENEEIKERSEH

#RBIKERRSE, MIHESS MRS ARMIP, BiEiRE/123456,

[H3Clike keychain 1

[H3C-ike-keychain-1]pre-shared-key address 198.76.26.90 key simple 123456
[H3C-ike-keychain-1]quit

3.6 SRFMEBRIKERSIESR

#EBIKERSHESE, BAImitbiE, Xintthlit. keychain, proposalKEXEEE.

[H3Clike profile 1

[H3C-ike-profile-1]keychain 1

[H3C-ike-profile-1]local-identity address 101.88.26.34

[H3C-ike-profile-1]match remote identity address 198.76.26.90

[H3C-ike-profile-1]proposal 1

[H3C-ike-profile-1]quit

3.7 EEB£LRKIKE DPDIj&E

#BiZike dpd, IKE SAERINZ /G 10MAimSRIEDPDIRIIRS, FEFRINDPDRIFHR, HA
IHE10F IR B EIDPDREIFIR Y, MKE IRRIEDPDERUIRSL, HEltEEHEHSRIX=IRDPD
RIS, EE=RDPDIRUNRSIR HE10FMAZEIDPDEIRHRSL, IS MIBRA&IXDP DRI
KE SAREXIRAIFTEIPsec SA, EfEISFEHILEI T DPDRIFHRY, MRS 0FEIRRIEDPDER
THRSZ

[H3Clike dpd interval 10 retry 10 periodic

3.8 BERMEIRIPSECR LM

#OFRIKEL L HEMRGE1/0/315transform-set, acl. ike-profile. ZNimitiilt, Yimithi XERHEESE,
[H3Clipsec policy GE1/0/3 1 isakmp

[H3C-ipsec-policy-isakmp-GE1/0/3-1]transform-set 1
[H3C-ipsec-policy-isakmp-GE1/0/3-1]security acl 3999
[H3C-ipsec-policy-isakmp-GE1/0/3-1]local-address 101.88.26.34
[H3C-ipsec-policy-isakmp-GE1/0/3-1]remote-address 198.76.26.90
[H3C-ipsec-policy-isakmp-GE1/0/3-1]ike-profile 1

[H3C-ipsec-policy-isakmp-GE1/0/3-1]quit

3.9 SERMISMRIIE IR FIPSECEHEIEFINATEN ISR

[H3Clinterface GigabitEthernet 1/0/3

[H3C-GigabitEthernet1/0/3]ipsec apply policy GE1/0/3

[H3C-GigabitEthernet1/0/3]nat outbound 3888

[H3C-GigabitEthernet1/0/3]quit

3.10 BEMERER S RITIEIPSECEIR

#EEENSRE, HEFR/192.168.10.0

[H3CJobject-group ip address 192.168.10.0

[H3C-obj-grp-ip-192.168.10.0]0 network subnet 192.168.10.0 255.255.255.0
[H3C-obj-grp-ip-192.168.10.0]quit

#RENISRAE, BFR/9192.168.20.0

[H3C]object-group ip address 192.168.20.0

[H3C-obj-grp-ip-192.168.20.0]0 network subnet 192.168.20.0 255.255.255.0
[H3C-obj-grp-ip-192.168.20.0]quit

#HOUERERISRRE, SRAEEFRAIUntrust-Trust

[H3CJobject-policy ip Untrust-Trust

[H3C-object-policy-ip- Untrust-Trust] rule 0 pass source-ip 192.168.20.0 destination-ip 192.168.10.0
[H3C-object-policy-ip- Untrust-Trust]quit

#BJ7E UntrustZ Tustialp9isl B SR8 VA FBUntrust-TrustSeig

[H3C]zone-pair security source Untrust destination Trust
[H3C-zone-pair-security-Untrust-Trust]object-policy apply ip Untrust-Trust
[H3C-zone-pair-security-Untrust-Trust]quit

311 SERMIEER SRS, Mi@UntrustElLocal, AR LocalF|UntrustfysERg, FFEIIPSEC [
8

#RIENISARRE, RAEEFRAUNtrust-Local

[H3C]object-policy ip Untrust-Local

[H3C-object-policy-ip-Untrust-Local] rule 0 pass

[H3C-object-policy-ip-Untrust-Locallquit

#BUE2UntrustEl|Localld At a5 g A FA Untrust- Localskhg

[H3C]zone-pair security source Untrust destination Local
[H3C-zone-pair-security-Untrust-Local]object-policy apply ip Untrust-Local
[H3C-zone-pair-security-Untrust-Local]quit

#HEUEEXISRRE, ZREEEFR/9Local-Untrust

[H3CJobject-policy ip Local-Untrust



[H3C-object-policy-ip-Local-Untrust]rule 0 pass
[H3C-object-policy-ip-Local-Untrust]quit
#Bl#ZLocalBlUntrustiaif9is; 8 5k B& B FE Local-Untrust R ig

[H3C]zone-pair security source Local destination Untrust
[H3C-zone-pair-security-Local-Untrust]object-policy apply ip Local-Untrust
[H3C-zone-pair-security-Local-Untrust]quit

3.12 EZENQA, FTFFREIPSEC VPNEEE,

BUEICMP-echoEBUIFINQATIRAE (BTRER Jvadmin, BIEREtest!) , FEERIIRAIBRIME
S ERERG2MAYIp: 192.168.20.1, jEip2AERRIMAip: 192.168.10.1,

<H3C> system-view

[H3C] nga entry admin test1

[H3C-nga-admin-test1] type icmp-echo

[H3C-nga-admin-test1-icmp-echo] destination ip 192.168.20.1

[H3C-nga-admin-test1-icmp-echo] source ip 192.168.10.1

#ECE Bkt /9101.88.26.33, LUENIRRSE ipsec vpniiE kLGS ERIRE.
[H3C-nga-admin-test1-icmp-echo] next-hop ip 101.88.26.33

#EEIESEH: —RANQATKFERNAYRE/10, FRUAYERATEA5002R, MIXEESFRN
FRYABEIRE () /EIPR /95000270,

[H3C-nga-admin-test1-icmp-echo] probe count 10

[H3C-nga-admin-test1-icmp-echo] probe timeout 500

[H3C-nga-admin-test1-icmp-echo] frequency 5000

# JSaICMP-echolUifli2(E, H—BEHTIUIK.

[H3C] nga schedule admin test1 start-time now lifetime forever

3.13 SERIFRIPSECEEDO
#EVPN’>“IPSEC VPN'>“BiE P eathifiee, 4529 MNEOWANT

EERZ  BED  KERIEW  KEHSH | PSecHREW  IPSecnem® |

EEOE: ipsecl w
WEm0: [T
i
EEC=E)

3.14 SERCIBRIKER2IRIN
H#EVPN">“IPSEC VPN">“IKEZ SR it
IKEZSRINAPAIESREL ISHAT, INEZEENDES, DHLEDHA,

EED  IKEFREWR IKEHFHE  IPSecEREW  IPSeckLEM -

HMIKER W

e fuail: tiyi (BE:1~16155F)

IKERTHE: SHAL w

IKEMEHE: DES -
IKE DH#A: DH! modpTé8

3.15 DEREIBIKEXIZ S

#EVPN">“IPSEC VPN">“IKEXS (" mh s i

ISR R ARIP, MEHREEIFMIKELZ IR, HRAEEN, ¥INIKE =350, FFEDPD
, FOEEBHTICED,



Z2RE A0 IEERW  IEHSH  PsockEflX  WseckaRE |

HRIKER i

HEHER: peer  (EE:1~164)
j: 3 (=} ipsecl w
R : 101.88. 26,34 (1P ot 1)
Lk LES C i
2N tiyi -
< 3l Wit -
Helw=: iR v
wERUN: Wik v
HHEEEH(PSK): 1256 (EE:1~1284%7)
& R : 28800 (%:60~604800%, F(E:28800)
DPD: O RE DA
DPD A : 10 P (EE: 1~60%, FAE(E:10)
DPDHZEYHTIE : 30 (R 1~3001, H&(E:30)
(EE)CEL)

3.16 HEREIRIPSECKLIRIN
#EVPN">“IPSEC VPN">“IPSECZ &8N i
HINBFEBNIR B Haes128, IAFEELGE Hshal,

HLUW  EED  KEEREW  IKEHEH  IPSecHLBW  IPSeck P -

HMIPSECH 2 W

EERuER: esp (B 1~3115/7)
EEhRE: DAH QESP (0 AH+ESP

ESPRITHZ: SHAL =

ESPIIEN#: AES128 w

3.17 $ERGIBIPSEC RLHME

#E“VPN">“IPSEC VPN">“IPSEC 55" r g

it FIIP AR 2 VPNRI IR, XdimF /0SSR EEE VPNAYIEE, JARZRIEIRHIIKERS
ZAFIPSECHIR IR,

B IKEM®H  PSecELBW L]

WAMIPSECE S WG

W ipeec | (B 1 16155)
2T EM: Bl -
FHFFEIP/RR: 192, 168.20.0 | 266. 266.266.0
HWFFIP/RB: 192.168.10.1 286, 266, 265.0
Rz @ IKEIE | FiEs
HHE: peer v
watk—: ezp v
wE i WEHE -
L e HiZHE -
wadum: Wi -
PFS: Wi -

s 28800 (60 120~604800, Fikil:28800)
W Eilwe -

EEE
3.18 [BHIPSECEKLEREINEE



EED KERRRR  KEHEH  PSecHRRW  IPSeckLWM

Pseci B

¥ ERIPSecyi:

3.19 SEREEEE S EPRIERSIEH
HEBRRE > BHRIRE > HSBE P REE
S —RERSIEH, BRI AITIRAIVPNIIER, HEOEIRIPSECKEEM.

#WERM | EEEMH
HEBERMIE
[S]Eghichila 192. 168, 10.0
FRIES: 255, 255, 255. 0
T —katidt - | |
Jask ipzecl w
HHiE (B, EE:1~15

3.20 BHELSIE
V7R KM 2

B m$TERdisplay ike sal] LABRIBFERS HRDIKSE RikeE L5

[H3Cldis ike sa

Cormnection—ID Remote Flag DoI
29 198, 76. 26. 90 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RE-REEEY
#V7Bh K i@ display ipsec saF]LABZIIPSEC SAEAIRE.

[H3C]dis ipsec sa
Interface: GigabitEthernetl/0/3

IPsec policy: GE1/0/3
Sequence number: 1
Node: Template

Turnel id: O

Encapsulation mode: tunnel

Perfect Forward Secrecy:

Inside VPN:

Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path NTU: 1444

Tunnel :

local address: 101.88. 26. 34
remote address: 198. 76. 26. 90

Flow:

;uur addr: 192, 168.10. 0/255. 255. 255. 0 port: 0 protocol: ip

dest addr: 192. 168,20, 0/255, 285, 255.0 port: 0 protocol: ip



[Inbound ESP SAs]
SPI: 4032357769 (0xf058e589)
Connection ID: 158913789952
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-SHAL
Sh duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3545
Nax received sequence-number: 8
Anti-replay check enable: ¥
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP Sis]
SPI: 1786751150 (0x6a7faBae)
Connection ID: 64424509441
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-SHAL
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3545
Max sent sequence-number: 8
UDP encapsulation used for NAT traversal: N
Status: Active

ERG2{1:
7£ [VPN] - [VPNIRE] -- [IPSeckeRig] - [R2HKE] BEEREEBER

FARE | ARG | CeRERE | MENEE | FscriRE | reecrk

" » THRERING TPl
o
(BE REE AwsPL | ANNR  EsesPl | Ese R Y
7 151,88.26. 4 ) 1 | s 000ze
g | ™ IR p— e | OuiaPfakas 10ES_SHay | =LA
| 198.76.16.50 192 168.20.0/24
gnec ot > 101.88.38. 34 mie O POSEeSEY IDES_SHat w190, 168, 10,0734

WifMIEs I pieneE 0

BCERHER
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