(5 F10X0/F50X0Z&FIBH K EFIERG2EE A28 IPsec VPNEFEER AL E

IPSec VPN 2Bf 2019-09-23 k%

BRI RI5EA
1 B BB RakifieE
1.1 ERN~ERET
ARZFEATFUIF1080. F1070. F5040, F50205:F10X0. F50X0ZRFIRIBHNIE,
ERG2 F=RZ 5B HI8S . ER8300G2-X, ER6300G2. ER3260G2, ER3200G2%,
T REHEEF100-C-G2H9Version 7.1.064, Release 9510P08kR A i/ THD E-IF7EHT,
1.2 BEEFERNETIAHER
BEPE—BMXIE, SXE—SERGEHESEEEHNEA, ELSEERHAMEEREIVP
NtEEIAAE, (PR ORI R~

NEER | ShEEO NThehlvgrE] YNTITES ARz S hehil ey
ISt 1/0/3 101.88.26.34/30 101.88.26.33 1/0/4 192.168.10.0/24
DER WAN1 HIREL LANA1 192.168.20.0/24

2 ARIE

Internet

i

: 101.88.26.34

JE\E‘BWM :
192.168.10.024

192.168.20.0/24

SEELE

3.1 SEBpAAIEMES

3.1.1 B3RIPSECE21RIN

#INEEANZE H3des-cbe, INERAIRE fyshal,

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc
[H3C-ipsec-transform-set-1]esp authentication-algorithm shat
[H3C-ipsec-transform-set-1]quit

3.1.2 BRIKERSRIN

HELBIKER IRV BIARGAIESEE fyshal, INZF2E93DES-CBC, DHEJIDH2
[H3Clike proposal 1

[H3C-ike-proposal-1] encryption-algorithm 3des-cbc
[H3C-ike-proposal-1] authentication-algorithm sha1l

[H3C-ike-proposal-1] dh group2

[H3C-ike-proposal-1]quit

3.1.3 BIRIKER2Z5H

#RIBIKERE, DEMRENAMIPHIEAEE, XOiFE790.0.0.0, HiEiRE/123456,
[H3Clike keychain 1

[H3C-ike-keychain-1]pre-shared-key address 0.0.0.0 key simple 123456
[H3C-ike-keychain-1]quit

3.1.4 RERAFIRSHAFQDNER

[H3C] ike identity fgdn F100

3.1.5 BIEIKERZ2ESS

#HOFRIKERSIESR, BARBFR. IHZFR. keychain, proposalXEA#ERK.
[H3Clike profile 1

[H3C-ike-profile-1]keychain 1

[H3C-ike-profile-1]exchange-mode aggressive

[H3C-ike-profile-1] local-identity fqdn F100

[H3C-ike-profile-1] match remote identity fqdn ER
[H3C-ike-profile-1]proposal 1

[H3C-ike-profile-1]quit


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/33847

3.1.6 BIEEIPSECR LRSS

#OEIKER L RIGIEIRGE1/0/3%transform-set, ike-profile B,
[H3Clipsec policy-template GE1/0/3 1

[H3C-ipsec-policy-template-GE 1/0/3-1]transform-set 1
[H3C-ipsec-policy-template-GE1/0/3-1]ike-profile 1
[H3C-ipsec-policy-template-GE 1/0/3-1]quit

#EE— M IPsecR £ 5RIES | FHERES ISR

[H3Clipsec policy GE1/0/3 1 isakmp template GE1/0/3

3.1.7 BIEACLIEHIPSECSLEHRIEIE

#BiEacl 3888YAFIFES MNIELI AT HEFRIPSECERAMENAT,

[H3Clacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0
0.0.0.255

[H3C-acl-ipv4-adv-3888]rule permit ip source any
[H3C-acl-ipv4-adv-3888]quit

3.1.8 JMEOERIPSECRRSFINATIN S EIGSERS

[H3Clinterface GigabitEthernet 1/0/3

[H3C-GigabitEthernet1/0/3]ipsec apply policy GE1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound 3888
[H3C-GigabitEthernet1/0/3]quit

3.1.9 RERLHEILEIPSECEIR

#EENISRE, HEFRA192.168.10.0

[H3Clobject-group ip address 192.168.10.0
[H3C-obj-grp-ip-192.168.10.0]0 network subnet 192.168.10.0 255.255.255.0
[H3C-obj-grp-ip-192.168.10.0]quit

#EUENISRE, |FR/9192.168.20.0

[H3CJobject-group ip address 192.168.20.0
[H3C-obj-grp-ip-192.168.20.0]0 network subnet 192.168.20.0 255.255.255.0
[H3C-obj-grp-ip-192.168.20.0]quit

#RIENISRARRE, HRAEFBFRAAUntrust-Trust

[H3C]object-policy ip Untrust-Trust

[H3C-object-policy-ip- Untrust-Trust] rule 0 pass source-ip 192.168.20.0 destination-ip 192.168.10.0
[H3C-object-policy-ip- Untrust-Trust]quit
#BUEEUntrustZl Tusti AV B SRBE A B Untrust-TrustskRg

[H3C]zone-pair security source Untrust destination Trust
[H3C-zone-pair-security-Untrust-Trust]object-policy apply ip Untrust-Trust
[H3C-zone-pair-security-Untrust-Trust]quit

3.1.10 EEERLE, Mi@UntrustZlLocal, PARLocalF|UtrustfysEaE, FAFEESZIPSEC &
HOIFENISRIRRE, RAZEZFR/9Untrust-Local

[H3CJobject-policy ip Untrust-Local

[H3C-object-policy-ip-Untrust-Local] rule 0 pass
[H3C-object-policy-ip-Untrust-Local]quit

#Bl7Z Untrust®Localigifi9is 8 5k EZ B Untrust- Locals5khg

[H3C]zone-pair security source Untrust destination Local
[H3C-zone-pair-security-Untrust-Local]object-policy apply ip Untrust-Local
[H3C-zone-pair-security-Untrust-Local]quit

#HOUEEXIS KRS, ZRAEEFR/9Local-Untrust

[H3Clobject-policy ip Local-Untrust

[H3C-object-policy-ip-Local-Untrust] rule 0 pass
[H3C-object-policy-ip-Local-Untrust]quit

#8lJ7E Local B UntrustgAdie, 8 e B& A Al Local-UntrustsR g

[H3C]zone-pair security source Local destination Untrust
[H3C-zone-pair-security-Local-Untrust]object-policy apply ip Local-Untrust
[H3C-zone-pair-security-Local-Untrust]quit

3.1.11 REEE

[H3C]save force
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[H3Cldis ike sa

Cormection-ID Remote Flaz Do
29 198, 76, 26, 90 ED IPsec
Flazs:

RD-——READY RL—-REPLACED FD-FADING RE-REEEY
#V7Bh K @ display ipsec saB]LAEZIIPSEC SAEAIRE.,

[H3Cldis ipsec sa

Interface: GigabitEthernetl/0/3

IPsec policy: GE1/0/3
Sequence rumber: 1
Node: Template

Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path NTU: 1444
Tunnel :
local address: 101, 88. 26, 34
remote address: 198. T6. 26. 90
Flow:
sour addr: 192.168.10.0/255. 255.255.0 port: 0 protocol: ip
dest addr: 192, 168. 20, 0/255. 255, 255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 4032357769 (0xf058e589)
Connection ID: 158913789952
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-SHAL
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3545
Nax received sequence-number: 8
Anti-replay check enable: ¥
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 1786751150 (0x6a7fadae)
Comnection ID: 64424509441
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-SHAL
SA duration (kilobytes/sec): 1843200/3600
Sh remaining duration (kilobytes/sec): 1843199/3545
Max sent sequence-number:
UDP encapsulation used for NAT traversal: N
Status: Active
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