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BELR

(1)  FECEDHCPIRSSEE(BD4.4.4.31XESDHCP server, IHAEH3CIREZF2DHCP server)
# £BFFEDHCP,

system-view

[DHCP-server] dhcp enable

# BIEEBFRpool 1 HEE B FFH NENE.,

[DHCP-server]dhcp server ip-pool pool1

# B BN EChYIPHEAERIER 192.168.100.0/24, S ECAIMIKHELE192.168.100. 1FIDNSARSS 25
1B1t8.8.8.8,

[DHCP-server-ip-pool-pool1] network 192.168.100.0 24

[DHCP-server-ip-pool-pool1] gateway-list 192.168.100.1

[DHCP-server-ip-pool-pool1] dns-list 8.8.8.8

#¥5192.168.100. 118 B AL HHtbhE,

[DHCP-server-ip-pool-pool1] forbidden-ip 192.168.100.1

[DHCP-server-ip-pool-pool1] quit

# BIEEZFRgpool 2ttt H I NEAIE.,

[DHCP-server]dhcp server ip-pool pool2

# ERE D NSO ECAYIPHbLEER 192.168.200.0/24, HECAIMIZEHE1E192.168.200. 1FIDNSRSS 28
1h11k8.8.8.8.

[DHCP-server-ip-pool-pool2] network 192.168.200.0 24

[DHCP-server-ip-pool-pool2] gateway-list 192.168.200.1

[DHCP-server-ip-pool-pool2] dns-list 8.8.8.8

#15192.168.200.11F B 2L 1 Hithit,

[DHCP-server-ip-pool-pool2] forbidden-ip 192.168.200.1

[DHCP-server-ip-pool-pool2] quit

# EIEERHSIA, B EREI192.168.100.0MERF1192.168.200.0MERAIDHCPM AR X HI T—
BHEE/EEDHCPE Fin M8 aIEE 1 IPitblt4.4.4.2,

[DHCP-server] ip route-static 192.168.100.0 24 4.4.4.2

[DHCP-server] ip route-static 192.168.200.0 24 4.4.4.2

(2)  EEEDevice(BIBRASIRE)

UNEEBRASIE/IDHCPHIAESSERYIE BB T :

a. BEEDHCP relay

# £BFFIEDHCP,

system-view

[Device] dhcp enable
# = FADHC P4 A9 ittt RITCRINEE.

[Device] dhcp relay client-information record
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# RIFDHC PRz ittt ZRINERT RIF IO RE.

[Device] undo dhcp relay client-information refresh enable

# QUEIZIRBAS IPElIEpool 1, $EEILECIZ b tRIDHCPVAZ FimFRERIMIER AL,
15192.168.100. 1R EHEEIEIE, FHEETIHBAS IPHEIEHIIRAIDHCPARSS BRHEAE,
[Device]dhcp server ip-pool pooll

[Device-ip-pool-pool1] gateway 192.168.100.1 export-route

[Device-ip-pool-pool1] forbidden-ip 192.168.100.1

[Device-ip-pool-pool1] remote-server 4.4.4.3

[Device-ip-pool-pool1] quit

# GIEEIEIPitbibitbpool2, ECEMHEANZSS EChYIPHEERIER 192.168.200.0/24, FEEILECIZI ML
HIDHCPVAZE FumRRTERIRER L, 16192.168.200. 118 B AR IHBlE, FHEETIRBAS IPHBHE TN
HIDHCPARSS 2R MLE,

Device]dhcp server ip-pool pool2

[
[Device-ip-pool-pool2] gateway-list 192.168.200.1 export-route
[Device-ip-pool-pool2] forbidden-ip 192.168.200.1

[Device-ip-pool-pool2] remote-server 4.4.4.3

[Device-ip-pool-pool2] quit

# FR B0 GigabitEthernet1/0/2.1009IPHE1E/9192.168.100.1, BLEH#EO T{EEDHCPH4kE, 7+
JEREDHCPHRSS =it /94.4.4.3,

[Device] interface gigabitethernet 1/0/2.100

[Device—-GigabitEthernet1/0/2.100] ip address 192.168.100.1 24

[Device—GigabitEthernet1/0/2.100] dhcp select relay

[Device—GigabitEthernet1/0/2.100] dhcp relay server-address 4.4.4.3
[Device—GigabitEthernet1/0/2.100] quit

# ECE [ GigabitEthernet1/0/2.200/91PHbiE/9192.168.100.1, ELE#ZOT{FEDHCPHh4kES;, F
FEREDHCPHRSS 81t /94.4.4.3,

[Device] interface gigabitethernet 1/0/2.200

[Device—GigabitEthernet1/0/2.200] ip address 192.168.200.1 24

[Device—GigabitEthernet1/0/2.200] dhcp select relay

[Device—GigabitEthernet1/0/2.200] dhcp relay server-address 4.4.4.3
[Device—GigabitEthernet1/0/2.200] quit

WMRBRASYE/IDHCP serverfilifi, EXETHEENA:

# 2BFEDHCP,

system-view

[Device] dhcp enable

# SUERIPHEtibithpool1, FSEMISEIPHENEFT192.168.100.1, {EIBICE24, 1§192.168.100.1iRE AL
iohik, FHEEDNSHRSSEEHELS.8.8.8,

[Device]dhcp server ip-pool pool1

[Device-ip-pool-pool1] gateway 192.168.100.1

[Device-ip-pool-pool1] forbidden-ip 192.168.100.1

[Device-ip-pool-pool1] dns-list 8.8.8.8

[Device-ip-pool-pool1] network 192.168.100.0 24

# eUEIPHEtEthpool2, HEREMISEIPHELET192.168.200.1, HFBIKE24, 15§192.168.200.1i8F 921k
ok, FHEEDNSHRSSE1ELLS.8.8.8,

[Device]dhcp server ip-pool pool2

[Device-ip-pool-pool2] gateway 192.168.200.1 24

[Device-ip-pool-pool2] forbidden-ip 192.168.200.1

[Device-ip-pool-pool2] dns-list 8.8.8.8

[Device-ip-pool-pool2] network 192.168.200.0 24

# EoEiEOGigabitEthernet1/0/2.100kYIPHilIt /9192.168.100.1, F3|AIPitiititipool1,

[Device] interface gigabitethernet 1/0/2.100

[Device—GigabitEthernet1/0/2.100] ip address 192.168.100.1 24
[Device—GigabitEthernet1/0/2.100] dhcp server apply ip-pool pooli

# BeE#EOGigabitEthernet1/0/2.2008IPHb1t/9192.168.100.1, #3|AIPibititpool2,

[Device] interface gigabitethernet 1/0/2.200

[Device—GigabitEthernet1/0/2.200] ip address 192.168.200.1 24
[Device-GigabitEthernet1/0/2.200] dhcp server apply ip-pool pool2

b. BLEVLANLEL:

# BeE FH2OGigabitEthernet1/0/2.1008EIE 245 R INEVLAN ID/910089VLANIRSZ

[Device] interface gigabitethernet 1/0/2.100

[Device—GigabitEthernet1/0/2.100] vlan-type dot1q vid 100

[Device—GigabitEthernet1/0/2.100] quit

# ECE F1#GigabitEthernet1/0/2. 2008555 R SNEVLAN IDF920049VLANIRSZ,

[Device] interface gigabitethernet 1/0/2.200



[Device—-GigabitEthernet1/0/2.200] vlan-type dot1q vid 200
Device—GigabitEthernet1/0/2.200] quit

c. EEEPortal\iFARSSEE

# ECEPortal AIEARS2S : BFRInewpt, IPitbin4.4.4.5, B4E9BAC123456,
[Device] portal server newpt

[Device-portal-server-newpt] ip 4.4.4.5 key simple 123456
[Device-portal-server-newpt] quit

d. EEXNHTTPSIRIGHTEEMAINEMRITHAS

# B EXHTTPSIR SO TEE M EMRITR S /A11111,

[Device] http-redirect https-port 11111

e. BIE@AMAFE

# QIEINIERTI A, &FRaweb,

[Device] user-group web

New user group added.

[Device-ugroup-web] quit

f.  BCERTAERIZAFAIACLELNY

# HIPVAZRACL web_permitBIEZHINIGNT : ILECFBFHweb s FIFHIBE AYtbiEJgPortalfRS5 2&itbAEAY
3,

[Device] acl advanced name web_permit

[Device-acl-ipv4-adv-web_permit] rule 0 permit ip destination 4.4.4.5 0 user-group web
[Device-acl-ipv4-adv-web_permit] quit

# 79IPVAZERACL neiwangBIEHINIANT :  PLEcAF4Eweb i FE Y B A9t 7o P kI AR SS BE st AR ST

[Device] acl advanced name neiwang

[Device-acl-ipv4-adv-neiwang] rule 0 permit ip destination 4.4.4.6 0 user-group web
[Device-acl-ipv4-adv-neiwang] quit

# J9IPVAFZRACL web_httpBISERIIANT . ELEE A 4Eweb A HY B B /98089 TCPHRSZ (BIHTT
PIR3Z).

[Device] acl advanced name web_http

[Device-acl-ipv4-adv-web_http] rule 0 permit tcp destination-port eq www user-group web
[Device-acl-ipv4-adv-web_http] quit

# IPVARIRACL web_httosBIEHIIGN T :  ILEcFAF4Eweb s FAFRY B Bim /944389 TCPIRIZ (RIHT
TPSIRXZ).

[Device] acl advanced name web_https

[Device-acl-ipv4-adv-web_https] rule 0 permit tcp destination-port eq 443 user-group web
[Device-acl-ipv4-adv-web_https] quit

# FIPVAERACL ipEIEINIAI T : PLECR A Ewebt B HIIPIRSZ,

[Device] acl advanced name ip

[Device-acl-ipv4-adv-ip] rule O permit ip user-group web

[Device-acl-ipv4-adv-ip] quit

# J9IPVAEZRACL neiwang_outBIEMINIANT : PLECAFEweb iRt AP MARSS 85 PLBIEAIIRSZ .
[Device] acl advanced name neiwang_out

[Device-acl-ipv4-adv-neiwang_out] rule 0 permit ip source 4.4.4.6 0 user-group web
[Device-acl-ipv4-adv-neiwang_out] quit

# 7IPVATZRACL web_outBIEMIMIANT : LA EwebHriRitiiEaPortal iRSS28 I PHBIEAIHR SZ.,
[Device] acl advanced name web_out

[Device-acl-ipv4-adv-web_out] rule 0 permit ip source 4.4.4.5 0 user-group web
[Device-acl-ipv4-adv-web_out] quit

9. BERTALRIERFRZE

# FeEZEweb_permit, PLEZACL web_permit,

[Device] traffic classifier web_permit operator and

[Device-classifier-web_permit] if-match acl name web_permit
[Device-classifier-web_permit] quit

# BtE&ZEneiwang, PLBCACL neiwang,

[Device] traffic classifier neiwang operator and

[Device-classifier-neiwang] if-match acl name neiwang

[Device-classifier-neiwang] quit

# BeEZweb_http, PLBCACL web_http,

[Device] traffic classifier web_http operator and

[Device-classifier-web_http] if-match acl name web_http

[Device-classifier-web_http] quit

# EiEZ&web_https, PLEZACL web_https,

[Device] traffic classifier web_https operator and

[Device-classifier-web_https] if-match acl name web_https



[Device-classifier-web_https] quit

# BeEZ#Eweb_deny, PTEZACL ip,

[Device] traffic classifier web_deny operator and

[Device-classifier-web_deny] if-match acl name ip

[Device-classifier-web_deny] quit

# BeE&ZEneiwang_out, PLEZACL neiwang_out,

[Device] traffic classifier neiwang_out operator and

[Device-classifier-neiwang_out] if-match acl name neiwang_out
[Device-classifier-neiwang_out] quit

# EeEZ%Eweb_out, FTEIACL web_out,

[Device] traffic classifier web_out operator and

[Device-classifier-web_out] if-match acl name web_out

[Device-classifier-web_out] quit

h. BCERITH

# BCE IR T/9web_permit, FtiFFEF4Hwebsr FIFRIE AYLtbiE/9PortalfRSS =28 PIEIE AR SOEIY,
[Device] traffic behavior web_permit

[Device-behavior-web_permit] filter permit

[Device-behavior-web_permit] free account

[Device-behavior-web_permit] quit

# BB T Aneiwang, Fe¥FRFEwebsr FFRI BRI I MERSS 28I PRI SOBIL .
[Device] traffic behavior neiwang

[Device-behavior-neiwang] filter permit

[Device-behavior-neiwang] quit

#ECE M T/9web_http, XS “Ewebdr FIFAI B AYIR O 798089 TCPIRSZ(RIHTTPIR ) EEMEICPU

[Device] traffic behavior web_http

[Device-behavior-web_http] redirect http-to-cpu

[Device-behavior-web_http] quit

#ECE R T/web_https, XA ZHEweb B AYiH /944389 TCPIR S (BPHTTPSHR ) EEMEIC
PU,

[Device] traffic behavior web_https

[Device-behavior-web_https] redirect https-to-cpu

[Device-behavior-web_https] quit

#ECE R T9web_deny, ZEIFFF?HEWebFBFRIIFTEIPRSGEE .,

[Device] traffic behavior web_deny

[Device-behavior-web_deny] filter deny

[Device-behavior-web_deny] free account

[Device-behavior-web_deny] quit

# BB T Aneiwang_out, FFAFYAwebiEithil o P RIARSS 28I PHbUEAGIR SOET .
[Device] traffic behavior neiwang_out

[Device-behavior-neiwang_out] filter permit

[Device-behavior-neiwang_out] quit

#ECE R TAweb_out, FiFAFEwebsiFitbit/PortaliRSS 28I PHEULAIIR SO .
[Device] traffic behavior web_out

[Device-behavior-web_out] filter permit

[Device-behavior-web_out] free account

[Device-behavior-web_out] quit

i. ECEBQoSHME

# BEBE N MQoSHHgweb

[Device] qos policy web

# EIBENIRATRA T, MRS TFRFRBwebhRIFF:

Fe¥F BRI I PortaliRSS 2R R IR SS 28| PHENE AR SIS ;

HFERRO7980 (HTTPIRIZ) #1443 (HTTPSIRX) HURMEEMZICPU;

bR EIARIZSN, EARIRSOSEINE.

[Device-gospolicy-web] classifier web_permit behavior web_permit
[Device-gospolicy-web] classifier neiwang behavior neiwang
[Device-gospolicy-web] classifier web_http behavior web_http
[Device-qospolicy-web] classifier web_https behavior web_https
[Device-gospolicy-web] classifier web_deny behavior web_deny
[Device-gospolicy-web] quit

# BeE M MQoSHAgout

[Device] qos policy out

# FRIEERRAGRITA, FNA: RiFAFEweb Rt IPortaliRSSSEFIK RIBRSS 28I PHINEATIR
XiEd, ERRYEILET,



Device-qospolicy-out] classifier web_out behavior web_out
Device-qospolicy-out] classifier neiwang_out behavior neiwang_out

Device-gospolicy-out] quit

. ECERIFAsRES

# WA BFRERNQOSHKRS, HRE%E Fweb,

[Device] qos apply policy web global inbound

# XRIXAI L P EM FIQoSTRER, RERE fout.
[Device] qos apply policy out global outbound

k. BZERADIUSHZE

# BIEBMRArs1HIRADIUS A EFHHNIZ S ZME.
[Device] radius scheme rs1

# ECERADIUSTI RN 2R ARS SR M B (=R,

[Device-radius-rs1] primary authentication 4.4.4.5

[
[
[Device-gospolicy-out] classifier web_deny behavior web_deny
[
j

[Device-radius-rs1] primary accounting 4.4.4.5

[Device-radius-rs1] key authentication simple radius
[Device-radius-rs1] key accounting simple radius

# BCERIXLARADIUSIRSS 2RI R B AIEHISPIEE.
[Device-radius-rs1] user-name-format without-domain
[Device-radius-rs1] quit

# (FIi%&) FFERADIUS session controlTJgE (fERIIMCE/IRADIUSERSSERATEINBCEIZINRE) .
[Device] radius session-control enable

I EEEIMERHHFAIWebINEDS (EEIMERHATZENUbLth)
# B & IPoEF I AMERIEFRATIAIES.

[Device] domain name dm1

[Device-isp-dm1] authentication ipoe none

[Device-isp-dm1] authorization ipoe none

[Device-isp-dm1] accounting ipoe none

# BEEINERTEIE A,

[Device-isp-dm1] authorization-attribute user-group web

# BECEWebI \ETNE URLFIWebI AIERRSS 28 PitE,
[Device-isp-dm1] web-server url http://4.4.4.5:8080/portal/
[Device-isp-dm1] web-server ip 4.4.4.5

[Device-isp-dm1] quit

# ECE IPoEF P TEWebI AIE/M ER (A AYTAIES,.

[Device] domain name dm2

[Device-isp-dm2] authentication ipoe radius-scheme rs1
[Device-isp-dm2] authorization ipoe radius-scheme rs1
[Device-isp-dm2] accounting ipoe radius-scheme rs1
[Device-isp-dm2] quit

m. BcEIPoE

# IEFIE O GigabitEthernet1/0/2.100F1F#£ [ GigabitEthernet1/0/2.200 - FFEIPoETHRE, HEE—R
BAER.

[Device] interface range gigabitethernet 1/0/2.100 gigabitethernet 1/0/2.200
[Device—if-range] ip subscriber 12-connected enable

# ECBIPoEAFRAWebINEAT .

[Device—if-range] ip subscriber authentication-method web

The operation may cut all users on this interface. Continue?Y/N]:y
# EEEWebINIERTEdm1, WebiAEE9dm2,

[Device—if-range] ip subscriber pre-auth domain dm1
[Device—if-range] ip subscriber web-auth domain dm2
[Device—if-range] quit

(3) ECEBRADIUSIRSS2:
# EBRNIRE
ERHANMCERTS, R HEFTRE, RESINPHBARKEEESNREEEENREEE]
KETR, HNENRSEERAE, MZRETSE<EIN-1%E, FANE-1 PR INENIRSTE.
| WAREZEA: radius,
| EftiRAREEE.
E1-1 IGImEANS S
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BESMMPHIEARIEEEEANRSEEEER, HABARSE
ENE, EZAETRE<IGIN-EH, BB -GN RS RE.
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| TR SRERIERE UEEAYSRRE AccessPolicy”,

| EftERAREES.
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(4) EEPortalfRsse:

# Ec&Portal £,

BRHESAI PRI RIS ETE Porta RSB/ IRS SRR E R, HNIRSHREERHE, AEPortal
FW, RARBEENT, FHRG<MHE-RATHIEE, WMEN-7F.
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# BCEPortal AERIHHEES B

BAESHMThRIENFIRETE Portal RS S/ P IHARI B ETR, ¥ IPHIHARE T, %
TREFEAS<EIN-1E0, BN HEINPEIHAR S TE, e -8Fx.

i EAIPHBIES S5 IPoE_Web_User”,

i ENEREAEIEA192.168.0.17, £R1EHINIFA“192.168.0.255", FBFZEHLIPHILE IS STEZIPitiEE
SEEN.

i HftRARERE.

| B<HRE-TRTeAIR(E.

[]1-8 1ENIPHEH AR B TR
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BRHESA PRI RIS ETE/ Porta RS EIRIRBHERRAN, HNREERETHE, TzREPH
H<IBIN-15H, FENIEINREERTNE, WNE1-9Fx.

i MAIREEZHNAS,

i AP 4.4.4.27, iZdtEJ9PortalfiR S i GigabitEthernet1/0/1A9IPiIL ;

i HINEEE/9123456",

| ARSI EIE.

| HESHRAEE, FRE<AE-1RHTmIRE.
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1. ZMERBEANEARN, REE—MAIERE, INERIEAFEENG b, mEEXMIF=EOERER
EMERRIIEES;

2, BEOLEFETIPEINRES, HREER FEFEIEINAREY, SERSIPOEAFMER:

ip subscriber initiator dncp enable FFFEDHCPIR &=

ip subscriber initiator arp enable FFEEARPIR ik FAF _E4&IhiE

ip subscriber initiator unclassified-ip enable matching-user FFEARELRIPIRI A ST

=Fhfita R, BGIMIDHCPALIR N AIIIAYAS, FFFS ip subscriber initiator dhcp



enable, FNZEKEILiHAIdiscoverlRIBEER;

3, HAEIEEIGHERECE ip subscriber initiator dhcp enable 2FEA

B75F4hRADHCPRIR A <SIRE T, IPoE WebFHEERIANZDHCPitR, EFARPilA. KRIATEFI
PiIMREZSEN, XBEEIRDES.

WNERSEL FEEERIHFTIIABUENL, REBRAREB75FEMA, NWEEEXMN FEO THEDHCP
FiE2%d L Vv

[Device] interface range gigabitethernet 1/0/2.100 gigabitethernet 1/0/2.200

[Device—if-range] ip subscriber initiator dhcp enable
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