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1.1 BRESE
1. BEEAC

(1) EEBEACHEO
# GIZEVLAN 100 EXIRAIVLANEED, FHAZIEORCEIPiiE, APEIRENZIPitbit SACHEST
CAPWAPR$E,
system-view
[AC] vlan 100
[AC-vlan100] quit
[AC] interface vlan-interface 100
[AC-Vlan-interface100] ip address 192.1.1.1 16
[AC-Vlan-interface100] quit
# BIEEVLAN 200 EXIMAIVLANEC, FoiziEOfieEIPitbit, ClientERIZVLANEATEN
&,
[AC] vlan 200
[AC-vlan200] quit
[AC] interface vlan-interface 200
[AC-Vlan-interface200] ip address 192.2.1.1 24
[AC-Vlan-interface200] quit
# ELBACHISwitchiBiZERIIE GigabitEthernet1/0/1ATrunk3EEY, 2 1FVIAN 13RGEIE, 7iFV
LAN 100F0VLAN 200i&F, HRITrunkAIPVIDFI100,
[AC] interface gigabitethernet 1/0/1
[AC-GigabitEthernet1/0/1] port link-type trunk
[AC-GigabitEthernet1/0/1] undo port trunk permit vlan 1
[AC-GigabitEthernet1/0/1] port trunk permit vian 100 200
[AC-GigabitEthernet1/0/1] port trunk pvid vlan 100
[AC-GigabitEthernet1/0/1] quit
(2) BCETLRS
# QIR IR, FHHANTERSERIE.,
[AC] wlan service-template 1
# EL&ESSID Aservice,

[AC-wlan-st-1] ssid service
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# BCETTEE Fin D& EISHINAZIVLAN 200,
[AC-wlan-st-1] vlan 200
# EESMINESEREERIIPSKIRI, BCEPSKEIR/AIANF/FER12345678.
[AC-wlan-st-1] akm mode psk
[AC-wlan-st-1] preshared-key pass-phrase simple 12345678
# BENMZEMSNCCMP, R2EETEMRSN,
[AC-wlan-st-1] cipher-suite ccmp
[AC-wlan-st-1] security-ie rsn
# fERE LIRSS MR,
[AC-wlan-st-1] service-template enable
[AC-wlan-st-1] quit

(3) EcEAP
#QIEFETAP, Bfkfofficeap, ELERZFRAIWA4L320i-ACN,
[AC] wlan ap officeap model WA4320i-ACN
#1RBAPFSS4210235A1GQC152001076,
[AC-wlan-ap-officeap] serial-id 210235A1GQC152001076
# BEANAPHIRadio 2ME|, FHETLIRSER14ERIRadio 2.k,
[AC-wlan-ap-officeap] radio 2
[AC-wlan-ap-officeap-radio-2] service-template 1
# FFf=ERadio 28953 INRE.
[AC-wlan-ap-officeap-radio-2] radio enable
[AC-wlan-ap-officeap-radio-2] quit
[AC-wlan-ap-officeap] quit

2. EtESwitch

(1) FERESwitchf9iEO
# BIZEVLAN 100F1VLAN 200 EXSRzEM, FoizdEOBE P, HFVLAN 100FHRA
CHNAPEICAPWAPEFEREYRE, VLAN 200 T4 A& ClientTo&iz3Z.
system-view
[Switch] vian 100
[Switch-vlan100] quit
[Switch] interface vlan-interface 100
[Switch-Vlan-interface100] ip address 192.1.1.2 16
[Switch-Vlan-interface100] quit
[Switch] vlan 200
[Switch-vlan200] quit
[Switch] interface vlan-interface 200
[Switch-Vlan-interface200] ip address 192.2.1.2 24
[Switch-Vlan-interface200] quit
# Fo & SwitchFIACTRIERIE O GigabitEthernet1/0/1ATrunk3EEY, 25 1FVIAN 13R3GEIE, 7iFV
LAN 100F0VLAN 200i@1d, Za1TrunkJAIPVIDFI100,
[Switch] interface gigabitethernet 1/0/1
[Switch-GigabitEthernet1/0/1] port link-type trunk
[Switch-GigabitEthernet1/0/1
[Switch-GigabitEthernet1/0/1
[Switch-GigabitEthernet1/0/1] port trunk pvid vian 100
[Switch-GigabitEthernet1/0/1] quit

# BRE SwitchFIAPHEZERYIE GigabitEthernet1/0/29 TrunkEY, 25 FVILAN 13R0GED, fiFV
LAN 100/&iZ, 4@iTrunkdRIPVID/9100,

undo port trunk permit vian 1

]
]
] port trunk permit vian 100 200
]

[Switch] interface gigabitethernet 1/0/2
[Switch-GigabitEthernet1/0/2] port link-type trunk
[Switch-GigabitEthernet1/0/2] undo port trunk permit vian 1
[Switch-GigabitEthernet1/0/2] port trunk permit vian 100
[Switch-GigabitEthernet1/0/2] port trunk pvid vian 100
# FFESwitchFIAPHREAYIE O GigabitEthernet1/0/26PoEERTHAE,
[Switch-GigabitEthernet1/0/2] poe enable
[Switch-GigabitEthernet1/0/2] quit

(2) ECEDHCPHRSS
# FFISDHCPIIEE.



[Switch] dhcp enable

# QU2 /9vian100A9DHCPIENES, JIAPHECIPIIE, ECEIEhaNSoEAIMER/9192.1.0.0/
16, BB ARSS5BSENIPHELES192.1.1.1, RS&HBIE192.1.1.2,

[Switch] dhcp server ip-pool vian100

[Switch-dhcp-pool-vian100] network 192.1.0.0 mask 255.255.0.0
[Switch-dhcp-pool-vian100] forbidden-ip 192.1.1.1

[Switch-dhcp-pool-vian100] gateway-list 192.1.1.2

[Switch-dhcp-pool-vian100] quit

# BIER AIvian20009DHCPHBLEE, J9ClientBCIPHELE, BLEMEHEHENSSEAIMER
79192.2.1.0/24, RS58NS ENIPHEIE192.2.1.1, MAEHEIFA192.2.1.2,
[Switch] dhcp server ip-pool vian200

[Switch-dhcp-pool-vian200] network 192.2.1.0 mask 255.255.255.0
[Switch-dhcp-pool-vian200] forbidden-ip 192.2.1.1

[Switch-dhcp-pool-vian200] gateway-list 192.2.1.2

[Switch-dhcp-pool-vian200] quit

1.2 IGIEEE

# fEAC_LfFFdisplay wlan client verbosedn & I LIEZIClientiBid PSKINZE S TN T LML
[AC] display wlan client verbose

Total number of clients: 1

MAC address :0024-d705-c608
IPv4 address 1192.2.1.3
IPv6 address :N/A
Username :N/A
AID 1
AP ID 12
AP name : officeap
Radio ID 12
SSID : service
BSSID : 80f6-2eaf-5190
VLAN ID 1200
Sleep count 1137
Wireless mode :802.11g
Supported rates :1,2,55,6,9, 11,
12, 18, 24, 36, 48, 54 Mbps
QoS mode - WMM
Listen interval 1100
RSSI 120
Rx/Tx rate 121
Authentication method : Open system
Security mode : PRE-RSNA
AKM mode :N/A
Security mode : RSN
AKM mode : PSK
Cipher suite : CCMP
User authentication mode : Bypass
Authorization ACL ID :N/A
Authorization user profile :N/A
Roam status :N/A
Key derivation :N/A
PMF status :N/A
Forwarding policy name :N/A
Online time : 0days Ohours 21minutes 55seconds
FT status : Inactive
1.3 BEXH

AC:



#

vlan 100

#

vlan 200

#

wlan service-template 1

ssid service

vlan 200

akm mode psk

preshared-key pass-phrase cipher $¢$3$N//5BVbsOqdBTxi+7MJZKT6Zgh5MAmMYs2ZzM
cipher-suite ccmp

security-ie rsn

service-template enable

#

interface Vlan-interface100

ip address 192.1.1.1 255.255.0.0
#

interface Vlan-interface200

ip address 192.2.1.1 255.255.255.0
#

interface GigabitEthernet1/0/1

port link-type trunk

undo port trunk permit vian 1

port trunk permit vian 100 200

port trunk pvid vian 100
#
wlan ap officeap model WA4320i-ACN
serial-id 210235A1GQC152001076
radio 1

radio 2

radio enable

service-template 1
#

Switch

#

dhcp enable
#
vlan 100
#
vlan 200
#
dhcp server ip-pool vian100
gateway-list 192.1.1.2

network 192.1.0.0 mask 255.255.0.0
forbidden-ip 192.1.1.1
#
dhcp server ip-pool vlan200
gateway-list 192.2.1.2

network 192.2.1.0 mask 255.255.255.0
forbidden-ip 192.2.1.1
#
interface GigabitEthernet1/0/1

port link-type trunk

undo port trunk permit vian 1

port trunk permit vian 100 200

port trunk pvid vian 100
#
interface GigabitEthernet1/0/2

port link-type trunk



undo port trunk permit vian 1
port trunk permit vian 100
port trunk pvid vian 100

poe enable
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