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1.1 BESE
1.1.1 EEAC

(1) EEACHEO
# BUEEVLAN 100LARIIRIAGVLANEEC], FooiziEIREIPitbiE, APISIREZIPIHEIESACE T
CAPWAPJ%E,
system-view
[AC] vlan 100
[AC-vlan100] quit
[AC] interface vlan-interface 100
[AC-Vlan-interface100] ip address 192.1.1.1 16
[AC-Vlan-interface100] quit
# BUEEVLAN 200 EIXIMAGVLANEEC], FoizdEOBcEIPibiE. ClientEFZVLIANEANTEK
&,
[AC] vlan 200
[AC-vlan200] quit
[AC] interface vlan-interface 200
[AC-Vlan-interface200] ip address 192.2.1.1 24
[AC-Vlan-interface200] quit
# FLBACHISwitchiEEMIEYEZ O GigabitEthernet1/0/1 4 Trunk3EEY , 25 |FVLAN 1R3OEE, 7t
¥FVLAN 100F0VLAN 200i@id, ITrunkEARIPVID/100,
[AC] interface gigabitethernet 1/0/1
[AC-GigabitEthernet1/0/1] port link-type trunk
[AC-GigabitEthernet1/0/1] undo port trunk permit vlan 1
[AC-GigabitEthernet1/0/1] port trunk permit vian 100 200
[AC-GigabitEthernet1/0/1] port trunk pvid vian 100
[AC-GigabitEthernet1/0/1] quit

(2) FiEmOZLIge, HECES02.1XIAEA= eap,
[AC] port-security enable
[AC] dot1x authentication-method eap

(3) ECEINIESRRE
# B34 Sradius 1HIRADIUS T Z=2HHENEANE.,
[AC] radius scheme radius1
# IR EFIAERADIUSHRSS 28AYIPIHENES.1.1.16,
[AC-radius-radius1] primary authentication 8.1.1.16
#1REFIHZERADIUSHRSS28A9IPHENES. 1.1.16,
[AC-radius-radius1] primary accounting 8.1.1.16
# EEEINER I HZ=EEI8A example.
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[AC-radius-radius1] key authentication simple example
# ECE T 2RV =% 98A example.,
[AC-radius-radius1] key accounting simple example
# ECESERT LT ZRORT (A AR /9350 $4,
[AC-radius-radius1] timer realtime-accounting 3
# BCE IR RIXERADIUSHR S EFRVIRIPHEIE/9192.1.1.1,
[AC-radius-radius1] nas-ip 192.1.1.1
(4) ECEINE
# BoEIAIES Aradiusi,
[AC] domain radius1
# EcElan-access B {EEFARADIUS T3 Eradius 1HHTIAIE. $ZANATITH2E,
[AC-isp-radius1] authentication lan-access radius-scheme radius1
[AC-isp-radius1] authorization lan-access radius-scheme radius1
[AC-isp-radius1] accounting lan-access radius-scheme radius1
(5) ECEACL
# BIE— NS 300009 IPVASRACL, FFNENE.,
[AC] acl advanced 3000
# EX—FAN, RIFIPIRIGEN.
[AC-acl-ipv4-adv-3000] rule permit ip
[AC-acl-ipv4-adv-3000] quit
# BE— RS H300189IPVASRACL, FFANENE.,
[AC] acl advanced 3001
# EX—FAN, F¥FUDPIRSCET.
[AC-acl-ipv4-adv-3001] rule permit udp
#EN—5AN, ZIETCPIRIIET,
[AC-acl-ipv4-adv-3001] rule deny tcp
[AC-acl-ipv4-adv-3001] quit
(6) ECERHMRS
# QIR IR, FHHANTERSERIE.,
[AC] wlan service-template 1
# EL&ESSID Aservice,
[AC-wlan-st-1] ssid service
# LB i EESFISHINAZIVLAN 200,
[AC-wlan-st-1] vlan 200
# BEESMINESZREEAE/9802.1X,
[AC-wlan-st-1] akm mode dot1x
# ILENZEMACCMP, L£2(SETEARSN,
[AC-wlan-st-1] cipher-suite ccmp
[AC-wlan-st-1] security-ie rsn
# EEEFFPENNIERET/9802.1X,
[AC-wlan-st-1] client-security authentication-mode dot1x
# B & dot1xIAIEAYdomainis; Aradius1
[AC-wlan-st-1] dot1x domain radius1
# {ERETTER ARSI,
[AC-wlan-st-1] service-template enable
[AC-wlan-st-1] quit
(7) ECEAP
# QIEFTAP, EFRAofficeap, BLSHFRIWAL320i-ACN,
[AC] wlan ap officeap model WA4320i-ACN
#IREAPHIFSS79210235A1K6C15A003025,
[AC-wlan-ap-officeap] serial-id 210235A1K6C15A003025
# HEANAPHIRadio 2MEl, FHETLIRSEIR19FERIRadio 2.k,
[AC-wlan-ap-officeap] radio 2
[AC-wlan-ap-officeap-radio-2] service-template 1
# FFIERadio 209595ATNEE.
[AC-wlan-ap-officeap-radio-2] radio enable
[AC-wlan-ap-officeap-radio-2] quit
[AC-wlan-ap-officeap] quit
(8) ECEACZIRADIUSHRSSESHIEHSEIEH



[AC] ip route-static 8.0.0.0 8 192.2.1.2
1.1.2 BE&Switch

(1) FER&ESwitchf9iEO
# BIEEVLAN 100K EXIR#EO, FmziEOiRE P, T AACHIAPEICAPWAPRKERN
AIRE.
system-view
[Switch] vian 100
[Switch-vlan100] quit
[Switch] interface vlan-interface 100
[Switch-Vlan-interface100] ip address 192.1.1.2 16
[Switch-Vlan-interface100] quit
# BUEEVLAN 200 EXIREEC, FziENEE P, FATFHEKRClientTo&iR>,
[Switch] vlan 200
[Switch-vlan200] quit
[Switch] interface vlan-interface 200
[Switch-Vlan-interface200] ip address 192.2.1.2 24
[Switch-Vlan-interface200] quit
# QUERVLAN SREXINIEN, HAUZEOREIPil, FAFSRADIUSIRSS=HIE(S.
[Switch] vlan 8
[Switch-vlan8] quit
[Switch] interface vlan-interface 8
[Switch-Vlan-interface8] ip address 8.1.1.2 8
[Switch-Vlan-interface8] quit
# FL B SwitchFIACHEEMIEYEZ O GigabitEthernet1/0/1 4 Trunk3EEY , £ FVLAN 1R3OEE, 7t
¥FVLAN 100f1VLAN 200i@id, ITrunkEARIPVID/100,
[Switch] interface gigabitethernet 1/0/1
[Switch-GigabitEthernet1/0/1] port link-type trunk
[Switch-GigabitEthernet1/0/1
[Switch-GigabitEthernet1/0/1
[Switch-GigabitEthernet1/0/1] port trunk pvid vlan 100
[Switch-GigabitEthernet1/0/1] quit
# EL & Switch SAPHEIEMIAYGigabitEthernet1/0/2/9trunk&8Y, Z51FVLAN 13R30GEIE, fIFVLA
N 100F0VLAN 200i@1d, FigEPVIDJIVLAN100,
[Switch] interface gigabitethernet 1/0/2
[Switch-GigabitEthernet1/0/2] port link-type trunk
[Switch-GigabitEthernet1/0/2] undo port trunk permit vian 1
[Switch-GigabitEthernet1/0/2] port trunk permit vian 100 200
[Switch-GigabitEthernet1/0/2] port trunk pvid vian 100
# FFESwitchAIAPHEIZEATIE O GigabitEthernet1/0/26PoE{FB AL,
[Switch-GigabitEthernet1/0/2] poe enable
[Switch-GigabitEthernet1/0/2] quit
# FLESwith5Radius servicetBZEMIAYGigabitEthernet1/0/3/9trunkERY, 25| FVLAN 1R3OEIT
, F8FVLAN 100F0VLAN 200iEiY, FHi&EPVID/VLAN 8,
[Switch] interface gigabitethernet 1/0/3
[Switch-GigabitEthernet1/0/3
[Switch-GigabitEthernet1/0/3
[Switch-GigabitEthernet1/0/3
[Switch-GigabitEthernet1/0/3

undo port trunk permit vian 1

]
]
] port trunk permit vian 100 200
]

port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 100 200

port trunk pvid vlan 8

(2) ECEDHCPHRSS
# FFISDHCPIIRE,
[Switch] dhcp enable
# QllEE4Z Fvian100QDHCPIBIE, ERE bt EAIRER/9192.1.0.0/16, HblbtirRARS
S8 EaIPHEIE192.1.1.1, REMIHEN192.1.1.2, JIAPHELIPHEIL,
[Switch] dhcp server ip-pool vian100
[Switch-dhcp-pool-vlan100] network 192.1.0.0 mask 255.255.255.0
[Switch-dhcp-pool-vlan100] forbidden-ip 192.1.1.1
[Switch-dhcp-pool-vlan100] gateway-list 192.1.1.2
[Switch-dhcp-pool-vlan100] quit



# Bz 79vIan20009DHCPIBiEh, EeEtbibtanSDBCAIRER/9192.2.1.0/24, HblibtiR RS
581 EaIPHEit192.2.1.1, RXiEiE192.2.1.2, AClientHEdIPiEiE,

[Switch] dhcpserverip-pool vian200

[Switch-dhcp-pool-vian200] network 192.2.1.0 mask 255.255.255.0
[Switch-dhcp-pool-vian200] forbidden-ip 192.2.1.1

[Switch-dhcp-pool-vian200] gateway-list 192.2.1.2

[Switch-dhcp-pool-vian200] quit
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PortaliEE

BO2.1xEE

1.2 SRS

(1) {#F3display dot1x sessions&EZEdot1 xFHF EE%.
display dot1x sessions
AP name: officeap Radio ID: 2 SSID: service
Online 802.1X users: 1
MAC address  Auth state
0015-00bf-e84d  Authenticated
(2) {&EFAdisplay wlan client verboseESEEADEER &, BEZIACL3000, HILATAIEA
DR R TR
display wlan client verbose

Total number of clients: 1

MAC address : 0015-00bf-e84d
IPv4 address :192.2.1.3

IPv6 address :N/A

Username : ead_guest

AID 1

AP ID 2

AP name : officeap

Radio ID 12

SSID : service

BSSID : 3891-d58a-8930
VLAN ID 1200

Sleep count 118

Wireless mode :802.11ac

Channel bandwidth : 80MHz

SM power save : Disabled

Short Gl for 20MHz : Supported

Short Gl for 40MHz : Supported

Short Gl for 80MHz : Supported

Short Gl for 160/80+80MHz : Not supported
STBC RX capability : Supported
STBC TX capability : Not supported
LDPC RX capability : Not supported
SU beamformee capability : Not supported
MU beamformee capability : Not supported
Beamformee STS capability :N/A

Block Ack :TID O Out



Supported VHT-MCS set :NSS10,1,2,3,4,5,6,7,8,9
NSS20,1,2,3,4,5,6,7,8,9

Supported HT MCS set :0,1,2,8,4,5,6,7,
8,9,10, 11,12, 13, 14,
15

Supported rates 16,9, 12, 18, 24, 36,
48, 54 Mbps

QoS mode : WMM

Listen interval 1250

RSSI 134

Rx/Tx rate : 58.5/324

Authentication method : Open system

Security mode :RSN

AKM mode :802.1X

Cipher suite : CCMP

User authentication mode :802.1X

Authorization ACL ID : 3000

Authorization user profile :N/A

Roam status :N/A

Key derivation : SHA1

PMF status :N/A

Forwarding policy name :N/A

Online time : 0days Ohours 2minutes 49seconds

FT status : Inactive

1.3 EEXH
AC

#

dot1x authentication-method eap

#

port-security enable

#

vlan 100

#

vlan 200

#

wlan service-template 1

ssid service

vlan 200

akm mode dot1x

cipher-suite ccmp

security-ie rsn

client-security authentication-mode dot1x
dot1x domain radius1
service-template enable

#

interface Vlan-interface100

ip address 192.1.1.1 255.255.0.0

#

interface Vlan-interface200

ip address 192.2.1.1 255.255.255.0
#

interface GigabitEthernet1/0/1

port link-type trunk

undo port trunk permit vian 1

port trunk permit vian 100 200

port trunk pvid vlan 100
#

ip route-static 8.0.0.0 8 192.2.1.2



#
acl advanced 3000
rule 0 permit ip
#
acl advanced 3001
rule 0 permit udp
rule 5 deny tcp
#
radius scheme radius1
primary authentication 8.1.1.16
primary accounting 8.1.1.16
key authentication cipher $c$3$YCjREST8/BuXrsEKyY9InY8QQfmrN3w==
key accounting cipher $¢$3$yPGJYnF7FE+/36JrXfn+DYGq/8ngZA==
timer realtime-accounting 3
nas-ip 192.1.1.1
#
domain radius1
authentication lan-access radius-scheme radius1
authorization lan-access radius-scheme radius1
accounting lan-access radius-scheme radius1
#
wlan ap officeap model WA4320i-ACN
serial-id 210235A1K6C15A003025
radio2
radio enable
service-template 1
#
Switch
#
dhcp enable
#
vlan8
#
vlan 100
#
vlan 200
#
dhcp server ip-pool vian100
gateway-list 192.1.1.2
network 192.1.0.0 mask 255.255.0.0
forbidden-ip 192.1.1.1
#
dhcp server ip-pool vian200
gateway-list 192.2.1.2
network 192.2.1.0 mask 255.255.255.0
forbidden-ip 192.2.1.1
#
interface Vlan-interface8
ip address 8.1.1.2 255.0.0.0
#
interface Vlan-interface100
ip address 192.1.1.2 255.255.255.0
#
interface Vlan-interface200
ip address 192.2.1.2 255.255.255.0
#
interface GigabitEthernet1/0/1
port link-type trunk

undo port trunk permit vian 1



port trunk permit vian 100 200
port trunk pvid vian 100
#

interface GigabitEthernet1/0/2
port link-type trunk

undo port trunk permit vian 1
port trunk permit vian 100 200
port trunk pvid vian 100

poe enable
#

interface GigabitEthernet1/0/3
port link-type trunk

undo port trunk permit vian 1
port trunk permit vian 100 200
port trunk pvid vian 8

BCEAPRIFS I SEIBHRIRIZFIIS SAPHE—IIN, APRIFSISAILIBITAPIRE BHANREIR
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