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nat address-group 1

address X.X.X.X X.X.X.X

#

nat static outbound 192.168.1.2 X.X.X.X

interface GigabitEthernet0/1 Svxlam& &3 EEO
port link-mode route
ip address 192.168.1.1 255.255.255.252

interface GigabitEthernet0/0

port link-mode route

ip address X.X.X.X 255.255.255.224
nat static enable
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vlan 10
#
12vpn enable
#
vsi vpna
vxlan 10
tunnel 1
interface GigabitEthernet0/1
port link-mode route
ip address 192.168.1.2 255.255.255.252
#
ip route-static 0.0.0.0 0 192.168.1.1
#
interface GigabitEthernet0/2
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port link-mode route
xconnect vsi vpna

#

interface Tunnel1 mode vxlan
source 192.168.1.2
destination Y.Y.Y.Y

#
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dhcp enable

#

traffic classifier web_deny operator or
if-match acl name web_deny

#

traffic classifier web_http operator or
if-match acl name web_http

#

traffic classifier web_https operator or
if-match acl name web_https

#

traffic classifier web_out operator or
if-match acl name web_out

#

traffic classifier web_permit operator and
if-match acl name web_permit

#

traffic behavior web_deny

filter deny

#

traffic behavior web_http

redirect http-to-cpu

#

traffic behavior web_https

redirect https-to-cpu

#

traffic behavior web_out

filter permit

#

traffic behavior web_permit

filter permit

#

qos policy out

classifier web_out behavior web_out
classifier web_deny behavior web_deny
#

gos policy web

classifier web_permit behavior web_permit
classifier web_http behavior web_http
classifier web_https behavior web_https
classifier web_deny behavior web_deny
#

dhcp server ip-pool pool1

gateway-list 192.168.249.2 export-route
network 192.168.249.0 mask 255.255.255.0
dns-list 114.114.114.114

forbidden-ip 192.168.249.2

forbidden-ip 192.168.249.3

#

12vpn enable

#

vsi vpna

gateway vsi-interface 1



vxlan 10

tunnel 1

#

interface GigabitEthernet1/1/0

port link-mode route

ip address 192.168.250.2 255.255.255.0
#

interface Vsi-interface1

ip address 192.168.249.2 255.255.255.0
qos apply policy web inbound

gos apply policy out outbound

ip subscriber 12-connected enable

ip subscriber initiator dhcp enable

ip subscriber authentication-method web
ip subscriber pre-auth domain JIAIERT1E;
ip subscriber web-auth domain JAJEfS1E.com
#

interface Tunnell mode vxlan

source 192.168.250.2

destination X.X.X.X
#

ip route-static 0.0.0.0 0 192.168.250.254
#

acl advanced name web_deny match-order auto
rule 100 permit ip user-group web
#
acl advanced name web_http match-order auto
rule 10 permit tcp destination-port eq www user-group web
#
acl advanced name web_https match-order auto
rule 10 permit tcp destination-port eq 443 user-group web
#
acl advanced name web_out match-order auto
rule 10 permit ip source Z.Z.Z.186 0 user-group web
rule 20 permit ip source Z.Z.Z.187 0 user-group web
rule 30 permit ip source 114.114.114.114 0 user-group web
#
acl advanced name web_permit match-order auto
rule 10 permit ip destination Z.Z.Z.186 0 user-group web
rule 20 permit ip destination Z.Z.Z.187 0 user-group web
rule 30 permit ip destination 114.114.114.114 0 user-group web
#
radius scheme rs1
primary authentication Z.Z.Z.187 key cipher $c$3$TbMowzL3wjRtCOOBIAO0pOFbxg3Qr160j60=
primary accounting Z.Z.Z.187 key cipher $c$3$DZGcuyccVI4bjVL+SgiKl+TdaJW0Jb8AyaE=
#
domain name IAIE/S1a.com
authentication ipoe radius-scheme rs1
authorization ipoe radius-scheme rs1
accounting ipoe radius-scheme rs1
#
domain name TAIERTIT,
authorization-attribute user-group web
authorization-attribute ip-pool pool1
authentication ipoe none
authorization ipoe none
accounting ipoe none
web-server url http://Z.Z.Z2.186:89/aci10/login
web-server ip Z.Z.2.186
web-server url-parameter mac source-mac
web-server url-parameter url original-url
web-server url-parameter wlanuserip source-address



#

user-group web

#

portal device-id vbras
#

portal web-server newpt
#

portal server newpt
ipZ2.2.2.187

#

http-redirect https-port 89
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