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1.1 BRERHE

IERHSSID A service’ L IREBHIAPS 2 IRogue AP, EiERogue APRZE!, EFFKEEAPSSE
HAERETFEENDE, FEIHIRHSSIDI g service’ TR B HIXELAPIK| B 5 K IINAP,

1.2 BRESE
1.2.1 BEEAC

(1) EEACHEO
# BUEEVLAN 100 EDXIMAIVLANEEC], FHIoiziEOECEIPitbit, APEIETIZIPIEIESACE T
CAPWAPJ%E,
system-view
[AC] vlan 100
[AC-vlan100] quit
[AC] interface vlan-interface 100
[AC-Vlan-interface100] ip address 112.12.1.25 16
[AC-Vlan-interface100] quit
# BIEEVLAN 200 EXIMAIVLANEEO, FHuizdEOEcEIPibit, ClientEFIVLAN200BENTE
KL,
[AC] vlan 200
[AC-vlan200] quit
[AC] interface vlan-interface 200
[AC-Vlan-interface200] ip address 112.13.1.25 16
[AC-Vlan-interface200] quit
# BeEACFISwitchiBiZERY#Z O GigabitEthernet1/0/18Trunk3ERY, Z51FVLAN 1IR3GEE, FBiFV
LAN 100F0VLAN 200j&id, PVIDA100,
[AC] interface gigabitethernet1/0/1
[AC-GigabitEthernet1/0/1] port link-type trunk
[AC-GigabitEthernet1/0/1] undo port trunk permit vian 1
[AC-GigabitEthernet1/0/1] port trunk permit vian 100 200
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[AC-GigabitEthernet1/0/1] port trunk pvid vian 100
[AC-GigabitEthernet1/0/1] quit

(2) FEZEDHCP server
# FFFEDHCP serverIhBE,
[AC] dhcp enable
# ECEDHCPittiithvian1009APHS ECitbiiE B E/9112.12.0.0/16, RIKHBEA112.12.1.25,
[AC] dhcp server ip-pool vian100
[AC-dhcp-pool-vlan100] network 112.12.0.0 mask 255.255.0.0
[AC-dhcp-pool-vlan100] gateway-list 112.12.1.25
[AC-dhcp-pool-vlan100] quit
# ECEDHCPbIEhvIan200/9Clienty BStHSEE/9112.13.0.0/16, RIKiiE)9112.13.1.25,
[AC] dhcp server ip-pool vian200
[AC-dhcp-pool-vlan200] network 112.13.0.0 mask 255.255.0.0
[AC-dhcp-pool-vlan200] gateway-list 112.13.1.25
[AC-dhcp-pool-vlan200] quit

(3) ECEWIPS
# HEAWIPSHIEL,
[AC] wips
# ECEAPD I, XIFLARSSHISSIDHATILES.
[AC-wips] ap-classification rule 1
[AC-wips-cls-rule-1] ssid equal service
[AC-wips-cls-rule-1] quit
# ICEAPDIERES, MWRHFEDEMNrule 1 HIAPSEAIEEAP,
[AC-wips] classification policy class1
[AC-wips-cls-class1] apply ap-classification rule 1 rogue-ap
[AC-wips-cls-class1] quit
# QT e, HNADERIBEIENZ S vsdl,
[AC-wips] virtual-security-domain vsd1
[AC-wips-vsd-1] apply classification policy class1
[AC-wips-vsd-1] quit
# ILBERFIRES, REIAFEAP,
[AC-wips] countermeasure policy 1
[AC-wips-cms-1] countermeasure rogue-ap
[AC-wips-cms-1] quit
# N B FIRIE R R R S igvsd1,
[AC-wips] virtual-security-domain vsd1
[AC-wips-vsd-vsd1] apply countermeasure policy 1
[AC-wips-vsd-vsd1] quit
[AC-wips] quit

(4) BLEAP
# BIET RS R service, FECESSID gservice, ELEClenth\FLiRFSERservice L&fES
WANNVLAN 200, FHIFERSER,
[AC] wlan service-template service
[AC-wlan-st-service] ssid service
[AC-wlan-st-service] vlan 200
[AC-wlan-st-service] service-template enable
[AC-wlan-st-service] quit
#QIEFTAP, BfRmapl, EEAPESHEERSIS, BRERSIERIERSHED.,
[AC] wlan ap ap1 model WA4320i-ACN
[AC-wlan-ap-ap1] serial-id 210235A1GQC157001570
[AC-wlan-ap-ap1] radio 1
[AC-wlan-ap-ap1-radio-1] radio enable
[AC-wlan-ap-ap1-radio-1] service-template service
[AC-wlan-ap-ap1-radio-1] quit
#BIEFTAP, EffNap2, EFAPEISHEERSIS, SRS ERIPERISIMEL.
[AC] wlan ap ap2 model WA4320i-ACN
[AC-wlan-ap-ap?2] serial-id 210235A1GQC157001571
[AC-wlan-ap-ap2] radio 1
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[AC-wlan-ap-ap2-radio-1] radio enable
[AC-wlan-ap-ap2-radio-1] service-template service
[AC-wlan-ap-ap2-radio-1] quit

#BIEFTAP, Zffusensor, EFAPESHEEFFIS, ASHSREOFBEWIPSIHEEFHINNE
NZLEH,

[AC] wlan ap sensor model WA4320i-ACN
[AC-wlan-ap-sensor] serial-id 210235A1GQC157001572
[AC-wlan-ap-sensor] radio 1
[AC-wlan-ap-sensor-radio-1] radio enable
[AC-wlan-ap-sensor-radio-1] wips enable
[AC-wlan-ap-sensor-radio-1] quit

[AC-wlan-ap-sensor] wips virtual-security-domain vsd1

[AC-wlan-ap-sensor] return
Ee&Switch

# BUEVLAN 100F0VLAN 200, EVLAN 100FF4&RACHIAPIEICAPWAPRSERATRE, VL
AN 200FFF 45K ClientToEIR .

system-view

[Switch] vlan 100

[Switch-vlan100] quit

[Switch] vlan 200

[Switch-vlan200] quit

# BcESwitch SACHBERGigabitEthernet1/0/1#ZF OB M Trunk, ZE1EVLAN HRIGEL, 7
¥FVLAN 100i&i2, PVID/100,

[Switch] interface gigabitethernet1/0/1

[Switch-GigabitEthernet1/0/1] port link-type trunk

[Switch-GigabitEthernet1/0/1] undo port trunk permit vian 1

[Switch-GigabitEthernet1/0/1] port trunk permit vian 100

[Switch-GigabitEthernet1/0/1] port trunk pvid vlan 100

[Switch-GigabitEthernet1/0/1] quit

# Be& Switch SAPHRIERIGigabitEthernet1/0/2#Z /@M 9Access, FIFVLAN 100i&Ed,
[Switch] interface gigabitethernet1/0/2

[Switch-GigabitEthernet1/0/2] port link-type access

[Switch-GigabitEthernet1/0/2] port access vlan 100

# FFEPoERE ITFE{HEEINRE,

[Switch-GigabitEthernet1/0/2] poe enable

[Switch-GigabitEthernet1/0/2] quit

1.3 ISiFECE

(1) EFsensorfifEEIRSHITFHEIANRE, Rogue APIRIHAIIRSSSSIDRIZAIIACIKEL
RO SSAPIRAAIARSSSSIDAER], WIPSEEIERHRAKERAILSSAP/IHIYAP, Rogue AP/
JE£AP,

display wips virtual-security-domain vsd1 device

Total 3 detected devices in virtual-security-domain vsd1

Class: Auth - authorization; Ext - external; Mis - mistake;
Unauth - unauthorized; Uncate - uncategorized;

(A) - associate; (C) - config; (P) - potential

MAC address Type Class Duration Sensors Channel Status
000f-1111-0101 AP Auth  00h 05m 24s 1 161 Active
000f-1111-0111 AP Auth  00h 05m 26s 1 13 Active
000f-e200-1202 AP Rogue 00h 05m 26s 1 161  Active
AIAEBERIIMNBAPH S 2ARogue AP, TEHEREXHIAPH S SERIZIAP,
(2) WIF/HITHREIEE, iBiddisplay wips virtual-security-domaingp S &EE R HICHE.

display wips virtual-security-domain vsd1 countermeasure record

Total 1 times countermeasure, current 1 countermeasure record in virtual-security-domain vsd1



Class: Auth - authorization; Ext - external; Mis - mistake;
Unauth - unauthorized; Uncate - uncategorized;

(A) - associate; (C) - config; (P) - potential

MAC address Type Class Sensor name Radio ID Time
000f-e200-1202 AP Rogue sensor 1 2015-11-27/15:52:53

1.4 BREXH

AC:

#

dhcp enable

#

vlan 100

#

vlan 200

#

dhcp server ip-pool vian100
gateway-list 112.12.1.25

network 112.12.0.0 mask 255.255.0.0
#

dhcp server ip-pool vlan200
gateway-list 112.13.1.25

network 112.13.0.0 mask 255.255.0.0
#
wlan service-template service

ssid service

vlan 200

service-template enable
#
interface Vlan-interface100

ip address 112.12.1.25 255.255.0.0
#
interface Vlan-interface200

ip address 112.13.1.25 255.255.0.0
#
interface GigabitEthernet1/0/1

port link-type trunk

undo port trunk permit vian 1

port trunk permit vian 100 200

port trunk pvid vlan 100
#
wlan ap ap1 model WA4320i-ACN
serial-id 210235A1GQC157001570
radio 1

radio enable

service-template service
#
wlan ap ap2 model WA4320i-ACN
serial-id 210235A1GQC157001571
radio 1

radio enable

service-template service
#
wlan ap sensor model WA4320i-ACN
serial-id 210235A1GQC157001572
wips virtual-security-domain vsd1
radio 1

radio enable

wips enable



service-template service
#
wips
#
ap-classification rule 1
ssid equal service
#
classification policy class1
apply ap-classification rule 1 rogue-ap
#
countermeasure policy 1
countermeasure rogue-ap
#
virtual-security-domain vsd1
apply classification policy class1
apply countermeasure policy 1
#
Switch:
#
vlan 100
#
vlan 200
#
interface GigabitEthernet1/0/1
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 100
port trunk pvid vian 100
#
interface GigabitEthernet1/0/2
port access vlan 100

poe enable

BCEAPRIFS I SEBHRIRIZFFIS SAPHE—IIN, APRIFSISAILIBITAPIREBHANREIR
H.
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