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wlanfEN  wlanffl  wlan®g®  MACHHBAIE wARE BRI 2016-07-09 K&

RS AT e HIRE WX5540ERC B S MR BIAPH TGRS, LURESHINEAFFER. AFE
BSARBEREXDAR, FTEEARBWPA+TKIP, WPA2+CCMPEGINZPSKIAIET.

Tt FAPERRT, ERUAERASHIIREAN, SRSRKEA XKL, EE—EXKALE, &
DIFRIRAP, FrAREIISHINZITE.

WXSS40E Core Switch

L2 sjwitch

AP1 oo

FHEIRTAMI R E 2 LI KBRS, ARMESERNM. TR, ENBFEREIE
. IRECEAE. MRIRIRTEE, SRNEEAIIESSID, iR KERIER,
HIEEERRETOMEER, DTERKEAMELRIHDREELLOE, BIMBEEFKE, Kin
EWAPEE, APRIXdeauthiR3, SEHI&IH T4, MNTFATRN:

Relative Time. Packet | Sourca Destination Transmitter Recaiver | Flags. Charnel | DatsRate | Size | Protocol
0000080 T BPE0:F6:26:54:19:60  BPFCIDB:E3:08:00:50  BEE0:F6:2E:54:10:60  BPFCIDB163:0B:94:5D  + 52 5.6 30 802.11 Deauth
©.000239 2 H)B0:F6:26:54:19:60 EEFC:DB:B3:08:94:5D H§50:F6:2E:54:19:60 BEJFC:DB:B3:0B:94:50 *+ 52 6.0 3@ 802.11 Deauth
©.000448 3 B80:F6:26:54:19:60 BPFC:DB:3:08:94:50  BPB0:F6:2E:54:19:66  BPFC:DB:B3:0B:94:5D  *+ s2 6.6 30 802.11 Deauth
©.000716. 4 HPBO:F6:2E:54:19:60  HPFC:DB:B3:08:04:5D  HEPB0:F6:2E:54:10:60  BIPFC:DB:B3:0B:94:5D  *v s2 6.6 30 802.11 Deauth
0.21155% WITC:D5:B3:00:94:50 Broadcast E§TC:DB:B3:00:54:50 Broadcast  + 1 5. 158 S0Z.1T Probe Req
©0.512258 6 BE0:F6:2E:54:19:61 BPFC:DB:3:08:94:50  BPB0:F6:2E:54:19:61  BPFC:DB:B3:0B:94:5D  *P s2 6.0 295 802.11 Probe Rsp
2.866510 8 BIFC:DB:B3:08:94:5D MPEthernet Broadcast HPFC:DB:B3:08:94:5D Ethernet Broadcast * s2 6.6 138 802.11 Probe Req
5.221692 9 BEPFC:DB:B3:08:34:5D BPEtnernet Broadcast BPFCiDB:B3:08:94:50 Ethernet Broadcast * s2 6.0 136 802.11 Probe Req
5.222655 10 BPE0:F6:2E:54:19:61 FC:DB:B3:08:94:50  BEB0:F6:2E:54:19:61 FC:DB:B3:0B:94:5D  *P s2 6.0 295 802.11 Probe Rsp
7.478823 1 :DB:83:08:94:50 HPEthernet Broadcast HYFC:DB:E3:08:94:50 Ethernet Broadcast * s2 6.6 130 802.11 Probe Req
5.113212 13 BPFCiDB:53:08:94:50  BPEthernet Broadcast CiDB:B3:08:94:50 Ethernet Broadcast * s2 6.0 136 802.11 Probe Req
9.114235 14 BPE0:F6:2E:54:19:61 HPFC:DB:E3:08:04:50  HEE0:FE:2E:54:19:61 FC:DB:83:0B:94:5D =P s2 6.6 295 302.11 Probe Rsp
10.342057 16 BPFC:DB:B3:08:94:5D HPEthernet Broadcast HEFC:DB:B3:08:04:5D Broadcast * s2 6.6 138 802.11 Probe Req
10.591963 17 BPFC:DB:B3:08:94:5D  BPB0:F6:2€:54:19:60 C:DB:B3:08:94:50 54:19:60  * s2 6.0 45 802.11 Auth
10.591984 18 BJ80:F6:2F:54:10:60 HYFC:DB:E3:08:94:50 10B:04:5D  © s2 6.6 14 502.11 Ack
10.592688 19 H80:F6:26:54:19:60  EEFC:DB:B3:0B:94:5D B 80:F6:2E:54:10:60 19B:94:5D bl 52 6.9 34 802.11 Auth
10.593145 21 BPFC:DB:63:08:94:5D : P FC:DB:B3:08:94:5D 54:19:60  * s2 6.6 173 802.11 Assoc Req
10593211 22 HP80:F6:26:54:19:60 0B:94:50 s2 6.6 14 502.11 Ack
10.594125 BEE50:F6:2E:54:10:60 i0B:94:5D = 52 5.9 213 892.11 Assoc Rsp

08:94:50 _ ~ sz 30 802.11 Deauth

Brosdcast

= Y Packet Info

@ Packet Number: 25
@ Flags: BxBOBAEA0E
@ status: 2x80000000
@ Packet Length: 38
@ Timestamp: 16:88:46.888235208 85/85/2816
@ Data Rate: 12 6.8 Mbps
@ Channel: 52 802.110
@ Signal Level: 83%
@ signal dBm: -57
@ Noise Level: 31%
@ Noise dBm: -82
Y 882.11 MAC Header
@ Version: B [@ Mask Bx83]
@ Type: %08 Monogement [8 Mask 8x8C]
@ Subtype: %1100 Deguthentication [8 Mask 8xFe@]

=] ‘f' Frame Control Flags: %@@e8ecee [1]
B... .... Non-strict order
-8.. .... Non-Protected Frame

r Manogement - active mode
: This is not o Re-Transmission
.B.. Last or Unfragmented Fraome
..8. Not agn Exit from the Distribution
. ...8 Not to the Distribution System
@ Duration: 60 Microseconds [
B Destination:
B9 source:
B8 BSSID:
@ Seq Number:
Number: 8 [22 Mack BxBF]
© Y 802.11 Management - Deauthentication
@ Deauthentication Reason Code: 1 Unspecified regson [24-25]

~ Frame Check Sequence
@ FCs: @xFDEA2F32 (Calculoted

eoQeweee

[EIRJFEAC L3 TFFdebugiFifl(ER, RELRKHKLMIFAES, BXELEEUT:

debugging wlan mac all
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debugging wlan mac error
debugging port-security error
(Bl S IRRT SR debug *BHEEUN T :
InspurAC_Master WMAC/6/WMAC_CLIENT_GOES_OFFLINE: Client fcdb-b30b-945d
disconnected from WLAN Inspur-L. Reason code is 1.

InspurAC_Master PORTSEC/7/Error: port-security PSK user up to limits
ZERFRTACLPSKINERAF AR LR, BITIREME. V5TFETTLIEFIgPSKIMERFIE
PREI94K,
BFZBERBENAEEEAINEPSKING, EESRTELAFHEBE4K, WT:
dis wlan client
Total Number of Clients :4103

BaIVSF B T&EHIRRIPSKINERFPMSER4K, (BAREERIACIHEN AP ERIIIE
NA—#, 1ZBRWX5540EZE A LABE4KIA EARFREN. FIUARENGIGREYT &, Bdmac-
and-pskASAIES XA LRRZIOE, §EME, BAREEDENT:

EEAC

# ERmOARE,

system-view

[AC] port-security enable

# EeBEX&IRARE, FAMAC-and-PSKIAIL,

[AC] interface wlan-ess 2

[AC-WLAN-ESS2] port-security port-mode mac-and-psk
[AC-WLAN-ESS2] port-security tx-key-type 11key

[AC-WLAN-ESS2] port-security preshared-key pass-phrase 12345678
[AC-WLAN-ESS2] quit

# QIEEIRSS ISR (INZFLBYRSHENR) , FLESSID Imactest, FWLAN-ESS2EM4REZIIRSS1ER2
[AC] wlan service-template 2 crypto

[AC-wlan-st-2] ssid mactest

[AC-wlan-st-2] bind wlan-ess 2

[AC-wlan-st-2] cipher-suite ccmp

[AC-wlan-st-2] security-ie rsn

[ ]

AC-wlan-st-2] service-template enable
[AC-wlan-st-2] quit

# BIEEAP 1H9#HR, BFRjapl, BSEBFRILEWAS3628i-AGN, FHECEAP 1HIFFIS9210235A29G0
07C000020,

[AC] wlan ap ap1 model WA3628i-AGN
[AC-wlan-ap-ap1] serial-id 210235A29G007C000020
# BIRSSIEIRGPESIAP 18radio 10,
[AC-wlan-ap-ap1] radio 1 type dot11an
[AC-wlan-ap-ap1-radio-1] service-template 2
[AC-wlan-ap-ap1-radio-1] radio enable
[AC-wlan-ap-ap1-radio-1] quit

[AC-wlan-ap-ap1] quit

# 7 I0iAE S cams, #BEC/9“none”,

[AC] domain cams

[AC-isp-cams] authentication none

[AC-isp-cams] authorization none

[AC-isp-cams] accounting none

[AC-isp-cams] quit

# IEEMACIAIE S Acams,

[AC] mac-authentication domain cams
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