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#

nga entry admin 1
type icmp-echo
destination ip 192.168.2.2
frequency 1000
source ip 192.168.2.1
#
nga entry admin 2
type icmp-echo
destination ip 192.168.2.6
frequency 1000
source ip 192.168.2.5
#
nga schedule admin 1 start-time now lifetime forever

nga schedule admin 2 start-time now lifetime forever
#

interface LoopBack10
ip address 10.10.10.1 255.255.255.0
#
interface GigabitEthernet0/0
port link-mode route
combo enable copper
ip address 100.100.100.100 255.255.255.0
nat outbound 3001
ipsec apply policy 1
#
interface GigabitEthernet0/1
port link-mode route
combo enable copper
ip address 150.150.150.150 255.255.255.0
nat outbound 3001
ipsec apply policy 2
#
interface Tunnel1 mode gre
ip address 192.168.2.1 255.255.255.252
source 100.100.100.100
destination 200.200.200.200
#
interface Tunnel2 mode gre
ip address 192.168.2.5 255.255.255.252
source 150.150.150.150
destination 200.200.200.200
#

ip route-static 0.0.0.0 0 100.100.100.1
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ip route-static 0.0.0.0 0 150.150.150.1 preference 70
ip route-static 10.20.10.0 24 192.168.2.2
ip route-static 10.20.10.0 24 192.168.2.6 preference 70
#
acl advanced 3000
rule 0 permit ip source 100.100.100.100 0 destination 200.200.200.200 0
rule 5 permit ip source 150.150.150.150 0 destination 200.200.200.200 0
#
acl advanced 3001
rule 0 deny ip source 100.100.100.100 0 destination 200.200.200.200 0
rule 5 deny ip source 150.150.150.150 0 destination 200.200.200.200 0
rule 10 permit ip
#
acl advanced name ipsec
rule 10 permit ip source 100.100.100.100 0 destination 200.200.200.200 0
rule 20 permit ip source 150.150.150.150 0 destination 200.200.200.200 0
#
ipsec transform-set 1
esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shat
#
ipsec policy 1 10 isakmp
transform-set 1
security acl 3000
remote-address 200.200.200.200
ike-profile 1
#
ipsec policy 2 10 isakmp
transform-set 1
security acl 3000
remote-address 200.200.200.200
ike-profile 2
#
ike profile 1
keychain 1
match remote identity address 200.200.200.200 255.255.255.255
#
ike profile 2
keychain 2
keychain 1
match remote identity address 200.200.200.200 255.255.255.255
#
ike keychain 1
pre-shared-key address 200.200.200.200 255.255.255.255 key cipher $c$3$cgW4niOEpiyuoDT2nn9
nYGKWx6GZIw==
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#
track 1 nga entry admin test reaction 1
#
nga entry admin test
type icmp-echo
destination ip 100.100.100.100
frequency 100
probe count 3
probe timeout 500
reaction 1 checked-element probe-fail threshold-type consecutive 1 action-type trigger-only
#
nga schedule admin test start-time now lifetime forever
#
interface LoopBackO
ip address 10.20.10.1 255.255.255.0
#



interface GigabitEthernet0/0

port link-mode route

combo enable copper

ip address 200.200.200.200 255.255.255.0
nat outbound 3002

ipsec apply policy ipsec

#

interface Tunnel1 mode gre

ip address 192.168.2.2 255.255.255.252

source 200.200.200.200

destination 100.100.100.100

#

interface Tunnel2 mode gre

ip address 192.168.2.6 255.255.255.252

source 200.200.200.200

destination 150.150.150.150

#

ip route-static 0.0.0.0 0 200.200.200.1

ip route-static 10.10.10.0 24 192.168.2.5 preference 70

ip route-static 10.10.10.0 24 192.168.2.1 track 1

#

acl advanced 3000

rule 0 permit ip source 200.200.200.200 0 destination 100.100.100.100 0
#

acl advanced 3001

rule 0 permit ip source 200.200.200.200 0 destination 150.150.150.150 0
#

acl advanced 3002

rule 0 deny ip source 200.200.200.200 0 destination 100.100.100.100 0
rule 5 deny ip source 200.200.200.200 0 destination 150.150.150.150 0
rule 10 permit ip

#

ipsec transform-set 1

esp encryption-algorithm aes-cbc-128

esp authentication-algorithm shat
#

ipsec policy ipsec 1 isakmp

transform-set 1

security acl 3000

remote-address 100.100.100.100

ike-profile 1
#

ipsec policy ipsec 2 isakmp

transform-set 1

security acl 3001

remote-address 150.150.150.150

ike-profile 2
#

ike profile 1

keychain 1

match remote identity address 100.100.100.100 255.255.255.255
#

ike profile 2

keychain 2

match remote identity address 150.150.150.150 255.255.255.255
#

ike keychain 1

pre-shared-key address 100.100.100.100 255.255.255.255 key cipher $c$3$kfQeRCcUhHUgMddb3
bZ11GSsbuQAcw==
#
ike keychain 2

pre-shared-key address 150.150.150.150 255.255.255.255 key cipher $¢$3$YHsqyUmveTTStZHaS
6a+8x4HnjH6gA==
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