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*Sep 27 17:07:34:312 2019 AC-WX2560H PORTAL/7/PACKET:

Portal received 34 bytes of packet: Type=req_auth(3), ErrCode=0, IP=10.11.60.162 /i&&UI{Zprota
RS2 AFMreq_authiRX, REVAFBANARZZBER

*Sep 27 17:07:34:312 2019 AC-WX2560H PORTAL/7/PACKET:

[ 1 USERNAME 1[ 6] [test]

[ 2 PASSWORD 1112] [+

*Sep 27 17:07:34:312 2019 AC-WX2560H PORTAL/7/PACKET:
01 03 01 00 00 12 00 00 Oa Ob 3c a2 00 00 00 02

0106 74 6573 74 02 0c 48 75 61 77 65 69 40 31

3233

*Sep 27 17:07:34:313 2019 AC-WX2560H PORTAL/7/ERROR: Failed to obtain user physical infor
mation when create user.UserlP=10.11.60.162 /i& iR IABN PSR KM

*Sep 27 17:07:34:313 2019 AC-WX2560H PORTAL/7/ERROR: Portal is disabled on the interface.
*Sep 27 17:07:34:314 2019 AC-WX2560H PORTAL/7/PACKET:

Portal sent 23 bytes of packet: Type=ack_auth(4), ErrCode=1, IP=10.11.60.162 //IEEER T, i&
BRNARERESMAradiusiRSREINE, INERINEEISportaliRSSEZerrcode=0fack_authik
X, XEigEE T Serrcode=18E3, BIAAAAIERM;

*Sep 27 17:07:34:314 2019 AC-WX2560H PORTAL/7/PACKET:

[ 5 TEXTINFO 11 71 [AC999]

*Sep 27 17:07:34:315 2019 AC-WX2560H PORTAL/7/PACKET:
01 04 01 00 00 12 00 00 Oa Ob 3c a2 00 00 01 01
0507 41 4339 39 39

*Sep 27 17:07:34:318 2019 AC-WX2560H PORTAL/7/PACKET:
Portal received 22 bytes of packet: Type=req_logout(5), ErrCode=254, IP=10.11.60.162 //AAATAIE
KW, B&EportallRSZERMIBAFBE TET
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*Sep 27 17:07:34:318 2019 AC-WX2560H PORTAL/7/PACKET:
01 05 00 00 00 13 00 00 Oa Ob 3c a2 00 00 fe 01
0c 06 00 00 00 00

*Sep 27 17:07:34:318 2019 AC-WX2560H PORTAL/7/PACKET:

Portal sent 16 bytes of packet: Type=ack_logout(6), ErrCode=2, IP=10.11.60.162
*Sep 27 17:07:34:318 2019 AC-WX2560H PORTAL/7/PACKET:

0106 00 00 00 13 00 00 Oa Ob 3c a2 00 00 02 00

M. REATASHIVNTRE:
Failed to obtain user physical information when create user.UserlP=10.11.60.162
ACEfIprotali® &R, B— 1 EFmEEHGEIE, BieEEFRRERSE, URISEHNS
HILAEREE, ERineREEANKRIERHAR? EREBR T, RE(URIEARPRIT FTEZ&Por
talE PR TEIEMEE, RIAC EINREIZIRIIARPERIL, MIASEFRESIEN.
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portal host-check enable

DIEERER, HREEEIFRIAEPortal BFRTAIERS S, $SERWLAN SnoopingZR. DHCP Snoopin
gFRIARPERNEBTEIEMNE. MREX=AFPEFRZPortalZFinEE, MWIASESEFF
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75. DizEZEportal host-check enable 3 <$E &INARIAIELT
BRIEEdebuglER, RIET BRI, RIRSEIEBEER] 1 radiusIAIEMER :
*Sep 29 15:06:02:014 2019 AC-WX2560H RADIUS/7/EVENT:
Composed request packet successfully.
*Sep 29 15:06:02:014 2019 AC-WX2560H RADIUS/7/EVENT:
Created response timeout timer successfully.
*Sep 29 15:06:02:015 2019 AC-WX2560H RADIUS/7/PACKET:
User-Name="song"
User-Password="*****
Service-Type=Framed-User
Framed-Protocol=255
NAS-Identifier="AC-WX2560H"
NAS-Port=16778376
NAS-Port-Type=Wireless-802.11
NAS-Port-
Calling-Station-
Called-Station-
Acct-Session-
H3c-User-Vlan-ld=1160
Framed-IP-Address=10.11.60.83
H3c-Ip-Host-Addr="10.11.60.83 9c:4e:36:8e:94:cc"
H3c_DHCP_OPTION55=0x010f03062c2e2f1f2179f9fc2b
NAS-IP-Address=10.11.3.2
H3c-Product-
H3c-Nas-Startup-Timestamp=1569586143
*Sep 29 15:06:02:015 2019 AC-WX2560H RADIUS/7/EVENT:
Sent request packet successfully.
*Sep 29 15:06:02:016 2019 AC-WX2560H RADIUS/7/PACKET:
0133 01 2f 14 d8 37 3b 33 7 aa 92 9f a2 94 Oc Ii&&&i%code=1/
TNIERSZ
4aeb 05 e0 01 06 73 6f 6e 67 02 12 58 9f db ab
f1 dd fc 86 5a 8d 61 8b e5 bd d7 3f 06 06 00 00
00 02 07 06 00 00 00 ff 20 Oc 41 43 2d 57 58 32



3536 3048050601 0004 883d 0600000013

57 12 30 31 30 30 30 30 30 30 30 30 30 30 31 31

36 30 1f 13 39 43 2d 34 45 2d 33 36 2d 38 45 2d

39342d43431e2137382d32432d 3239 2d

30 44 2d 46 42 2d 41 30 3a 53 68 63 6f 6f 70 2d

70 75 62 6¢ 69 63 2c 28 30 30 30 30 30 30 30 37

3230 313930393239 31353036 30323030

30303030316230383130313135331a0c

00 00 63 a2 85 06 00 00 04 88 08 06 0a Ob 3c 53

122500 00 63 a2 3c 1f 31 30 2e 31 31 2e 36 30

2e 38 3320 39 63 3a 34 65 3a 33 36 3a 38 65 3a
*Sep 29 15:06:02:016 2019 AC-WX2560H RADIUS/7/PACKET:

3934326363 1a 1500 00 63 a2 d0 0f 01 0f 03

06 2c 2e 2f 1f 21 79 9 fc 2b 04 06 0a Ob 03 02

1a 13 00 00 63 a2 ff 0d 48 33 43 20 57 58 32 35

36 30 48 1a 0c 00 00 63 a2 3b 06 5d 8d fb df
*Sep 29 15:06:02:016 2019 AC-WX2560H RADIUS/7/EVENT:
Sent request packet and create request context successfully.
*Sep 29 15:06:02:016 2019 AC-WX2560H RADIUS/7/EVENT:

Added request context to global table successfully.

*Sep 29 15:06:02:017 2019 AC-WX2560H RADIUS/7/EVENT:

Processing AAA request data.

*Sep 29 15:06:02:019 2019 AC-WX2560H RADIUS/7/EVENT:

Reply SocketFd recieved EPOLLIN event.

*Sep 29 15:06:02:019 2019 AC-WX2560H RADIUS/7/EVENT:

Received reply packet succuessfully.

*Sep 29 15:06:02:019 2019 AC-WX2560H RADIUS/7/EVENT:

Found request context, dstIP: 10.11.10.99, dstPort: 1812, VPN instance: --(public), socketFd: 84, pktl
D: 51.

*Sep 29 15:06:02:019 2019 AC-WX2560H RADIUS/7/EVENT:

The reply packet is valid.

*Sep 29 15:06:02:019 2019 AC-WX2560H RADIUS/7/EVENT:

Decoded reply packet successfully.

*Sep 29 15:06:02:020 2019 AC-WX2560H RADIUS/7/PACKET: I
IZlcode=2BRAERETIIRSL

02 33 00 14 3a 74 4f 1e 4b 26 de 2b a7 6e e4 97

€9 d7 ca Oe

*Sep 29 15:06:02:020 2019 AC-WX2560H RADIUS/7/EVENT:

Sent reply message successfully.

*Sep 29 15:06:02:020 2019 AC-WX2560H RADIUS/7/EVENT:

PAM_RADIUS: Processing RADIUS authentication.

*Sep 29 15:06:02:020 2019 AC-WX2560H RADIUS/7/EVENT:

PAM_RADIUS: Fetched authentication reply-data successfully, resultCode: 0

*Sep 29 15:06:02:020 2019 AC-WX2560H PORTAL/7/EVENT: User-SM[10.11.60.83]: Received auth
entication response, RespCode=0.

*Sep 29 15:06:02:021 2019 AC-WX2560H PORTAL/7/FSM: Auth-SM: Started to run.

*Sep 29 15:06:02:021 2019 AC-WX2560H PORTAL/7/FSM: Auth-SM [10.11.60.83]: Entered state Au
thenticated.

*Sep 29 15:06:02:021 2019 AC-WX2560H PORTAL/7/FSM: User-SM[10.11.60.83]: Begin to run.
*Sep 29 15:06:02:022 2019 AC-WX2560H PORTAL/7/FSM: User-SM [10.11.60.83]: State changed fr
om Authenticating to Waiting_Author.

*Sep 29 15:06:02:023 2019 AC-WX2560H PORTAL/7/EVENT: User-SM[10.11.60.83]: AAA proces
sed authorization request and returned fail.  /IEE T—$MZEi8EKRIZACK_AUTHIRXBpo
rtalfR5328, (BAAATMEMEREAINIERT), (BISHNEMT, FRLlg&EARack—authiR3C

BRZNIGEE, RIRENHRMNENNES
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authentication portal radius-scheme ac
accounting portal radius-scheme ac
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&8 MIFF/Sportal host-check enable #5<, FEMSEportal EAtFEIS ;
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