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#
version 5.20, Release 5142P03
#
sysname H3C
#
[2tp enable /AFEBEL2TP
#
ike local-name Ins  //BLEAIHRIKERZARE
#
interzone policy default by-priority
#
domain default enable system
#
telnet server enable
#
port-security enable
#
session synchronization enable
#
password-recovery enable
#
acl number 3010
rule 5 permit ip
#
vlan 1
#
domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
ip pool 1192.168.10.2 192.168.10.10 //ECEL2TPitiEth
#
pki domain default
crl check disable
#
ike peer pc  //ECEikeXIER
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exchange-mode aggressive
pre-shared-key cipher simple
id-type name
remote-name pc
nat traversal
#
ipsec transform-set 1 /Bt EipsecZ 1IN
encapsulation-mode tunnel
transform esp
esp authentication-algorithm shat
esp encryption-algorithm des
#
ipsec policy-template temp1 1 /Bt &EipsecEREEHER
security acl 3005
ike-peer pc
transform-set 1
sa duration traffic-based 1843200
sa duration time-based 3600
#
ipsec policy pc 1 isakmp template temp1 /g EipseciRig
#
acl number 3005 /EREAMRASIEH, BILHEL2TPINRS, EEMEIAMEEN
rule 0 permit udp source-port eq 1701
#
policy-based-route aaa permit node 5
if-match acl 3005
apply output-interface GigabitEthernet0/2
#
ip local policy-based-route aaa
#
user-group system
group-attribute allow-guest
#
local-user 3210 //EEEL2TPAF
password cipher 3210
service-type ppp
#
cwmp
undo cwmp enable
#
[2tp-group 1 //ECEL2TPZA
undo tunnel authentication
allow 12tp virtual-template 1
#
interface Virtual-Template1 /BEEVTHEM, BAMATteinetiRSSERIGIRIVT RO
ppp authentication-mode chap
remote address pool 1
ip address 192.168.10.1 255.255.255.0
nat server 1 protocol tcp global current-interface 2323 inside 192.168.202.55 telnet
#
interface NULLO
#
interface GigabitEthernet0/0
port link-mode route
ip address 192.168.0.1 255.255.255.0
#
interface GigabitEthernet0/1
port link-mode rout
ip address 192.168.202.11 255.255.255.0 //SAR5SE8EHL
#
interface GigabitEthernet0/2
port link-mode route
nat outbound 3010
ip address 11.1.1.1 255.255.255.0



ipsec policy pc 11 mEO S8 EipsectkRig
#

interface GigabitEthernet0/3

port link-mode route

#

interface GigabitEthernet0/4

port link-mode route

#

vd Root id 1

#

zone name Trustid 2 /AUK7{EEN, KFAIEREOMMAtruste
priority 85

import interface GigabitEthernet0/1

import interface GigabitEthernet0/2

import interface Virtual-Template1

#

TELNETBRSSZHECE :

#

telnet server enable

#

local-user admin

password cipher .J@USE=B,53Q="Q MAF4<1!!
authorization-attribute level 3

service-type telnet

#

interface GigabitEthernet0/2

port link-mode route

ip address 192.168.202.55 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 192.168.202.11
#

user-interface con 0

user-interface vty 0 4

authentication-mode scheme

#

Client-E{E8:

Ethernet adapter _-T-:'Hﬁ

Connection—specific DNE Suffix . : localdomain
Description : UMware ficcelerated AMD PCHet Adapter

Physical Address. . . . . . . . . : BB-BC-29-CE-54-98
Dhcp Enabled

Autoconfiguration Enabled

IP Address. . . . . - . . . . . . 192.168.282_128
Subnet Mask H .255.255.8

Default Gateway H .168.282_2

DHCP Server : .168.282.254

DHE Serwvers H .168.282 .2

Primary WINS Server H .168.2082_2

Lease Obtained H 2315&5__.5_]215 19:59:28
Lease Expires . . . . . . . . . . : 201545 H21 0 28:29:20

Clientfig&:
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[H3C1dis ike sa
total phase—-1 SAs:
connection—id peer

flag meaning
RD——READY ST——STAYALIVE RL——REPLACED FD——FADING TO-——TIMEOUT

2, IEINAMSRIREREE, FLUERIRS, BRISTAESEEE:

[H3Clip local policy-based-route aaa
[H3C1dis ip policy—based-route
policy Mame interface
aaa local
[H3C1dis policy—based—route aaa

Policy based routing configuration information:
policy—hased-route : aaa
Mode 5 permit =
if-match acl 3885
apply output—interface GigahitEthernet®.2




A - [BX]

x éq
Ak LR S| s
+ AEEHEREER
| TAER R X

T |leois-0s-21 20019143 FARRIER. ... ~
ERAERE © | 2015-05-21 20:19:46 ETCH{TIREMA. .

@ FRHBRES 2015-05-21 20:19:46 IEEERTREETSIE. |

EPmEE T |2015-05-21 20:19:46 IETEREELIPHAE. .

2015-05-21 20:1

w

(54 HFITPHIIER 192 165 10,3

2015-05-21 20:19:54 FERERTH . O bk

w

iree [ E

[Ethernet adapter _-T-:Tﬂﬁ']tﬁ 2:

Connection—specific DHS Suffix

Description . . . . . . . iNode UPH Uirtual HNHIC
Physical Address. . . . . B2 -58-F2—-88-88—82

Dhcp Enabled. . . . . . . Yes

Autoconfiguration Enabled Mo

IP Address. . . . 192.168.18.3

Subnet Mask . . 255.255.255.255
Default Gateway 192.168.18.3

DHCP Server . . 122.168.18.1

Lease Obtained. 2315£5__.-E_| 21 H 2@:19:58
Lease Expires . 2315£5__.E__| 24H 2@:19:50

Connection—specific Suffix localdomain
Description . . . . - e . UHware Accelerated AMD PCHet

Physical Address. . BB-B8C-29-CE-54-98

Dhcp Enabled. . . . - Yes

Autoconfiguration Enabled Yes

IP Address. . . . 122.168.2082.128

Subnet Mask . . . 255.255.255.8

Default Gateway 192 .168.2682.2

DHCP Server . . . 192.168.282.254

DHE Servers . . . 192.168.282.2

Primary WINS Server 192.168.282.2

Lease Obtained. . . 2315£5__.-E_| 21 H 2@:14:28
Lease Expires . . . 2315£5__.-E_| 21 H 208:44:20

C:“Documents and Settings“Administrator>ping 192.168.202.55
122.168.282 .55 with 32 hytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.282_55:
Packets: Sent = 4., Received = B. Lost = 4 (1882 loss>,

C:~Documents and Settings“Administrator>

3. ARERClientiiafRSS e, HILARBVTREEO LIBNMERIARSSAIBRET.

IC=“Documents and Sett1ng¢\Rdmlnlotrator)telnet 192.168.282 .55
.

[ FEFHE192.168.202 .55 . FrE|ETAEE, im0 23: EE
IC=“Documents and Settings“Administrator>ping 192.168.282 .55
192.168.282 .55 with 32 hytes of data:
timed out.
timed out.

timed out.
timed out.

Ping statistics for 192.168.282.55:
Packets: Sent = 4., Received = B. Lost = 4 (1882 loss>,

IC=“Documents and Settings“Administrator>
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Login authentication

llsername zadmin

Password:

[KH3C>dis ip int hrief

edown = administratively down

(z): spoofing

Interface Physical Protocol IP Address Description
GigahitEthernetB@-8 down down 192 _.168.8.1 GigahitEt...
GigabitEthernetB@-1 douwn down 188.168.118.78 GigabitEt
GigabitEthernetB@.-2 up up 192.168.282 .55 GigabitEt
GigahitEthernet®@,3 down down unassigned GigahitEt
GigabhitEthernetB-4 douwn down unassigned GigabhitEt
Uirtual-TemplateB up upisl 192 168.28.1 Virtual-T...
KH3C>
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