(31" Comware V7EEFWESREI&LIRXIIEL2TP over IPSecHi EZf)

L2TP VPN  IPSec VPN  #2B¥ 2019-10-31 &%

Comware V7EEFWSHENLLIHITEL2TP over IPSecEt &2/l

BRTTIE

—. HARFEXK:

Comware V7R KIEREIEAVPNEES, EFEIHaLiHRIPhone/Androidig N\, FiBESHIEERnat

°

—. ERE:

F1020

192.168.0.1/24 Wireless AP

1.1.1.1/24 11.1.2/24

iPhone

tNEFR, F1020i@i2G1/0/15NATIREGO/1HEE, NATIER FE—BTEAP, iPhone/Androidi@idA
PIEAMLE, BB, HTFRIBBIERERE, SEBF10205RAEiRS EZIPSec,
EELR:

1. NAT EEEEEA ERFTERINATRESHINEEEIRT, HAbEE, APECERIER.
2. F1020 L2TP/IPSectBXEeE

#

12tp enable

#

ip pool pool 10.1.1.2 10.1.1.10 Wasichelmiic)

#

interface Virtual-Template1

ppp authentication-mode pap

remote address pool pool

ip address 10.1.1.1 255.255.255.0

#

local-user client class network
password cipher $¢$3$00d64a2T9DdgR5wMufBCUNXFTiudDpvKZQ==
service-type ppp
authorization-attribute user-role network-operato
#

ipsec transform-set 1
encapsulation-mode transport

esp encryption-algorithm aes-cbc-192
esp authentication-algorithm shat

#

ipsec transform-set 2
encapsulation-mode transport

esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shat

#

ipsec transform-set 3
encapsulation-mode transport

esp encryption-algorithm aes-cbc-256
esp authentication-algorithm shat

#

ipsec transform-set 4
encapsulation-mode transport

esp encryption-algorithm des-cbc

esp authentication-algorithm shat
#


https://zhiliao.h3c.com/questions/catesDis/515
https://zhiliao.h3c.com/questions/catesDis/514
https://zhiliao.h3c.com/User/other/33847

ipsec transform-set 5
encapsulation-mode transport

esp encryption-algorithm 3des-cbc

esp authentication-algorithm shat

#

ipsec policy-template 1 1

transform-set 1234 5 /AFAELIHARINER, XBRESD
ike-profile 1

#

ipsec policy 1 1 isakmp template 1

#

12tp-group 1 mode Ins

allow 12tp virtual-template 1

undo tunnel authentication

#

12tp enable

#

ike profile 1

keychain 1

match remote identity address 0.0.0.0 0.0.0.0
proposal 1

#

ike proposal 1

encryption-algorithm 3des-cbc

dh group2

authentication-algorithm md5

#

ike keychain 1

pre-shared-key address 0.0.0.0 0.0.0.0 key cipher $c$3%u+NQyrhBRDKT/m10zccSLeUnk7xN1gnaF
W==

#
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