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[H3C]radius scheme test
[H3C-radius-test]dis th

#

radius scheme test
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#

return
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[H3C]dis cu

#

version 7.1.064, ESS 0401L13
#

sysname H3C

#

dialer-group 1 rule ip permit
#

dhcp enable

#

dns proxy enable

#

vlan 1

#



dhcp server ip-pool 1

gateway-list 192.168.2.1

network 192.168.2.0 mask 255.255.255.0
address range 192.168.2.2 192.168.2.20
dns-list 192.168.2.1

#

wlan service-template 1

ssid MSR810-W

akm mode psk

preshared-key pass-phrase cipher $c$3$PAbUGdfVTMksnSVy+b1Nx5NSUOr1 Tp67pW6j
cipher-suite ccmp

security-ie rsn

service-template enable

#

controller Cellular1/0

eth-channel 0

#

interface LoopBackO

ip address 192.168.2.100 255.255.255.255
#

interface Vlan-interface

ip address 192.168.2.1 255.255.255.0

tcp mss 1024

dhcp server apply ip-pool 1

portal enable method direct

portal bas-ip 192.168.2.100

portal apply web-server test

web-redirect url http://192.168.2.1
web-redirect track interface Eth-channel1/0:0
#

interface WLAN-Radio0/0

service-template 1

#

interface Eth-channel1/0:0

dialer circular enable

dialer-group 1

dialer timer idle 0

dialer timer autodial 10

dialer number *99# autodial

ip address cellular-alloc

nat outbound 3000

ipsec apply policy 1

#

ip route-static 0.0.0.0 0 Eth-channel1/0:0

#

light-http server directory slotO#sda0:/HTML
light-http server enable
#

acl advanced 3000

rule 0 deny ip source 192.168.2.0 0.0.0.255 destination 172.32.0.0 0.0.255.255
rule 5 permit ip
#

acl advanced 3001

rule O permit ip source 192.168.2.0 0.0.0.255 destination 172.32.0.0 0.0.255.255
#

radius scheme test

primary authentication 172.32.103.254 key cipher $c$3$peqNBcJL/Vc0c8V/zvk4vCHrrw9oD2M=
primary accounting 172.32.103.254 key cipher $c$3$CP6s0vfPtv1kbvx82amEi8/82GKgvoc=
user-name-format without-domain

nas-ip 192.168.2.100
#
domain test

authentication default radius-scheme test
authorization default radius-scheme test



accounting default radius-scheme test

#

domain default enable test

#

ipsec transform-set 1

esp encryption-algorithm des-cbc

esp authentication-algorithm md5

#

ipsec policy 1 1 isakmp

transform-set 1

security acl 3001

remote-address 60.191.123.85

#

ike proposal 1

dh group2

#

ike keychain 1

pre-shared-key address 0.0.0.0 0.0.0.0 key cipher $c$3$IwX119T1dk0xtZP5LMM+2B+kkljZS1c=
#

portal free-rule 1 destination ip 172.32.103.254 255.255.255.255 //HUEE]IMCHBIATIRSZ
#

portal web-server test

url http://192.168.2.1 /AR HBEIFAIMELE

captive-bypass enable

url-parameter userip source-address

14T E AR RER, FHSMEIRERE— Mttp:/100.0.0.180hpiER, IRERMIERHRA
BXE, EEAZhtp: //172.32.103.254:8080/portal A, FHportalAilE, http:/100.0.0.127Hbi%
FEXHREIFRY, XA FRUAIZ R BIE

if-match original-url http://100.0.0.1 redirect-url http://172.32.103.254:8080/portal

#

portal server test

ip 172.32.103.254 key cipher $c$3$2RTZvaZ/cTFSXD+EeGUNun6Bw/Scz28=

#

wlan global-configuration

#

return

LR

portal web-server FECERJurl http://192.168.2.1F1/2 FportaliE [ FAYweb-redirect url http://192.168.2.
1, X MERRT—HERY:
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2.2 BEEREUEERdnsitit:
[H3C]display dns server
Type:

D: Dynamic S: Static

No. Type IP address
1 D 123.123.123.123
2 D 123.123.123.124

2.3 ikefllIPsec{52
[H3C]dis ike sa

Connection-ID Remote Flag DOI

1 60.191.123.85 RD IPsec
Flags:
RD--READY RL--REPLACED FD-FADING RK-REKEY
[H3C]
[H3C]

[H3C]dis ipsec sa

Interface: Eth-channel1/0:0

IPsec policy: 1
Sequence number: 1
Mode: ISAKMP
Tunnelid: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1436
Tunnel:
local address: 10.28.152.176
remote address: 60.191.123.85
Flow:

sour addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip

dest addr: 172.32.0.0/255.255.0.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 200775253 (0x0bf79655)
Connection ID: 12884901889

Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5

SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843112/1640
Max received sequence-number: 186

Anti-replay check enable: Y

Anti-replay window size: 64

UDP encapsulation used for NAT traversal: Y
Status: Active

[Outbound ESP SAs]
SPI: 2149607309 (0x8020678d)
Connection ID: 12884901888

Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5

SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843135/1640
Max sent sequence-number: 216
UDP encapsulation used for NAT traversal: Y
Status: Active

[H3C]



2.4 FHEEFXIHFIEEE

<H3C>cd slotO#sda0:/
<H3C>dir
Directory of sda0:
0 drw- - Mar 04 2015 15:02:42 HTML
1 drw- -Jan 01 2013 08:10:46 htm002
2 drw- -Jan 01 2011 00:35:52 huyue
3 drw- - Apr 16 2015 11:16:56 huyuet
4 -rw- 138021888 Jan 01 2011 00:09:54 1a3616-cmw710-system-a040105.bin
5 drw- -Jan 01 2013 00:30:14 log

6 -rw- 88526 Apr 08 2015 14:06:06 logfile1.log

7 -rw- 2345 Jan 01 2013 00:28:12 startup.cfg

8 -rw- 5719 Jan 01 2011 00:20:56 startup1.cfg
30748672 KB total (26639968 KB free)

<H3C>cd html

<H3Cx>dir
Directory of sda0:/HTML
0 drw- - Mar 04 2015 15:20:54 AGENT
1 drw- - Mar 04 2015 15:20:02 BUSNEWS
2 drw- - Mar 04 2015 15:20:00 CGI-BIN
3 drw- - Mar 04 2015 15:19:58 CSS
4 drw- - Mar 04 2015 15:19:46 EMUSIC
5 drw- - Mar 04 2015 15:19:46 FORIOS
6 drw- - Mar 04 2015 15:19:44 FORWEB
7 drw- - Mar 04 2015 15:18:58 FUNNY
8 drw- - Mar 04 2015 15:18:50 HELLO
9 drw- - Mar 04 2015 15:18:46  HUODONG
10 drw- - Mar 04 2015 15:18:20 IMAGES
11 drw- - Mar 04 2015 15:18:16 JS
12 drw- - Mar 04 2015 15:17:38 NEWS
13 drw- - Mar 04 2015 15:10:30 PACK
14 drw- - Mar 04 2015 15:10:24 PRESERVE
15 drw- - Mar 04 2015 15:09:52 STYLE
16 drw- - Mar 04 2015 15:09:36 T
17 -rw- 41 Sep 04 2014 10:27:44 VERSION.LUA
18 drw- - Mar 04 2015 15:09:34 WPROXY
19 drw- - Mar 04 2015 15:06:48 YAPP
20 drw- - Mar 04 2015 15:03:02 ZMEDIA
21 drw- - Mar 04 2015 15:20:48 banner_img
22 drw- - Mar 04 2015 15:20:26 banner_package
23 drw- - Mar 04 2015 15:20:04 bus-group
24 drw- - Mar 04 2015 15:20:02 bus-search
25 drw- - Mar 04 2015 15:19:46 forandroid
26 -rw- 4099 Sep 04 2014 10:27:42 guide.html
27 drw- - Mar 04 2015 15:18:42 huodong_wap

28 -rw- 22574 Oct 28 2014 20:56:14 index.html

29 -rw- 22461 Sep 04 2014 10:27:42 index.html.bak

30 -rw- 5771 Sep 04 2014 10:27:42 index.json

31 -rw- 22613 Sep 04 2014 10:27:42 index30.html

32 -rw- 22461 Sep 04 2014 10:27:42 index_1.html

33 -rw- 21852 Sep 04 2014 10:27:42 index_bak.html

34 -rw- 22590 Sep 05 2014 11:39:46 index_cmmb.html

35 -rw- 15800 Sep 04 2014 10:27:42 index_ios.html

36 -rw- 19693 Sep 04 2014 10:27:42 index_wap.html

37 -rw- 139620 Sep 04 2014 10:27:44 jquery.mobile-1.3.1.css
38 -rw- 359006 Sep 04 2014 10:27:44 jquery.mobile-1.3.1.js
39 -rw- 1147 Sep 04 2014 10:27:42 |h.html

40 -rw- 75125760 Sep 26 2014 17:16:56 msr8101216.ipe

41 drw- - Mar 04 2015 15:09:52 recommend

42 -rw- 1158 Sep 04 2014 10:27:44 zhongjie.html

43 -rw- 1151 Sep 04 2014 10:27:44 zhongjie2.html

44 -rw- 1147 Sep 04 2014 10:27:44 zhongjie2_bak.html



45 -rw- 1151 Sep 04 2014 10:27:44 zhongjie_bak.html

30748672 KB total (26639968 KB free)
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<H3C>dis cu

#

version 7.1.064, ESS 0401L13

#

sysname H3C

#

dialer-group 1 rule ip permit

#

dhcp enable

#

dns proxy enable

dns spoofing 1.1.1.1

#

password-recovery enable

#

vlan 1

#

object-group ip address urladdress //BlIZEIPvAtziFIT5:4E
0 network subnet 192.168.2.0 255.255.255.0
#

traffic classifier qq operator and

if-match app-group qg_all

#

traffic behavior qq

filter deny

#

gos policy qq_deny

classifier qgq behavior qq

#

dhcp server ip-pool 1

gateway-list 192.168.2.1

network 192.168.2.0 mask 255.255.255.0
address range 192.168.2.2 192.168.2.20
dns-list 192.168.2.1

#

wlan service-template 1

ssid MSR810-W

akm mode psk

preshared-key pass-phrase cipher $c$3$PAbUGdfVTMksnSVy+b1Nx5NSUOr1Tp67pW6j
cipher-suite ccmp

security-ie rsn

service-template enable

#

controller Cellular0/0

#

controller Cellular1/0

eth-channel 0

#

interface NULLO

#

interface LoopBack0

ip address 192.168.2.100 255.255.255.255
#

interface LoopBack1



ip address 2.1.1.1 255.255.255.255
#
interface Vlan-interface1
ip address 192.168.2.1 255.255.255.0
tcp mss 1024
dhcp server apply ip-pool 1
portal enable method direct
portal bas-ip 192.168.2.100
portal apply web-server test
web-redirect url http://192.168.2.1
web-redirect track interface Eth-channel1/0:0
#
interface GigabitEthernet0/0
port link-mode route
#
interface GigabitEthernet0/5
port link-mode route
#
interface GigabitEthernet0/1
port link-mode bridge
#
interface GigabitEthernet0/2
port link-mode bridge
#
interface GigabitEthernet0/3
port link-mode bridge
#
interface GigabitEthernet0/4
port link-mode bridge
#
interface WLAN-Radio0/0
service-template 1
#
interface Eth-channel1/0:0
dialer circular enable
dialer-group 1
dialer timer idle 0
dialer timer autodial 10
dialer number *99# autodial
ip address cellular-alloc
nat outbound 3000
ipsec apply policy 1
#
object-policy ip pass
rule 0 pass
#
object-policy ip urlsina /BIEXTSEERE
rule 0 inspect urlsina source-ip urladdress //fEXITERIEHIN, XFF/RHEUHLFITERBurladdress
B9IPIEsbFH 4T urlsina R ERTHET
#
security-zone name Local
#
security-zone name Trust
#
security-zone name DMZ
#
security-zone name Untrust
#
security-zone name Management
#
security-zone name client /&R ON0NclientZ 215
import interface Vlan-interface1
#

security-zone name server /AR ON0Aserver £



import interface Eth-channel1/0:0
#
zone-pair security source Any destination Local /e X —&5 BN
object-policy apply ip pass
#
zone-pair security source client destination Local
object-policy apply ip pass
#
zone-pair security source client destination server
object-policy apply ip urlsina
#
zone-pair security source Local destination Any
object-policy apply ip pass
#
zone-pair security source Local destination client
object-policy apply ip pass
#
zone-pair security source server destination Any
object-policy apply ip pass
#
zone-pair security source server destination client
object-policy apply ip pass
#
scheduler logfile size 16
#
line class console
user-role network-admin
#
line class tty
user-role network-operator
#
line class vty
user-role network-operator
#
line con 0
user-role network-admin
#
line vty 0 63
user-role network-operator
#
ip route-static 0.0.0.0 0 Eth-channel1/0:0
#
light-http server directory slotO#sda0:/HTML
light-http server enable
#
acl advanced 3000
rule 0 deny ip source 192.168.2.0 0.0.0.255 destination 172.32.0.0 0.0.255.255
rule 5 permit ip
#
acl advanced 3001
rule 0 permit ip source 192.168.2.0 0.0.0.255 destination 172.32.0.0 0.0.255.255
#
radius scheme test
primary authentication 172.32.103.254 key cipher $c$3$pegNBcJL/Vc0c8V/zvkdvCHrrw9oD2M=
primary accounting 172.32.103.254 key cipher $c$3$CP6s0viPtv1kbvx82amEi8/82GKgvoc=
user-name-format without-domain
nas-ip 192.168.2.100
#
domain system
#
domain test
authentication default radius-scheme test
authorization default radius-scheme test
accounting default radius-scheme test



#

domain default enable test

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role
#

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

role name level-13

description Predefined level-13 role
#

role name level-14

description Predefined level-14 role
#

user-group system
#

ipsec transform-set 1

esp encryption-algorithm des-cbc
esp authentication-algorithm md5
#

ipsec policy 1 1 isakmp
transform-set 1

security acl 3001

remote-address 60.191.123.85
#
app-group qq_all

description User-defined application group
include application QQ_DouDiZhu_Application_TCP
include app-group QQ_DouDiZhu
include app-group QQ_Mail



include app-group Tencent_QQ

#

ike dpd interval 10 periodic

#

ike proposal 1

dh group2

#

ike keychain 1

pre-shared-key address 0.0.0.0 0.0.0.0 key cipher $c$3$IwX119T1dk0xtZP5LMM+2B+kkljZS1c=
#

portal free-rule 1 destination ip 172.32.103.254 255.255.255.255

#

portal web-server test

url http://192.168.2.1

captive-bypass enable

url-parameter userip source-address

if-match original-url http://100.0.0.1 redirect-url http://172.32.103.254:8080/portal
#

portal server test

ip 172.32.103.254 key cipher $c$3$2RTZvaZ/cTFSXD+EeGUNun6Bw/Scz28=
#

url-filter policy urlsina /X URLITE5RRS

default-action permit /2N BRIATIE

category sina action drop logging /2 |FAEE N Murl5 2

#

url-filter category sina severity 2000 /B TE M urlid s> S8

rule 1 host regex sina //LUERAPCECAISZUPCES, PUEcurlRJhostEg, REHsinafla]apH
#

app-profile urlsina /{EDPIZEEH5|A

url-filter apply policy urlsina

#

wlan global-configuration
#
traffic-policy
#

ips policy default
#

return
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%Jan 1 01:26:28:508 2011 H3C UFLT/6/log:
Packet matched rule:-Host=sina.cn-Category=sina-Policy=urlsina-Action=drop-
From=192.168.2.2/50651-T0=202.108.5.219/80

%Jan 1 01:26:49:268 2011 H3C UFLT/6/log:
Packet did not matched any rules:-Host=mat1.gtimg.com-Policy=urlsina-Action=permit-
From=192.168.2.2/50661-T0=125.39.213.101/80

%Jan 1 .01:26:49:269 2011 H3C UFLT/6/log:
Packet did not matched any rules:-Host=mat1.gtimg.com-Policy=urlsina-Action=permit-
From=192.168.2.2/50660-T0=125.39.213.101/80

3.3 FEEIR
1) BEcE&S5cDPIRAprofile (app-profile) ZJ&, W/RfER&E<inspect activatern<iEiE, Flllapp-profil
eRER, BEIAREIUIT LR,



2) HDPILAprofile ™5 |FIIRDPINSHEREE X 7 NS F BT R 7 RHERER, HEHITinsp
ect activatefp S REEERL.

3) EX T profilertERAVELE, tBEH{Tinspect activateSEEiE,

4) BRBEFZE, ESDPIZSEREE MU FEEF R IEESEMES.

ki
BNRezBFRERE, WNREE T zone-pair, #&HRzone-pair FAYZREEIAIR, W zone-pairMigHE
EETASREE, Eildorp, HHEAEZRESEZBEIATA T aspf.

[H3C]zone-pair security source local destination server /A~ NA&ASREE
[H3C-zone-pair-security-Local-server]ping -a 3.1.1.1 114.114.114.114

Ping 114.114.114.114 (114.114.114.114) from 3.1.1.1: 56 data bytes, press CTRL_C to break
Request time out //ANE

--- Ping statistics for 114.114.114.114 ---
2 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss

[H3C-zone-pair-security-Local-server]object-policy apply ip pass /[ &IBEISRES
[H3C-zone-pair-security-Local-server]ping -a 3.1.1.1 114.114.114.114

Ping 114.114.114.114 (114.114.114.114) from 3.1.1.1: 56 data bytes, press CTRL_C to break
56 bytes from 114.114.114.114: icmp_seq=0 tI=86 time=133.291 ms /A&

56 bytes from 114.114.114.114: icmp_seq=1 ttI=91 time=41.312 ms

56 bytes from 114.114.114.114: icmp_seq=2 ttI=91 time=33.801 ms

56 bytes from 114.114.114.114: icmp_seq=3 ttl=75 time=32.297 ms

56 bytes from 114.114.114.114: icmp_seq=4 ttl=73 time=39.735 ms

--- Ping statistics for 114.114.114.114 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 32.297/56.087/133.291/38.752 ms

[H3C]Jundo zone-pair security sou local des server /A&

[H3C]

[H3C]

<H3C>ping -a 192.168.2.100 114.114.114.114 //[NET

Ping 114.114.114.114 (114.114.114.114) from 192.168.2.100: 56 data bytes, press CTRL_C to break
*Jan 1 01:03:05:654 2011 H3C ASPF/7/PACKET: The first packet was dropped by ASPF for nonexis
tent zone pair. Src-ZOne=Local, Dst-ZOne=server;lf-In=InLoopBack0(17474), If-Out=Eth-channel1/0:
0(17478); Packet Info:Src-1P=192.168.2.100, Dst-IP=114.114.114.114, VPN-Instance=none,Src-Port
=65284, Dst-Port=2048. Protocol=ICMP(1).

Request time out

*Jan 101:03:07:856 2011 H3C ASPF/7/PACKET: The first packet was dropped by ASPF for nonexis
tent zone pair. Src-ZOne=Local, Dst-ZOne=server;lf-In=InLoopBack0(17474), If-Out=Eth-channel1/0:
0(17478); Packet Info:Src-1IP=192.168.2.100, Dst-IP=114.114.114.114, VPN-Instance=none,Src-Port
=65284, Dst-Port=2048. Protocol=ICMP(1).

--- Ping statistics for 114.114.114.114 ---

2 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss

<H3C>%Jan 1 01:03:08:874 2011 H3C PING/6/PING_STATISTICS: Ping statistics for
114.114.114.114: 2 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss.

EFEREEENT, -

zone-pair security source Local destination Any
object-policy apply ip pass

#

zone-pair security source Local destination client
object-policy apply ip pass

#

zone-pair security source Local destination server
object-policy apply ip deny

MIZEBFSHRAYICAS, destination AnyAISRIEILAD,
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