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#
sysname ScuSecpath1800F
#
acl number 3000
description Trust to Untrust,permit access free ip,permit access internet by cernet,permit access inter
net by TeleComm
rule 801 permit ip source 192.168.1.0 0.0.0.255

acl number 3200
description UntrustToTrust_permitAccessPublicServer

firewall packet-filter default permit interzone local trust direction inbound
firewall packet-filter default permit interzone local trust direction outbound
firewall packet-filter default permit intleerzone DMZ untrust direction outbound
#

firewall mode transparent

#

vlan 2

#

interface Vlanif2

ip address 202.115.32.251 255.255.255.0

#

interface GigabitEthernet1/0/0

port default vian 2

#

interface GigabitEthernet2/0/0

port default vian 2

#

interface GigabitEthernet4/0/0

port default vian 2

#

firewall zone local
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set priority 100
#
firewall zone trust
set priority 85
add interface GigabitEthernet1/0/0
#
firewall zone untrust
set priority 5
add interface GigabitEthernet2/0/0
#
firewall interzone local trust
#
firewall interzone local untrust
#
firewall interzone local DMZ
#
firewall interzone trust untrust
packet-filter 3200 inbound
packet-filter 3000 outbound
detect ftp
detect h323
detect sip
detect pptp
detect hwee
detect http
detect netbios
detect rtsp
detect qq
detect msn
#
firewall interzone trust DMZ
packet-filter 3400 outbound
#
firewall interzone DMZ untrust
packet-filter 3300 inbound
#
ip route-static 202.115.36.0 255.255.255.0 202.115.32.254
#
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