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#

sysname RouterA

#

firewall enable MERERXIEINEE/

firewall default deny BB X ESTRERIE A deny/

#

radius scheme system

#

domain system

#

acl number 2000 X FATNATEARAIACL/

rule 0 permit source 192.168.1.0 0.0.0.255

rule 1 deny

#

acl number 3001 IEEXFBTFEEERACL

rule 0 permit ip source 192.168.1.0 0.0.0.127
/PIRIStIE1 92.168.1.0/2535 a5 MR AERR I/

rule 1 permit tcp source 192.168.1.128 0.0.0.127 destination-port eq pop3

rule 2 permit tcp source 192.168.1.128 0.0.0.127 destination-port eq smtp
/PIRAHIE192.168.1.128/25 RBEUT A BB/

#

interface Ethernet1/0/0

ip address 192.168.1.1 255.255.255.0

firewall packet-filter 3001 inbound  /RJinboundifi E{FRAEILIE/
#

interface Serial2/0/0

link-protocol ppp

ip address 202.101.1.2 255.255.255.252

nat outbound 2000

#

interface NULLO

#

ip route-static 0.0.0.0 0.0.0.0 202.101.1.1 preference 60
#

user-interface con 0

user-interface vty 0 4

#

return
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[38iE]
i EEdisp firewall-statistics all. disp acl 300 1FEIARGKIEFHSEARS
<RouterA>disp firewall-statistics all

Firewall is enable, default filtering method is 'deny".
Interface: Ethernet1/0/0

In-bound Policy: acl 3001

Fragments matched normally

From 2006-05-31 5:05:50 to 2006-05-31 6:32:49
198 packets, 24129 bytes, 4% permitted,

0 packets, 0 bytes, 0% denied,

0 packets, 0 bytes, 0% permitted default,

5919 packets, 1021492 bytes, 96% denied default,
Totally 198 packets, 24129 bytes, 4% permitted,
Totally 5919 packets, 1021492 bytes, 96% denied.

<RouterA>disp acl 3001
Advanced ACL 3001, 3 rules
Acl's step is 1
rule 0 permit ip source 192.168.1.0 0.0.0.127 (194 times matched)
rule 1 permit tcp source 192.168.1.128 0.0.0.127 destination-port eq pop3 (9 times
matched)
rule 2 permit tcp source 192.168.1.128 0.0.0.127 destination-port eq smtp (0 times
matched)
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1. BEFEREER FAZIERXEE (firewall disable) , FEEEAHS firewall

enable”Sk{ERERT KIETHRE

2, PRXISREIES VAR (permit) , EILAEIE “firewall default deny”{£
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3. ERMEREITE, HREIHMEMADHCP serverpECibitAt, FEEfEacl 3001570

—%“rule 0 permit ip source 0.0.0.0 0"E NS HIIDHCP ServerFiko EitbiitAdia)
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