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dotix /2BMEFFE802.1xIAIE
#

vlan 100 //ER&iEEEIvian, vian 100
interface Vlan-interface100 //BZ&PCHRIRX

ip address 192.168.200.50 255.255.255.0
#
interface GigabitEthernet1/0

port link-mode route
#

interface GigabitEthernet2/0 //EEBIEEMCHYIED

port link-mode route

ip address 192.168.218.4 255.255.255.0
#

interface GigabitEthernet3/0 //ECEIERAAIEPCRIIZEO

port link-mode bridge

port access vlan 100

dotx //AOFFE802.1xIAIE

undo dot1x handshake //3FHEFHHY

dot1x mandatory-domain dot1x /A8E802.1xiAiEAYdomaintay gdot1x (WIHEEZRIEEY, W T
HEE)
#

snmp-agent //ECESNMPE£, BFiMCKE

snmp-agent local-engineid 800063A280000C2994455600000001
snmp-agent community write private

snmp-agent community read public

snmp-agent sys-info version all

snmp-agent target-host trap address udp-domain 192.168.218.15 params securityname public v2c
#

radius scheme 1x //BgE radius scheme 1x

primary authentication 192.168.218.15 /A8EIAIERIARSS 2811 /9192.168.218.15
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primary accounting 192.168.218.15 /A8 1T Z&RIARSS 25t /9192.168.218.15

accounting-on enable /AJFFTEI08E, TEaccounting-onINARF{EREIER T, BEPIREHS
ARIRE LHPRER, WiSRRBIRSTEERZ G KiXaccounting-oniR SBANIZ S Z=FR{ERAIRADI
USitH2eiR5588, ERRADIUSIRS 2= LT 2 BsashiziR BRI T 4.

key authentication cipher $c$3$b/alwnvGcUbz2wmkDvhgDIKPpKIh1Q== //EEEIAIEAIkey, XEEHED
BE/9h3c, IESAEFIIMCMENIRSEENZHE—EL.

key accounting cipher $c$3$5EhXQPYgxzBOJAQLIAOKP4FivGWM8w== //ECEitZhkey, XEBF
Bh3c, HMERAEMMCINIRSHRENZE—5. XAMEREFRE—H, EAMCIIREE
EE—EH, AU EZEE—EL,

user-name-format without-domain /BE&IAIERFAfidomainid, YSRZIIMCIUEENBRSS ABERINARSS
=

nas-ip 192.168.218.4 /ABEIR T ARIERADIUSIRXAYRIENE/192.168.218.4, IMCRIRHENIREEE
BCERM 1% /9192.168.218.4, BUSSHUAERKIN,

#

domain dot1x /EgE&domainigdot1x

authorization-attribute idle-cut 10 10240000 //Z{BlFV5iReE EiTidle-cut, FAFERE LIGNAFES
4., 1EEISPIRIMc IR REIRTETE/91055%, RBTIRATEPA=4AY%E 910240000775,

authentication lan-access radius-scheme 1x /A& BFBFIAIEAradius /532 9dot1x

authorization lan-access radius-scheme 1x /AR &P HIradius 7522 Adot1x

accounting lan-access radius-scheme 1x /A8 & iTZradius 522 9dot1x
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[H3C-GigabitEthernet3/0]dis dot1x
Global 802.1X parameters:
802.1X authentication  : Enabled

CHAP authentication : Enabled
Max-tx period :30s
Handshake period :15s
Quiet timer : Disabled
Quiet period :60s
Supp timeout :30s
Server timeout 1100 s
Reauth period 13600 s
Max auth requests 12
SmartOn supp timeout :30s
SmartOn retry counts 13
EAD assistant function  : Disabled
EAD timeout :30 min
Domain delimiter @

Online 802.1X wired users  : 1

Online 802.1X wireless users : 0

GigabitEthernet3/0 is link-up
802.1X authentication  : Enabled

Handshake : Disabled
Handshake reply : Disabled
Handshake security : Disabled
Unicast trigger : Disabled
Periodic reauth : Disabled
Port role : Authenticator
Authorization mode : Auto

Port access control : MAC-based
Multicast trigger : Enabled

Mandatory auth domain  : dot1x



Guest VLAN : Not configured

Auth-Fail VLAN : Not configured
Critical VLAN : Not configured
Re-auth server-unreachable : Logoff
Max online users 1 4294967295
SmartOn : Disabled

EAPOL packets: Tx 66, Rx 40
Sent EAP Request/Identity packets : 50
EAP Request/Challenge packets: 4
EAP Success packets: 3
EAP Failure packets: 3
Received EAPOL Start packets : 7
EAPOL LogOff packets: 3
EAP Response/ldentity packets : 26

[H3C-GigabitEthernet3/0]dis dot1x sessions
GigabitEthernet3/0 is link-up
Online 802.1X users: 1
MAC address  Auth state
3863-bbb8-a21a  Authenticated
[H3C-GigabitEthernet3/0]dis dot1x conn
[H3C-GigabitEthernet3/0]dis dot1x connection
Total connections: 1
Slot ID: 0
User MAC address: 3863-bbb8-a21a
Access interface: GigabitEthernet3/0
Username: 123
Authentication domain: dot1x
Authentication method: CHAP
Initial VLAN: 100
Authorization untagged VLAN: N/A
Authorization tagged VLAN list: N/A
Authorization ACL ID: N/A
Authorization user profile: N/A
Termination action: Default
Session timeout period: 86400 s
Online from: 2016/08/07 18:28:45
Online duration: Oh 9m 1s

[H3C-GigabitEthernet3/0]dis dot1x statistics
GigabitEthernet3/0 is link-up
EAPOL packets: Tx 68, Rx 42
Sent EAP Request/Identity packets : 52
EAP Request/Challenge packets: 4
EAP Success packets: 3
EAP Failure packets: 3
Received EAPOL Start packets : 7
EAPOL LogOff packets: 3
EAP Response/ldentity packets : 28
EAP Response/Challenge packets: 4
Error packets: 0

[H3C-GigabitEthernet3/0]dis dot1x interface GigabitEthernet 3/0
Global 802.1X parameters:
802.1X authentication  : Enabled

CHAP authentication : Enabled
Max-tx period :30s
Handshake period :15s
Quiet timer : Disabled
Quiet period :60s
Supp timeout :30s
Server timeout 1100 s
Reauth period 13600 s

Max auth requests 12



SmartOn supp timeout :30s
SmartOn retry counts 3
EAD assistant function  : Disabled
EAD timeout : 30 min
Domain delimiter @
Online 802.1X wired users  : 1
GigabitEthernet3/0 is link-up
802.1X authentication  : Enabled

Handshake : Disabled
Handshake reply : Disabled
Handshake security : Disabled
Unicast trigger : Disabled
Periodic reauth : Disabled

Port role : Authenticator
Authorization mode : Auto

Port access control : MAC-based
Multicast trigger : Enabled
Mandatory auth domain  : dot1x
Guest VLAN : Not configured
Auth-Fail VLAN : Not configured
Critical VLAN : Not configured
Re-auth server-unreachable : Logoff
Max online users 1 4294967295
SmartOn : Disabled

EAPOL packets: Tx 68, Rx 42
Sent EAP Request/Identity packets : 52
EAP Request/Challenge packets: 4
EAP Success packets: 3
EAP Failure packets: 3
Received EAPOL Start packets : 7
EAPOL LogOff packets: 3
EAP Response/ldentity packets : 28
EAP Response/Challenge packets: 4
Error packets: 0
Online 802.1X users: 1
MAC address Auth state
3863-bbb8-a21a  Authenticated
[H3C-GigabitEthernet3/0]dis dot1x
Global 802.1X parameters:
802.1X authentication  : Enabled

CHAP authentication : Enabled
Max-tx period :30s
Handshake period :156s
Quiet timer : Disabled
Quiet period :60s
Supp timeout :30s
Server timeout :100 s
Reauth period 13600 s
Max auth requests 12
SmartOn supp timeout :30s
SmartOn retry counts 13

EAD assistant function  : Disabled
EAD timeout : 30 min
Domain delimiter @
Online 802.1X wired users  : 1
Online 802.1X wireless users : 0
GigabitEthernet3/0 is link-up
802.1X authentication  : Enabled

Handshake : Disabled
Handshake reply : Disabled
Handshake security : Disabled
Unicast trigger : Disabled
Periodic reauth : Disabled

Port role : Authenticator



Authorization mode : Auto

Port access control : MAC-based
Multicast trigger : Enabled
Mandatory auth domain ~ : dot1x
Guest VLAN : Not configured
Auth-Fail VLAN : Not configured
Critical VLAN : Not configured
Re-auth server-unreachable : Logoff
Max online users 1 4294967295
SmartOn : Disabled

EAPOL packets: Tx 69, Rx 43
Sent EAP Request/Identity packets : 53
EAP Request/Challenge packets: 4
EAP Success packets: 3
EAP Failure packets: 3
Received EAPOL Start packets : 7
EAPOL LogOff packets: 3
EAP Response/ldentity packets : 29
EAP Response/Challenge packets: 4
Error packets: 0
Online 802.1X users: 1
MAC address Auth state
3863-bbb8-a21a  Authenticated
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