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L Z=RBIFRIAEPCRIMENEA192.168.200.2 (2458, MACIAIEZ BIZ iR LARECEH kL, (@i$DHCP
BEEIFRE) , MX$192.168.200.50, {7 FACHinterface vian 100, B—MEOtS
192.168.218.4, 5iMCHEX, iMCHIHEIEA192.168.218.15, {EJIIAIERIRADIUSHRSSEE.
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mac-authentication //FFEMACIAIE

mac-authentication domain mac /A& &MACIAIEAIdomainiaamac

mac-authentication user-name-format mac-address with-hyphen /AR EMACIAIERIFE P ZHIEK A
XX-XX-XX-XX-XX-XX
#
vlan 100 /Eg&iE#ERIvlan, vian 100
interface Vlan-interface100 //EZ&PCHIM

ip address 192.168.200.50 255.255.255.0
#
interface GigabitEthernet2/0 //ECEIEREMCHYZEO

port link-mode route

ip address 192.168.218.4 255.255.255.0
#
interface GigabitEthernet3/0 /BB EREAIEPCARYEO

port link-mode bridge

port access vlan 100

mac-authentication //FFEiEORIMACIAIELIEE
snmp-agent /BEESNMPS%), AFIMCHE

snmp-agent local-engineid 800063A280000C2994455600000001

snmp-agent community write private

snmp-agent community read public

snmp-agent sys-info version all

snmp-agent target-host trap address udp-domain 192.168.218.15 params securityname public v2c
radius scheme mac /BE& radius scheme mac

primary authentication 192.168.218.15 /AEEIANERIARSS E8itbiit /9192.168.218.15

primary accounting 192.168.218.15 /48 AR 2aitbh9192.168.218.15
accounting-on enable /4JFFit25I08E, FEaccounting-onIEEbF{EREAIER . BEFRIREH D
NigE EHRIRERR, WSS BEIRaEERZERZEaccounting-oniRSBATZ 5 Z=FHFARIRADIU
Sit#EiRSSE:, EKRADIUSHRSS2&E 10122 Boasiziz SrIFAF T k.

key authentication cipher $c$3$aB4c1D9n+ogtXeoF4on0qPydGvYxrg== //BLEIAIEATkey, XEHEE
J9h3c, LHAMRIZESAEFRIMCEN IR B ECEAIZH—EL.


https://zhiliao.h3c.com/questions/catesDis/219
https://zhiliao.h3c.com/User/other/1406

key accounting cipher $c$3$j4MZ6dSvKVOMeyxj1nAHdBy+HcgOXA== //EcE1t ZEfIkey, XEBEEE
Ah3c, HAMIESEEMIMCIUBENIRRERENZEF . XA MEHEEFRF 5, EAMCUIREE
E—NER, FRLUAERT#2EE—5.

user-name-format without-domain /ECEIAIEFIFARrrdomainis, XSRZIIMCUEENARSS AEERINARSS
a5

nas-ip 192.168.218.4 ABEIRE RIERADIUSIR X AGRIENE/9192.168.218.4, IMCRIRHENIREZEME
B BRI 71%9192.168.218.4, BNKSEUNEARRN.

domain mac //EZ&domainifmac

authorization-attribute idle-cut 10 10240000 //Z&{LUFV5i8E ERVidle-cut, AFERE LIENBFRES
2. 1EEISPEImMc FHIRFINETIMEEI1058, REYIMEHEMF£EAREY910240000F 7,
authentication lan-access radius-scheme mac /A& &R IAIEIradius5 2 Imac

authorization lan-access radius-scheme mac /A& BB radius/5 2 Imac

accounting lan-access radius-scheme mac /A8 &Rt ZEradius 52 Imac
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[H3C-GigabitEthernet3/0]dis mac-authentication connection
Total connections: 1

Slot ID: 0

User MAC address: 3863-bbb8-a21a



Access interface: GigabitEthernet3/0
Username: 38-63-bb-b8-a2-1a
Authentication domain: mac

Initial VLAN: 100

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization ACL ID: N/A
Authorization user profile: N/A
Termination action: Default

Session timeout period: 86400 s
Online from: 2016/08/07 18:45:23
Online duration: Oh 7m 7s
[H3C-GigabitEthernet3/0]dis mac-authentication interface g3/0
Global MAC authentication parameters:

MAC authentication : Enabled

User name format : MAC address in lowercase(Xx-XX-XX-XX-XX-XX)
Username :mac
Password : Not configured

Offline detect period :300s

Quiet period :60s

Server timeout :100s

Authentication domain :mac

Online MAC-auth wired users  : 1
Silent MAC users:

MAC address VLAN ID From port Port index

GigabitEthernet3/0 is link-up

MAC authentication : Enabled

Carry User-IP : Disabled

Authentication domain  : Not configured

Auth-delay timer : Disabled

Re-auth server-unreachable : Logoff

Guest VLAN : Not configured

Guest VLAN auth-period :30s

Critical VLAN : Not configured

Host mode : Single VLAN

Max online users 1 4294967295

Authentication attempts  : successful 1, failed 3
Current online users 1
MAC address Auth state
3863-bbb8-a21a  Authenticated
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