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1. IPSECHEXECEUT:

SRE6{UECE :

acl number 3001

rule 0 permit ip destination 10.39.134.0 0.0.0.255
rule 5 permit ip destination 10.39.175.0 0.0.0.255
#

ike proposal 1

encryption-algorithm 3des-cbc

dh group2

authentication-algorithm md5

sa duration 6400

#

ike peer test-50

pre-shared-key cipher 3AavyEcNMKo=
remote-address 148.x.x.29

local-address 148.x.x.30

#

ipsec proposal 1

esp encryption-algorithm 3des

#

ipsec policy test 1 isakmp

security acl 3001

ike-peer test-50

proposal 1

#

interface Tunnel50

description to XXXX

ip address 148.x.x.30 255.255.255.252

source 10.74.42.218

destination 148.y.y.8

ipsec policy test
HESGIRHRRACE:

ip access-list extended 101
10 permit ip 10.39.134.0 0.0.0.255 any

!

crypto isakmp policy 1

encryption 3des

authentication pre-share

hash md5

group 2

lifetime 6400

|

crypto isakmp key 7 summer address 148.x.x.30


https://zhiliao.h3c.com/User/other/206

crypto ipsec transform-set myset esp-3des esp-md5-hmac

crypto map mymap 1 ipsec-isakmp

set peer 148.x.x.30

set transform-set myset

match address 101

!

interface Tunnel 1

ip address 148.x.x.29 255.255.255.252

crypto map mymap

tunnel source Async 1

tunnel destination 10.74.42.218

FEAZEIBEHETunnel#ZOUP, fl/RIPSECIRFAIRAVIRHZIBRIERRT, FRIAERLLRIPSE
CHEXECE, EEIPSECIIEINEE FFEXEEEAN, NEE FERUEEHEFEN, mEMN
BRINIEEESERIRL,

2. 7ESR66MIFTFFdebug ike sa, debug ipsec saFFk, 1EHHESGEZHEE FHRIPRIREping &,
fRZIPSECESZ, EESR66IEIHAIdebugEEINT:
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*Jun 11 21:03:43:468 2012 liantong-VPDN IKE/7/DEBUG: received message:

*Jun 11 21:03:43:468 2012 liantong-VPDN IKE/7/DEBUG: ICOOKIE: 0x1992b94d05fac7c4

*Jun 11 21:03:43:468 2012 liantong-VPDN IKE/7/DEBUG: RCOOKIE: 0x0000000000000000
*Jun 11 21:03:43:468 2012 liantong-VPDN IKE/7/DEBUG: NEXT_PAYLOAD: SA

*Jun 11 21:03:43:468 2012 liantong-VPDN IKE/7/DEBUG: VERSION: 16

*Jun 11 21:03:43:468 2012 liantong-VPDN IKE/7/DEBUG: EXCH_TYPE: ID_PROT

*Jun 11 21:03:43:469 2012 liantong-VPDN IKE/7/DEBUG: FLAGS:[]

*Jun 11 21:03:43:469 2012 liantong-VPDN IKE/7/DEBUG: MESSAGE_ID: 0x00000000

*Jun 11 21:03:43:469 2012 liantong-VPDN IKE/7/DEBUG: LENGTH: 216

*Jun 11 21:03:43:469 2012 liantong-VPDN IKE/7/DEBUG: exchange lookup all list from COOKIE: iC
OOKIE 1992b94d05fac7c4

*Jun 11 21:03:43:469 2012 liantong-VPDN IKE/7/DEBUG: parse payloads: payload SA

*Jun 11 21:03:43:469 2012 liantong-VPDN IKE/7/DEBUG: parse payloads: payload VENDOR
*Jun 11 21:03:43:470 2012 liantong-VPDN IKE/7/DEBUG: parse payloads: payload VENDOR
*Jun 11 21:03:43:470 2012 liantong-VPDN IKE/7/DEBUG: parse payloads: payload VENDOR
*Jun 11 21:03:43:470 2012 liantong-VPDN IKE/7/DEBUG: parse payloads: payload VENDOR
*Jun 11 21:03:44:270 2012 liantong-VPDN IKE/7/DEBUG: parse payloads: payload VENDOR
*Jun 11 21:03:44:270 2012 liantong-VPDN IKE/7/DEBUG: validate payload SA

*Jun 11 21:03:44:271 2012 liantong-VPDN IKE/7/DEBUG: DOI: 1

*Jun 11 21:03:44:271 2012 liantong-VPDN IKE/7/DEBUG:

IKE_DPD: receive : afcad713 68a1f1c9 6b8696fc 77570100 (DPD)

*Jun 11 21:03:44:271 2012 liantong-VPDN IKE/7/DEBUG: exchange setup(R): 8fd4aa0

*Jun 11 21:03:44:271 2012 liantong-VPDN IKE/7/DEBUG: parse payloads: payload PROPOSAL
*Jun 11 21:03:44:271 2012 liantong-VPDN IKE/7/DEBUG: parse payloads: payload TRANSFORM
*Jun 11 21:03:44:271 2012 liantong-VPDN IKE/7/DEBUG: parse payloads: payload TRANSFORM
*Jun 11 21:03:44:272 2012 liantong-VPDN IKE/7/DEBUG: validate payload PROPOSAL

*Jun 11 21:03:44:272 2012 liantong-VPDN IKE/7/DEBUG: NO: 1

*Jun 11 21:08:44:272 2012 liantong-VPDN IKE/7/DEBUG: PROTO: ISAKMP

*Jun 11 21:03:44:272 2012 liantong-VPDN IKE/7/DEBUG: SPI_SZ: 0

*Jun 11 21:03:44:272 2012 liantong-VPDN IKE/7/DEBUG: NTRANSFORMS: 2

*Jun 11 21:03:44:272 2012 liantong-VPDN IKE/7/DEBUG: validate payload TRANSFORM

*Jun 11 21:03:44:273 2012 liantong-VPDN IKE/7/DEBUG: NO: 1

*Jun 11 21:03:45:773 2012 liantong-VPDN IKE/7/DEBUG: ID: 1

*Jun 11 21:03:45:773 2012 liantong-VPDN IKE/7/DEBUG: Transform 1's attributes

*Jun 11 21:03:45:773 2012 liantong-VPDN IKE/7/DEBUG: Attribute ENCRYPTION_ALGORITHM :
3DES_CBC

*Jun 11 21:03:45:774 2012 liantong-VPDN IKE/7/DEBUG: Attribute HASH_ALGORITHM : MD5
*Jun 11 21:03:45:774 2012 liantong-VPDN IKE/7/DEBUG: Attribute AUTHENTICATION_METHOD :
PRE_SHARED

*Jun 11 21:03:45:774 2012 liantong-VPDN IKE/7/DEBUG: Attribute GROUP_DESCRIPTION : MOD
P_1024

*Jun 11 21:03:45:774 2012 liantong-VPDN IKE/7/DEBUG: Attribute LIFE_TYPE : SECONDS
*Jun 11 21:03:45:774 2012 liantong-VPDN IKE/7/DEBUG: Attribute LIFE_DURATION : 6400
*Jun 11 21:03:45:774 2012 liantong-VPDN IKE/7/DEBUG: validate payload TRANSFORM

*Jun 11 21:03:45:775 2012 liantong-VPDN IKE/7/DEBUG: NO: 2

*Jun 11 21:08:45:775 2012 liantong-VPDN IKE/7/DEBUG: ID: 1

*Jun 11 21:03:45:775 2012 liantong-VPDN IKE/7/DEBUG: Transform 2's attributes



*Jun 11 21:03:45:775 2012 liantong-VPDN IKE/7/DEBUG:
DES_CBC

*Jun 11 21:03:45:775 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:47:276 2012 liantong-VPDN IKE/7/DEBUG:
RSA_SIG

*Jun 11 21:03:47:276 2012 liantong-VPDN IKE/7/DEBUG:
P_768

*Jun 11 21:03:47:276 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:47:276 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:47:276 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:47:277 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:47:277 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:47:277 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:47:277 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:47:277 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:47:277 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:47:278 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:47:278 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:47:278 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:47:278 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:48:779 2012 liantong-VPDN IKE/7/DEBUG:
1 compatible

*Jun 11 21:03:50:280 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:50:281 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:50:281 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:50:281 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:50:281 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:50:281 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:50:281 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:50:282 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:50:282 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:50:282 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:50:282 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:50:282 2012 liantong-VPDN IKE/7/DEBUG:

Attribute ENCRYPTION_ALGORITHM :

Attribute HASH_ALGORITHM : SHA
Attribute AUTHENTICATION_METHOD :

Attribute GROUP_DESCRIPTION : MOD

Attribute LIFE_TYPE : SECONDS
Attribute LIFE_DURATION : 86400
validate payload VENDOR
vendor ID seen
validate payload VENDOR
vendor ID seen
validate payload VENDOR
vendor ID seen
validate payload VENDOR
vendor ID seen
validate payload VENDOR
vendor ID seen
exchange check: checking for required SA
negotiate sa: transform 1 proto 1 proposal

negotiate sa: proposal 1 succeeded
vendor[0] :

4a131c81 07035845 5¢5728f2 0e95452f
vendor[1] :

439b59f8 bab676c4c 7737ae22 eab8f582
vendor[2] :

7d9419a6 5310cabf 2c179d92 15529d56
vendor[3] :

90cb8091 3ebb696e 086381b5 ec427b1f
vendor[4] :

afcad713 68a1f1c9 6b8696fc 77570100

IKE_DPD: receive : afcad713 68a1f1c9 6b8696fc 77570100 (DPD)

*Jun 11 21:03:50:282 2012 liantong-VPDN IKE/7/DEBUG:
oad VENDOR

*Jun 11 21:03:51:783 2012 liantong-VPDN IKE/7/DEBUG:
oad VENDOR

*Jun 11 21:03:51:783 2012 liantong-VPDN IKE/7/DEBUG:
oad VENDOR

*Jun 11 21:03:51:783 2012 liantong-VPDN IKE/7/DEBUG:
oad VENDOR

*Jun 11 21:03:51:783 2012 liantong-VPDN IKE/7/DEBUG:
0, advancing...

*Jun 11 21:03:51:784 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:51:784 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:51:784 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:51:784 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:51:785 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:51:785 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:53:285 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:53:285 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:53:286 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:53:286 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:53:286 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:53:286 2012 liantong-VPDN IKE/7/DEBUG:
3DES_CBC

*Jun 11 21:03:53:286 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:53:286 2012 liantong-VPDN IKE/7/DEBUG:
PRE_SHARED

*Jun 11 21:03:53:287 2012 liantong-VPDN IKE/7/DEBUG:
P_1024

*Jun 11 21:03:53:287 2012 liantong-VPDN IKE/7/DEBUG:

exchange state machine: unexpected payl

exchange state machine: unexpected payl

exchange state machine: unexpected payl

exchange state machine: unexpected payl

exchange state machine(R): finished step

add payload to message: SA

DOI: 1
add payload to message: PROPOSAL
NO: 1

PROTO: ISAKMP

SPI_SZ: 0

NTRANSFORMS: 1
add payload to message: TRANSFORM
NO: 1

ID: 1

Transform 1's attributes

Attribute ENCRYPTION_ALGORITHM :

Attribute HASH_ALGORITHM : MD5
Attribute AUTHENTICATION_METHOD :

Attribute GROUP_DESCRIPTION : MOD

Attribute LIFE_TYPE : SECONDS



*Jun 11 21:03:53:287 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:53:287 2012 liantong-VPDN IKE/7/DEBUG:

at traversal.

*Jun 11 21:03:53:287 2012 liantong-VPDN IKE/7/DEBUG:

Attribute LIFE_DURATION : 6400
P1 construct VID: responder not support n

exchange check: checking for required SA

/ISRE6RIZEFEAMFEIRIRHE2, ATIKERINANEIET AN

*Jun 11 21:08:53:287 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:54:794 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:54:795 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:54:795 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:54:795 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:54:796 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:54:796 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:54:796 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:54:796 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:54:796 2012 liantong-VPDN IKE/7/DEBUG:

1, advancing...

send message:
ICOOKIE: 0x1992b94d05fac7c4
RCOOKIE: 0xe0e726d3f22a58cd
NEXT_PAYLOAD: SA
VERSION: 16
EXCH_TYPE: ID_PROT
FLAGS: []
MESSAGE_ID: 0x00000000
LENGTH: 80
exchange state machine(R): finished step

/@i FERI2NER TR EERE IR, SERIKERI AN SRS AN
/ISRECITEIRIERAIE IRATHEEE3, FITFIKE DHAO{REH{Enoncefdazif

*Jun 11 21:03:54:796 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:54:797 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:56:297 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:56:297 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:56:297 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:56:298 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:56:298 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:56:298 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:56:298 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:56:298 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:56:298 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:56:299 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:56:299 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:56:299 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:57:700 2012 liantong-VPDN IKE/7/DEBUG:

Y_EXCH

*Jun 11 21:08:57:700 2012 liantong-VPDN IKE/7/DEBUG:

ONCE

*Jun 11 21:08:57:700 2012 liantong-VPDN IKE/7/DEBUG:

2, advancing...

*Jun 11 21:03:57:700 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:57:700 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:57:701 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:57:701 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:57:701 2012 liantong-VPDN IKE/7/DEBUG:

received message:
ICOOKIE: 0x1992b94d05fac7c4
RCOOKIE: 0xe0e726d3f22a58cd
NEXT_PAYLOAD: KEY_EXCH
VERSION: 16
EXCH_TYPE: ID_PROT
FLAGS: []
MESSAGE_ID: 0x00000000
LENGTH: 184
check message duplicate
parse payloads: payload KEY_EXCH
parse payloads: payload NONCE
validate payload KEY_EXCH
validate payload NONCE
exchange check: checking for required KE

exchange check: checking for required N

exchange state machine(R): finished step

add payload to message: KEY_EXCH
Group ID: 2

add payload to message: NONCE
add payload to message: VENDOR

IKE_DPD:: send VID : afcad713 68a1f1c9 6b8696fc 77570100 (DPD)

*Jun 11 21:08:57:701 2012 liantong-VPDN IKE/7/DEBUG:

Y_EXCH

*Jun 11 21:08:57:701 2012 liantong-VPDN IKE/7/DEBUG:

ONCE

exchange check: checking for required KE

exchange check: checking for required N

/ISRE6&IEMFHERINE IRAIHEEE4, FIFIKE DHFI{BEHEnonceI3sHa

*Jun 11 21:08:57:701 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:57:702 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:59:202 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:59:202 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:59:202 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:59:203 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:59:203 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:083:59:203 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:59:203 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:08:59:203 2012 liantong-VPDN IKE/7/DEBUG:

3, advancing...

send message:
ICOOKIE: 0x1992b94d05fac7c4
RCOOKIE: 0xe0e726d3f22a58cd
NEXT_PAYLOAD: KEY_EXCH
VERSION: 16
EXCH_TYPE: ID_PROT
FLAGS:[]
MESSAGE_ID: 0x00000000
LENGTH: 204

exchange state machine(R): finished step

/B FERI2NEBSeRERIUE IRAIR, SohkIKE DHAN(REL{EnonceRIazHt
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*Jun 11 21:08:59:203 2012 liantong-VPDN IKE/7/DEBUG:
*Jun 11 21:03:59:204 2012 liantong-VPDN IKE/7/DEBUG:

received message:
ICOOKIE: 0x1992b94d05fac7c4



*Jun 11 21:03:59:204 2012 liantong-VPDN IKE/7/DEBUG: RCOOKIE: 0xe0e726d3f22a58cd
*Jun 11 21:03:59:204 2012 liantong-VPDN IKE/7/DEBUG: NEXT_PAYLOAD: ID
*Jun 11 21:03:59:204 2012 liantong-VPDN IKE/7/DEBUG: VERSION: 16
*Jun 11 21:03:59:204 2012 liantong-VPDN IKE/7/DEBUG: EXCH_TYPE: ID_PROT
*Jun 11 21:03:59:204 2012 liantong-VPDN IKE/7/DEBUG: FLAGS:[ENC ]
*Jun 11 21:04:00:705 2012 liantong-VPDN IKE/7/DEBUG: MESSAGE_ID: 0x00000000
*Jun 11 21:04:00:705 2012 liantong-VPDN IKE/7/DEBUG: LENGTH: 68
*Jun 11 21:04:00:705 2012 liantong-VPDN IKE/7/DEBUG: check message duplicate
*Jun 11 21:04:00:705 2012 liantong-VPDN IKE/7/DEBUG: parse payloads: payload ID
*Jun 11 21:04:00:705 2012 liantong-VPDN IKE/7/DEBUG: parse payloads: invalid next payload type
223 in payload of type 5
B debugERALADHTHIKEEEH 6 NHERRZENES NEEMEHTAITET , [RE 9parse payload
s: invalid next payload type 223 in payload of type 5.
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crypto isakmp key 0|7 keystring { hostname peer-hostname | address peer-address }

1EE SHEITE KE 3E R —RERNE=EA.
=20 RN JIBASL

=7 FHINNEL
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HIZRD, (EXUESR66SHEIPSECHIAIRL], BIREMRIR,



	SR66与锐捷设备IPSEC over GRE互通IKE一阶段协商不成功经验案例

