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#
portal server shijiazhuang ip 1.1.1.1 key cipher $c$3$VbFbQNOjHqLk6MkzbHSTYmDDP+EGOIrJR
OIDjxWPcy9dM3w= url http://1.1.1.1:8081 server-type cmcc
portal url-param include nas-id param-name nasid
portal url-param include user-mac param-name srcmac
portal url-param include nas-ip param-name acip
portal url-param include ap-mac param-name apmac
portal url-param include user-ip param-name srcip
portal url-param include ac-name param-name sysname
portal url-param include ssid
portal url-param include nas-port-id param-name nasportid
#
domain shijiazhuang
authentication portal radius-scheme shijiazhuang
authorization portal radius-scheme shijiazhuang
accounting portal radius-scheme shijiazhuang
access-limit disable
state active
idle-cut enable 15 1
self-service-url disable
#
radius scheme shijiazhuang
primary authentication 1.1.1.1 key cipher $c$3$Bz8CGE;jitkvrivG8RijBIXOiXZBSyo+CHA==
primary accounting 1.1.1.1 key cipher $c$3$xvTIb/a4038ejsvdOpi2bPdbwF41VtoMHA==
secondary authentication 1.1.1.1 key cipher $c$3$9/QjhwPuXcYXbY+B68WEQWIE21LRQELTA==
secondary accounting 1.1.1.1 key cipher $c$3%$dgk5FeR0pfj5QviHQ2zkwHYfs68YQ08a3g==
user-name-format without-domain
nas-ip 1.1.1.2
#
interface Vlan-interface221
ip address 2.2.2.2 255.255.255.0
dhcp select relay
dhcep relay server-select 1
portal server shijiazhuang method direct
portal domain shijiazhuang
portal nas-ip 1.1.1.2
#
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Fiker:  udp.port ==3799 Elsxpressmn Clear Apply Save

No. Time Source Destination protocol Length Info
2831 27.244375 192.168.127.211  192.168.127.104  RADIUS 95 Disconnect-Request (40) (id=1, 1=53)
2832 27.247145 102.168.127.104  102.168.127.211  RADIUS 107 Disconnect-ACK(41) (id=1, 1=65)

PH; it ]
Frame 2831: 95 bytes on captured (760 bits)

Ethernet 11, src: Hangzhou_ld:fe e), Dst: Hangzhou_2| 7 (00 <7)
Internet Protocol version 4, src: 192, :lSB 127 211 (192.168.127.211), pst: 192.168.127. 104 (192 168 127.104)
[ User Datagram Protocol, Src Port: 60742 (60742), DSt Port: radius-dynauth (3799)
& Radius Protocol
code: Disconnect-request (40)
packet identifier: Oxi (1)
Length: 53
Authenticator: F1b5d75971ce7e08b7252b89e75586bb
[The response to this request is in frame 28321
B Attribute value Pairs
Bl AVP: 1-16 t-Acct-Session-Id(44): 10004130745ee0
Acct-session-Id: 10004130745ee0
© AvP: T-NAS-IP-Address(4): 192.168.127.104
NAS-IP-Address: 192.168.127.104 (192.168.127.104)
@ Ave: T-User-Name(1): magportal
User-Name: ma@portal
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Fikter: | udp.port ==3709 El[xpression Clear Apply Save

No. Time Source Destination Protocol Length Info
2831 27.244375 192.168.127.211  192.168.127.104  RADIUS 95 Disconnect-Request(40) (id=1, 1=53)
2832 27.247145 192.168.127.104 192.168.127.211 RADIUS 107 Disconnect-ack(41) (id=1, )

captured (856 bits)
Ethernet 1I, src: Hangzhou_2b:aa a:c7), DSt: Hangzhou_L 0e (0 t1d:fe:08)
Internet Protocol version 4, src: 192.168. 127 104 (192.168.127.104), Dst: 192.168.127.211 (192.168.127.211)
User Datagram Protocol, src Port: radius-dynauth (3799), Dst Port: 60742 (60742)
© Radius protocol
Code: Disconnect-ack (41)
packet identifier: 0x1 (1)
Length: 65
Authenticator: bfeec6d73762595e1a12f413910487F8
[This is a response to a request in frame 28311
[Time from request: 0.002770000 seconds]
= attribute value Pairs
£ AVP: 116 T-Acct-session-Id(44): 10004130745ee0
Acct-Session-Idi 10004130745¢e0
: 1=11 t=user-Name(1): ma@portal
User-Name: magportal
: 1=6 t-Login-IP-Host(14): 192.168.127.104
Login-IP-HOST: 192.168.127.104 (192.168.127.104)
© AVP: 1=6 t=Error-cause(101): Residual-context-removed(201)
Error—Cause: Residual-Context-Removed (201)
B AVP 6 t=Acct-Terminate-Cause(49): Admin-reset(6)
AcCT-Terminate-cause: Admin-Reset (6)
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Fiter: E TS RATREE
No. Time source |Destination Protocol Length Info
1 0.000000 172.21.188.27 172.21.130.2 RADIUS 89 Disconnect-Request(40) (id=203, 1=47)
2 0.000603 172.21.130.2 172.21.188.27 RADIUS 107 Disconnect-NAK(42) (id=203, 1=65)
3 87.384283 172.21.188.27 172.21.130.2 RADIUS 89 Disconnect-Request(40) (id=4, 1=47)
4 87.384870 172.21.130.2 172.21.188.27 RADIUS 107 Disconnect-NAK(42) (id=4, 1=65)
«

@ Frame 1: 89 bytes on wire (712 bits), 89 bytes captured (712 bits)
Ethernet II, Src: vmware_fd:74:01 (00:0c:29:fd:74:01), Dst: 48:7a:da:68:2a:01 (48:7a:da:68:2a:01)
® Internet Protocol version 4, src: 172.21.188.27 (172.21.188.27), Dst: 172.21.130.2 (172.21.130.2)
User Datagram Protocol, src Port: 16610 (16610), DSt Port: radius-dynauth (3799)
= Radius protocol

code: Disconnect-Request (40)

packet identifier: oxcb (203)

Length: 47

authenticator: 238b3a966F5d4d5202e2d6aae7 2FFe7e

[The response to this request is in frame 2]

= attribute value Pairs
£ AVP: 1=27 T-Acct-Session-Id(44): 1111608031721250e3feesf0a
Acct-session-Id: 1111608031721250e3feesf0a
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Fiter: B TS RATREE
INo. Time Source Destination Protocol Length Info
1 0.000000 172.21.188.27 172.21.130.2 RADIUS 89 Disconnect-Request(40) (id=203, 1=47)
2 0.000603 172.21.130.2 172.21.188.27 RADIUS 107 Disconnect-NAK(42) (id=203, 1=65)
3 87.384283 172.21.188.27 172.21.330. 2 RADIUS 89 Disconnect-Request(40) (id=4, 1=47)
4 87.384870 172.21.130.2 172.21.188.27 RADIUS 107 Disconnect-NAK(42) (id=4, 1=65)
o

Frame 2: 107 bytes on wire (856 bits), 107 bytes captured (856 bits)
Ethernet IT, Src: 4| da:68:2a; 7a 01), Dst: Vmware fd 1 (00 fd:74:01)
Internet protocol version 4, Src: 172.21.130.2 (172.21.130.2), pst: 172.21.188.27 (172.21.188.27)
user patagram Protocol, src Port: radius-dynauth (3799), bst Port: 16610 (16610}
© Radius Protocol

Code: Disconnect-naK (42)

packet identifier: Oxch (203)

Length: 65

Authenticator: a0a12fa8dd50addd1d65020Fd272a326

This is a response to a request in frame 1

[Time from request: 0.000603000 seconds]

= attribute value Pairs
[ AVP: 1=27 T-AcCt-session-Id(44): 1111608031721250e3fee8f0a
Acct-session-Id: 1111608031721250e3feesf0a

= AP T-Error-cause(101): Session-context-Not-Found(503)
Error-cCause: Session-context-Not-Found (503
= AWP: 1=6 cct-Terminate-Cause(49): Admin-Reset(6)

Acct-Terminate-cause: Admin-reset (6)
B AVP: t=service-Type(6): Unknown(4294067295)

service-Type: unknown (4294967295)

MEFIREEIN 7 NAKIRSZ, 1BBACKIKNIDM LR SIAMBERF T4k, BEE1015/EHEror-Causelg
FIKBIIRISIE (context-not-found) , ACRMERF AT, KEECIRIEMADM LTS : [root@
Portal_Server_01 ~J# echo Acct-Session-ld=11608031721250e3fee8f0a | /opt/freeradius-server/bin/
radclient 172.21.130.2:3799 disconnect "secret"
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Filter: | radius.Acct_Session_Id == *11608031721250e3fecBf0a" xpression... Clear Apply  Save

No. Time Source Destination Protocol Length Info
1411 142.460002172.21.130.2 172.21.188.27 RADIUS 249 Access-Request(l) (id=104, 1-207)
1413 142.473923172.21.130.2 z RADLUS 218 Accounting-Request(4) (1 176), Duplicate Request ID:105

< i

Frame 1413: 218 bytes on wire (1744 bits), 218 bytes captured (1744 biTs)
Ethernet II, Src: 48:7a:da:68:2a:01 (48:7a:da:68:2a:01), Dst: vmware_fd:74:
Internet Protocol Version 4, src: 172.21.130.2 (172.21.130.2), Dst: 172.21.186.27 (17
User patagram Protocol, Src Port: beacon-port (3124), DSt Port: radius-acct (1813)
= Radius protocol
code: Accounting-Request (4)
Packet identifier: ox69 (105)
Length: 176
Authenticator: b2d4lbecOsbe7eel6ds1646a36e4afez
[ouplicate Request: 105]
[The response to this request is in frame 13591
= Attribute value pairs
@ AVP: 1-14 t-user-Name(1): d0a6371960b5
s-Identifier(32): Ac
s-Port(5): 16781522
i 1-18 t-NAs-Port-I1d(87): 0100001000000210
AvP: T=6  t=NAs-Port-Type(61): wireless-802.11(19)
Avp: 1=10 t=calling-station-zd(31): DO-AG-37-19-60-85
Ave: 1=34  t—called-station-Id(30): 84-DS-31-4C-54-60:1-shijiazhuang
AVP: 1=6 t=Acct-Status-Type(40): Start(1)
@ AVP: 1=6 t-Acct-Authentic(45): RADIUS(1)
E AVP: 1=25 t=Acct-Session-Id(44): 11608021721250e3fee8f0a
Acct-Session-Td: 11608031721250e3fee8f0a
@ AVP: 1=6 t=Framed-IP-Address(8): 10.76.10.112
AVP: 1=6 t=NAS-TP-Address(4): 172.21.130.2

BINLER TSRS . HEHRMARERI TR FRIACct-Session-Id, RIVESRI T SFI_ELLITHEER
X FAJAcct-Session-IdtEEIT/911608031721250e3fee8f0a, DM FEARSIFHIACct-Session-1d91111608
031721250e3fee8f0a, ELLITERAME THMEF1. EHEEAIRadiusiRSS 86 FEAcct-Session-|
d=11608031721250e3fee8f0a, ARSZRSLRRAHAYACCH-Session-ld=1111608031721250e3fee8f0a, 1EHE*
DITEIRREERIDHTER.
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