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500F-B>dis cu

#

sysname 500F-B

#

ike local-name 500f

#

=

1,

firewall packet-filter enable
firewall packet-filter default permit
#
firewall statistic system enable
#
pki entity 2000
common-name 2000
organization-unit tc
organization h3c
locality beijing
country CN
#
pki domain 1
ca identifier ts-sec
certificate request url http://5.5.5.1
certificate request from ra
certificate request entity 2000
crl check disable
#
radius scheme system
#
domain system
#
ike proposal 1
authentication-method rsa-signature
#
ike peer 1000f
exchange-mode aggressive
id-type name
remote-name 1000f
nat traversal

certificate domain 1



#

ike peer 100f

#

ipsec proposal p1

#

ipsec policy test 1 isakmp
security acl 3000

ike-peer 1000f

proposal p1

#

acl number 3000

rule 0 permit ip source 2.2.2.0 0.0.0.255 destination 3.3.3.0 0.0.0.255
#

interface Aux0

async mode flow

#

interface GigabitEthernet0/0
loopback

ip address 2.2.2.1 255.255.255.0
#

interface GigabitEthernet0/1

#

interface GigabitEthernet1/0

ip address 1.1.1.1 255.255.255.0
ipsec policy test

#

interface GigabitEthernet1/1

#

interface Encrypt2/0

#

interface NULLO

#

firewall zone local

set priority 100

#

firewall zone trust

add interface GigabitEthernet0/0
add interface GigabitEthernet1/0
set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50
#
firewall interzone local trust
#
firewall interzone local untrust
#
firewall interzone local DMZ
#
firewall interzone trust untrust
#
firewall interzone trust DMZ
#
firewall interzone DMZ untrust
#

ip route-static 3.3.3.0 255.255.255.0 1.1.1.2 preference 60
ip route-static 4.4.4.0 255.255.255.0 1.1.1.2 preference 60
#

user-interface con 0
user-interface aux 0
user-interface vty 0 4



authentication-mode none
user privilege level 3
#

return
<500f>

Bki% SecPath1000FAIRAEE
<1000f>dis cu
#

sysname 1000f
#

ike local-name 1000f
#

firewall packet-filter enable
firewall packet-filter default permit
#

firewall statistic system enable
#

qos carl 1 dscp 16

gos carl 2 dscp 16

gos carl 3 mac 0000-1111-2222
gos carl 4 precedence 0

gos carl 5 precedence 2
#

firewall blacklist enable
firewall blacklist 10.1.1.123
#
pki entity 3000

common-name 3000

organization-unit tc

organization h3c

locality beijing

country cn
#
pki domain 1

ca identifier ts-sec

certificate request url http://5.5.5.5

certificate request from ra

certificate request entity 3000

crl check disable
#
radius scheme system
#
domain system
#
local-user aaa

password simple aaaaaa
service-type telnet

level 3
local-user ftp

password simple ftp
service-type ftp
#
ike proposal 1
authentication-method rsa-signature
#
ike peer 500f

exchange-mode aggressive
id-type name

remote-name 500f
remote-address 1.1.1.1

nat traversal

certificate domain 1
#
ike peer test



#

ipsec proposal p1
#

ipsec policy test 1 isakmp
security acl 3000

ike-peer 500f

proposal p1
#

acl number 3000

rule 0 permit ip source 3.3.3.0 0.0.0.255 destination 2.2.2.0 0.0.0.255
#

interface Aux0

async mode flow
#

interface GigabitEthernet0/0

ip address 3.3.3.1 255.255.255.0
gos gts acl 3000 cir 150000 cbs 75000 ebs 0 queue-length 50
#

interface GigabitEthernet0/1

ip address 4.4.4.2 255.255.255.0
ipsec policy test
#

interface GigabitEthernet1/0
shutdown

ip address 55.1.1.1 255.255.255.0
gos gts any cir 50000000 cbs 75000000 ebs 0 queue-length 50
#

interface GigabitEthernet1/1
#

interface Encrypt2/0
#

interface NULLO

#

firewall zone local

set priority 100

#

firewall zone trust

add interface GigabitEthernet0/0
add interface GigabitEthernet0/1
add interface GigabitEthernet1/0
set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust

#

firewall interzone local DMZ

#

firewall interzone trust untrust

#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust

#

FTP server enable

#

ip route-static 1.1.1.0 255.255.255.0 4.4.4.1 preference 60
ip route-static 2.2.2.0 255.255.255.0 4.4.4.1 preference 60



#

user-interface con 0
user-interface aux 0
user-interface vty 0

undo shell

user-interface vty 1 4
#

return

<1000f>
BhkiSecPath500FIER AT E
<mid-500>dis cu

#

sysname mid-500

#

firewall packet-filter enable
firewall packet-filter default permit
#

firewall statistic system enable
#

radius scheme system

#

domain system

#

acl number 2000

rule 0 permit source 4.4.4.0 0.0.0.255
#

interface Aux0

async mode flow

#

interface GigabitEthernet0/0

ip address 1.1.1.2 255.255.255.0
#

interface GigabitEthernet0/1

#

interface GigabitEthernet1/0

ip address 4.4.4.1 255.255.255.0
#

interface GigabitEthernet1/1

#

interface Encrypt2/0

#

interface NULLO

#

firewall zone local

set priority 100

#

firewall zone trust

add interface GigabitEthernet0/0
add interface GigabitEthernet1/0
set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ

#

firewall interzone trust untrust



#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust

#

user-interface con 0

user-interface aux 0

user-interface vty 0 4
authentication-mode none

user privilege level 3

#

return
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ike proposal 1
authentication-method rsa-signature
BLEIKE PEERRJEESRFERIERIdomainfRES

certificate domain 1
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