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1. S8500FZE

[S8505]dis cu

#

config-version S8500-VRP310-r1271

#

sysname S8505

#

super password level 1 cipher O5(Yal!$LR+Q="Q MAF4<1!!
#

local-server nas-ip 127.0.0.1 key huawei
#

Xbar load-single

#

router route-limit 128K

router VRF-limit 256

#
secblade aggregation slot 2 /EZEAERHOIES, 1EAFE
#

radius scheme system

server-type huawei

primary authentication 127.0.0.1 1645
primary accounting 127.0.0.1 1646
user-name-format without-domain
#

domain system
vlan-assignment-mode integer
access-limit disable

state active

idle-cut disable


https://zhiliao.h3c.com/User/other/0

self-service-url disable

domain default enable system
#

vlan 1

#

vlan 30 //BlFEVIan30, vian50, vian60

#

vlan 50

#

vlan 60

#

interface Aux0/0/1

#

interface M-Ethernet0/0/0

#

interface GigabitEthernet2/1/1
#

interface GigabitEthernet2/1/2
#

interface GigabitEthernet2/1/3
#

interface GigabitEthernet2/1/4
#

interface GigabitEthernet2/1/5
#

interface GigabitEthernet2/1/6
#

interface GigabitEthernet2/1/7
#

interface GigabitEthernet2/1/8
#

interface GigabitEthernet3/1/1
port access vlan 30

#

interface GigabitEthernet3/1/2
#

interface GigabitEthernet3/1/3
#

interface GigabitEthernet3/1/4
#

interface GigabitEthernet3/2/1
port access vlan 50

#

interface GigabitEthernet3/2/2
#

interface GigabitEthernet3/2/3
#

interface GigabitEthernet3/2/4
#

interface GigabitEthernet3/3/1
port access vlan 60

#

interface GigabitEthernet3/3/2
#

interface GigabitEthernet3/3/3
#

interface GigabitEthernet3/3/4
#

interface NULLO

#

user-interface con 0
user-interface aux 0
user-interface vty 0 4

//PCA/EFVLAN30

//PCBEFVLAN50

//PCCJEFVLAN6O



#

secblade module secblade

security-vlan 30 50 60 /HEEVLAN30, VLAN50, VLAN60Fgsecurity-
vlan

map to slot 2 //SecBladetfeft—E1E(i/
#

return

[S8505]

[S8505]dis mac-address  //S850049macttifif Z I

MAC ADDR VLANID STATE PORT INDEX AGING TIME(s)
000f-e22¢-9474 30 Learned InnerPort slot 2 AGING
000f-e22¢c-9474 50 Learned InnerPort slot 2 AGING
000f-e230-3754 60 Learned InnerPort slot 2 AGING
000f-e230-3754 30 Learned InnerPort slot 2 AGING
000f-e230-3748 50 Learned InnerPort slot 2 AGING
000f-e230-3748 60 Learned InnerPort slot 2 AGING

000f-e230-3748 30 Learned GigabitEthernet3/1/1  AGING
000f-e230-3754 50 Learned GigabitEthernet3/2/1  AGING
000f-e22¢-9474 60 Learned GigabitEthernet3/3/1  AGING

--- 9 mac address(es) found ---
[S8505]

2. SecBladefitH :

<SecBlade_FW=>dis cu

#

sysname SecBlade_FW

#

firewall packet-filter enable

firewall packet-filter default permit /K IE IR B T JEIREE RN Fpermit

#

firewall mode transparent IHEBK BTG B I AR
firewall unknown-mac flood JHEBEK BRI FHImactR XEIME S IR E
Hflood

#

firewall statistic system enable
#

radius scheme system

#

domain system

#

interface Aux0

async mode flow

#

interface Ethernet0/1
promiscuous

#

interface Ethernet0/2
promiscuous

#

interface Ethernet0/3
promiscuous

#

interface GigabitEthernet0/0
promiscuous

#

interface GigabitEthernet0/0.1

vlan-type dot1q vid 30 //90/0.1/5Fvlan30
#

interface GigabitEthernet0/0.2
vlan-type dot1q vid 50 1//90/0.2/5 Fvlan50



#

interface GigabitEthernet0/0.3
vlan-type dot1q vid 60 //90/0.3/& Fvlan60
#

interface NULLO

#

interface LoopBack0

ip address 169.0.0.1 255.0.0.0
#

firewall zone local

set priority 100

#

firewall zone trust

add interface GigabitEthernet0/0.1 //90/0.1 A trust X1z
set priority 85

#

firewall zone untrust

add interface GigabitEthernet0/0.2 //90/0.2 I A\ untrust X1z
set priority 5

#

firewall zone DMZ

add interface GigabitEthernet0/0.3  /g0/0.3JlI\DMZ[X1%
set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ

#

firewall interzone trust untrust
#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust
#

user-interface con 0
user-interface aux 0
authentication-mode password
user-interface vty 0 4
authentication-mode scheme
#

return

<SecBlade_FW>

<SecBlade_FWsdis fir transparent-mode add /24585 K 1569macttitZ&
The total of the address-items is 3

Mac-address Flag Aging-time Receive Send Interface-name
000f-e230-3748 PD 00:03:59 38 10 GigabitEthernet0/0.1
000f-e230-3754 PD 00:01:38 11 5 GigabitEthernet0/0.2
000f-e22¢-9474 PD 00:02:05 13 5 GigabitEthernet0/0.3
Flag meaning: P--PERMIT N--DENY D--DYNAMIC S--STATIC
<SecBlade_FW>

M, EEXES:
1. BKEEERER TR ImaciR X A9ah 5 iR & A flood,
firewall unknown-mac flood

2, EERBHMERREBFEOMAZ XS,



	SecBlade 防火墙单板透明模式的配置（一）

