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1. S8500fCE

<88505>dis cu

#

config-version S8500-VRP310-r1271

#

sysname S8505

#

super password level 1 cipher O5(Yal!$LR+Q="Q MAF4<1!!
#

local-server nas-ip 127.0.0.1 key huawei
#

Xbar load-single

#

router route-limit 128K

router VRF-limit 256

#
secblade aggregation slot 2 /BRI S, 1EAHE
#

radius scheme system

server-type huawei

primary authentication 127.0.0.1 1645
primary accounting 127.0.0.1 1646
user-name-format without-domain

#

domain system


https://zhiliao.h3c.com/User/other/0

vlan-assignment-mode integer
access-limit disable

state active

idle-cut disable

self-service-url disable

domain default enable system
#
vlan 1
#
vlan 30 //BY#EvIan30, vlan40, vlan50. vian60
#
vlan 40
#
vlan 50
#
vlan 60
#
interface Vlan-interface30 /IR
ip address 30.0.0.254 255.255.255.0
#
interface Vlan-interface40 //'5SecBladeAEE= /=]
ip address 40.0.0.2 255.255.255.0
#
interface Aux0/0/1
#
interface M-Ethernet0/0/0
#
interface Ethernet4/1/1 //ethd/1/11ZP9p4
port access vlan 30
#
interface Ethernet4/1/2 /eth4/1/21&5 Mo
port access vlan 60
#
interface Ethernet4/1/3 /lethd/1/3tZDMZARSSEE
port access vlan 50

interface NULLO

#

ip route-static 0.0.0.0 0.0.0.0 40.0.0.1 preference 60 /iBITEEH, 5L PIRIHGEHESE
#4Secblade

#

user-interface con 0

user-interface aux 0

user-interface vty 0 4

#

secblade module secblade

security-vlan 50 60  /vlan50. 60fE ysecurity-vian, J&FESMNIFIDMZEIEHEEZSecBlade

secblade-interface Vlan-interface40 /Alan405S85005SecBladefA25= /=%
/)

map to slot 2 //SecBladefRE2E1E (i
#
return

2. SecBladefit&:
[SecBlade_FW]dis cu

#

sysname SecBlade_FW
#



12tp enable

#

ike local-name Ins

#

firewall packet-filter enable

firewall packet-filter default permit  /&JiT &4t EHINIIZ & Fpermit
#

firewall statistic system enable

#

radius scheme system

#

domain system /EETE FEIEMAL, T2 T
ippool 11.1.1.21.1.1.254

#

local-user 12tp /Bt

password simple [2tp
level 3
service-type ppp
#
ike peer pc /Bl Eike peerdJEE#L
exchange-mode aggressive
pre-shared-key 1234
id-type name
remote-name pc
#
ipsec proposal 1 /B EipsectEil
#
ipsec policy-template 11 /HipsectEik 5zl
ike-peer pc
proposal 1
#
ipsec policy test 1 isakmp template 1 /ipsec policy5 /Bl
#
acl number 2000
rule 0 permit source 40.0.0.0 0.255.255.255
rule 1 permit source 30.0.0.0 0.255.255.255
#
interface Virtual-TemplateO  /AJZEL2TPEZ/EHT
ppp authentication-mode pap
ip address 1.1.1.1 255.255.255.0
remote address pool 1
#
interface Aux0
async mode flow
#
interface Ethernet0/1
#
interface Ethernet0/2
#
interface Ethernet0/3
#
interface GigabitEthernet0/0
#
interface GigabitEthernet0/0.1 //5S8500897955# 1
ip address 40.0.0.1 255.255.255.0
vlan-type dot1q vid 40
#
interface GigabitEthernet0/0.2 /ST
ip address 60.0.0.1 255.255.255.0
vlan-type dot1q vid 60
nat outbound 2000
nat server protocol tcp global 60.0.0.2 ftp inside 50.0.0.50 ftp
ipsec policy test //fi7fBipsec F&HE
#



interface GigabitEthernet0/0.3  /DMZX1SERVERHJ/IFE
ip address 50.0.0.1 255.255.255.0

vlan-type dot1q vid 50
#

interface NULLO
#
firewall zone local

set priority 100
#
firewall zone trust /O Z2 X1
add interface GigabitEthernet0/0.1

set priority 85
#

firewall zone untrust

add interface GigabitEthernet0/0.2

add interface Virtual-Template0  /;EE/ZZARI I untrustiz
set priority 5

#

firewall zone DMZ

add interface GigabitEthernet0/0.3

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust

#

firewall interzone local DMZ

#

firewall interzone trust untrust

#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust

#

[2tp-group 1 N 7I2tp2H

undo tunnel authentication

allow [2tp virtual-template 0

#

ip route-static 0.0.0.0 0.0.0.0 60.0.0.60 preference 60  /Z/Z\HTHAE EEHT
ip route-static 30.0.0.0 255.255.255.0 40.0.0.2 preference 60 /ZAIMIHIEER
#

user-interface con 0

user-interface aux 0

authentication-mode password

user-interface vty 0 4

authentication-mode scheme

#

return

[SecBlade_FW]

[SecBlade_FW]

3. SecPointfIFiE :
RELNSHElE, [FRIPSecinZ:



VEREE R X

£$&E]
VINEREEEE
LEzARE 23 1F W .o .0 . 1
odsshiuat ittt ang oo e
Pk [ =]
Erill FRE-SHARE v
B
TPSECHRELS3TF -

&+ {EFLNsIR 4 8R1r
B EIrSECIRS 8R1F
TPSECHR &85 TPHE

RN A B Internet

as |
W s EAw | wE |
L2TPIERIRE
VPREEGHEY X
L2TFRE | pspcHE | IEHRE | BaRE |
L2TPRE -
WiEETh o
BT E e =
BISEUORYEEER o #®
I EARERITER
BRI R I
[~ BRIPLESR
T mis 8
IPSecEB#IRE (RESH) :
VPREESSE 3
LoTPEE TPSECRE |nei® | Bdins |
IPSECHRE
SHEESE
ZeEEAeEAE w0 ®
s S =
ESPRMSIHEEE Mos -
ESPRMS N &% DES -
sethipEEEE e o
[ thRERT GEFIERStE
ProfEE [Feee: :
[~ {EFANATEFRE
E o e

IKEBXS#IRE:



VPREEE SR X

L2TPRE | PeECRE  IEHRE |BdieE |
TRETRE -

PR FEREEN ISR |55 *
E il =¥ SHA - | MEEE  |1Es-CEC -
gﬁigia—}{ellman m

ISARNE-SAETT EIHA 86400 il
FinFEEPREF |pe
AinE PR EET |1ns

[~ EFEEKeephliveiR i
EEEE | o EmEE Lo

W= mE | mm |

R ABIEERIR EERINEAIFAElinternet’, EIAFBIZERH, SNEGEREHTN
PIRIRIERAIERE :

VEREEE x)
-y ]
VPHNEREEWRE
LsfR4: 82 1F .0 .0 .1
sAUsRSEr [
PR [ |
TaiE i PRE-SHARE -
Bk JIEET
~IPSECIRE-BB1F -

& ERLsIRES81E
 ERHEIrsEC RS 81

msEcRgsme [
¥ EERTET R A Int ernet
¥ BERMELIES 9B indow=08])

R mE | mAw | s |

M., EEkES:

1. SecBlade FEFZINMFNIMNWEIEEH; S8500 - EBEIIMNIRIEEH, T—BkEMSecBlade,
2. [FEESecBlade FREOMAR S, EEREEINAZ S,

3. FEfEdomain FECEip pool, MIAELFT.

4. SecBlade# LipsecE SIS RIS =

5. EA—RMEFHIEARRERE, FrllikeERSEE, LUETFRAnamelEAid-type,



	SecBlade防火墙单板作为LNS接受SecPoint L2TP＋IPSec拨入的配置

