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#

sysname wuhan

#

ike local-name wuhan

#

firewall packet-filter enable
firewall packet-filter default permit
#

insulate
#

undo connection-limit enable
connection-limit default deny
connection-limit default amount upper-limit 50 lower-limit 20

#

firewall statistic system enable

#

radius scheme system

#

domain system

#

ike peer 1 /EEIKEZ S
exchange-mode aggressive /| BRESEFa T,
pre-shared-key 12345 /EIETREE
id-type name VIDES:y s =t
remote-name beijing /Xy 5 Fbeijing
remote-address 202.38.1.1 /X TiIP
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#

ipsec proposal p1 NEXZ2HEN

#

ipsec policy policy1 1 isakmp NENZLIRHE
security acl 3000 NEXR PRI HE
ike-peer 1 /i FBRIIKE

proposal p1 /TR ZR e

#

acl number 3000

rule 0 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
rule 1 deny ip

#

interface Aux0

async mode flow

#

interface Ethernet0/0

ip address 172.16.1.1 255.255.255.0
#

interface Ethernet0/1

#

interface Ethernet0/2

#

interface Ethernet0/3

#

interface Ethernet1/0

#

interface Ethernet1/1

#

interface Ethernet1/2

#

interface NULLO

#

interface LoopBackO

ip address 10.1.2.1 255.255.255.0
#

firewall zone local

set priority 100

#

firewall zone trust

add interface Ethernet0/0

set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ
#

firewall interzone trust untrust
#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust
#

ip route-static 0.0.0.0 0.0.0.0 172.16.1.2 preference 60
#

user-interface con 0



user-interface aux 0
user-interface vty 0 4
#

return
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#

sysname beijing

#

ike local-name beijing

#

firewall packet-filter enable
firewall packet-filter default permit
#

undo connection-limit enable
connection-limit default deny

connection-limit default amount upper-limit 50 lower-limit 20

#

firewall statistic system enable
#

radius scheme system

#

domain system

#

ike peer 1

exchange-mode aggressive
pre-shared-key 12345
id-type name

remote-name wuhan
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#

ipsec proposal p1

#

ipsec policy-template temp 1
ike-peer 1

proposal p1

#

ipsec policy policy1 1 isakmp template temp

#

interface Aux0

async mode flow

#

interface GigabitEthernet0/0

ip address 202.38.1.1 255.255.255.0

ipsec policy policy1

#

interface GigabitEthernet0/1
#

interface GigabitEthernet1/0
#

interface GigabitEthernet1/1
#

interface Encrypt2/0

#

interface NULLO

#

interface LoopBack0

ip address 10.1.1.1 255.255.255.0
#

firewall zone local

set priority 100

#
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firewall zone trust

add interface GigabitEthernet0/0
set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ
#

firewall interzone trust untrust
#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust
#

ip route-static 0.0.0.0 0.0.0.0 202.38.1.2 preference 60
#

user-interface con 0
user-interface aux 0
user-interface vty 0 4

#

return
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