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FHEEE ike local-name center
#

ike proposal 1
authentication-algorithm md5
#

ike peer 304
exchange-mode aggressive
pre-shared-key huawei
id-type name

remote-name 304-1
max-connections 5

#

ipsec proposal 1
#

ipsec policy 1 1 isakmp
security acl 3009
ike-peer 304

proposal 1

#

interface Ethernet0/0

ip address 20.0.0.1 255.255.255.0
ipsec policy 1

#

interface Ethernet1/0
ip address 192.168.0.1 255.255.255.0
#
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acl number 3009
rule 0 permit ip source 192.168.0.0 0.0.255.255 de
stination 192.168.0.0 0.0.255.255

rule 1 deny ip
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=TTt ike local-name 304-1
#
ike proposal 1
authentication-algorithm md5
#
ike peer a
exchange-mode aggressive
pre-shared-key huawei
id-type name
remote-address 20.0.0.1
remote-name center
#
ipsec proposal 1
#
ipsec policy 1 1 isakmp
security acl 3000
ike-peer a
proposal 1
#
interface Ethernet0/0 S ERAM OiH&IR/9192.16
ip address 192.168.3.1 255.255.255.0 8.2~5.1/24
#
interface Serial0/0
clock DTECLK1
link-protocol ppp
ip address 20.0.0.2 255.255.255.0
ipsec policy 1
#
acl number 3000
rule 0 permit ip source 192.168.0.0 0.0.255.255 desti
nation 192.168.0.0 0.0.255.255
rule 1 deny ip
#
ip route-static 0.0.0.0 0.0.0.0 Serial 0/0 preference 6
0
[538B5EE ]
YIS e e
HHRLEmE A
EEHEEH wlwiﬁi
EFERE Tumnel 1 (abo) »| MEEEE
i
g @ g O TR ]
i AR abe o
Fhz e Subnet -
54 ECZN N (R L
Mask: 255,259,255 |U_
Py e Subret  *
S N i O
Mask:lﬁ_lﬁllﬂ_llﬂ_
Bz IF Addr, ~
i il
mEFT ®DpEs (7 30ES © TS
ERE #Mps T sHa O Rl
EHER futo. (IKE) =
[T PFS (Perfect Forward Secrecy)
Pre-shared Key: Ihuawei
{0%687561776560)
Key Lifetime: |36EID E)
R 53 3
B |5




wERE NS AR E

Tunnel 1
R L
BAEAE O 2R
CemEx  F @Epa: [0l
i
me: [ES ]
A IHIDE -i
|:  [TEEbit =
Key Lfetime @ |3600 E]
(EE : mBEFEA LT BUERTEIHNEES :
DES/MDS/768, 3DES/SHA/1024 F1 3DES/MDS/1024.)
#Ig 2t
&l
I - DES
TATE - DS
PFS:  OFF
i |768-hit -
Key Lifstime ¢ [3800 #
EHEE:
[7 WetBIOS broadeast
™ &nti-replay
I~ Keep-alive

CmBrepman B s, w0 8

#iE it




	AR系列路由器野蛮IPSEC的典型配置

