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[DOWN] dis cur
#
sysname DOWN
#
firewall packet-filter enable
firewall packet-filter default permit
#
undo connection-limit enable
connection-limit default deny
connection-limit default amount upper-limit 50 lower-limit 20
#
firewall statistic system enable
#
radius scheme system
#
domain system
#
local-user admin
password cipher .J@USE=B,53Q="Q MAF4<1!!
service-type telnet terminal
level 3
service-type ftp
#
acl number 3000
/BELIFF A serverfIIPH AR
rule 1 deny ip destination 11.0.0.1 0 fragment
N0 FHRIES
rule 2 permit tcp destination 11.0.0.1 0 destination-port eq ftp fragment
#

interface Ethernet1/0

ip address 10.0.0.254 255.255.0.0
firewall packet-filter 3000 inbound /TR L7 fFacl
#

interface Ethernet2/0

speed 10

duplex full

ip address 11.0.0.254 255.255.255.0
#

interface NULLO

#

firewall zone local

set priority 100
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#

firewall zone trust

add interface Ethernet2/0
set priority 85

#

firewall zone untrust

add interface Ethernet1/0
set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ
#

firewall interzone trust untrust
#

firewall interzone trust DMZ
#

firewall interzone DMZ untrust
#

FTP server enable

#

user-interface con 0
user-interface vty 0 4
authentication-mode scheme
#

return

M. REXESR

1. FEACLAECENS S R R SCHIBENRT;

2. fEEO_ERFIACL,

f. BIEER

EREHAttacker: 10.0.0.1_ EX411.0.0.13#Tping K, PCEXIpingiRsOHITH R, SERFiApingiE
1.0.0.1,

EREEHLEftp 11.0.0.1, IEE.

[DOWN]dis acl 3000

Advanced ACL 3000, 2 rules

Acl's step is 1

rule 1 deny ip destination 11.0.0.1 0 fragment (0 times matched)

rule 2 permit tcp destination 11.0.0.1 0 destination-port eq ftp fragment (O ti
mes matched)

[DOWN]dis acl 3000

Advanced ACL 3000, 2 rules

Acl's step is 1

rule 1 deny ip destination 11.0.0.1 0 fragment (108 times matched)

rule 2 permit tcp destination 11.0.0.1 0 destination-port eq ftp fragment (O ti
mes matched)
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