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[SecPath10F]dis cur

#

sysname SecPath10F

#

firewall packet-filter enable IR E R IIEE
firewall packet-filter default permit
#

undo connection-limit enable
connection-limit default deny
connection-limit default amount upper-limit 50 lower-limit 20
#

firewall statistic system enable

#

firewall blacklist enable S E EIEE
#

radius scheme system

#

domain system

#

local-user admin

password cipher .J@USE=B,53Q="Q MAF4<1!!
service-type telnet terminal

level 3

service-type ftp

#

interface Ethernet1/0

ip address 10.0.0.254 255.255.0.0
#

interface Ethernet2/0

speed 10

duplex half

ip address 9.0.0.254 255.0.0.0

#

interface NULLO
#

firewall zone local

set priority 100
#

firewall zone trust

add interface Ethernet1/0

set priority 85
#

firewall zone untrust

add interface Ethernet2/0
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set priority 5

statistic enable ip outzone /I XITEIE R T IRIR R A T
it

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ

#

firewall interzone trust untrust
#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust
#

FTP server enable

#

/IR EHAHTHHIETE 9 EFFL50K, 15K E N F RS EFH AT 055

firewall defend ip-sweep max-rate 50 blacklist-timeout 10

/IR Eilm [ TEHIHE R 1008, RAEZ NN FYRE EFH AR 055
firewall defend port-scan max-rate 100 blacklist-timeout 10

#

user-interface con 0

user-interface vty 0 4

authentication-mode scheme

#

return
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1, FEMEHEping 10.0.0.1, BJLApingi., AAFERE19.0.0.1 EEAnmapxd10.0.
0.1 T3S nmap -v --min-hostgroup 100 -sS 10.0.0.0/16
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[SecPath10F]

%dJan 1 00:15:54:165 2000 SecPath10F
SEC/5/BLS:blsOptMode(1026)=add;srcIPAddr(10

17)=9.0.0.1;blsOptReason(1027)= IP Sweep ;blsHoldTime(1028)=10

%dJan 1 00:16:08:915 2000 SecPath10F SEC/5/ATCKDF:atckType(1016)=(16)IP-sw
eep;rc
vIfName(1023)=Ethernet2/0;srcIPAddr(1017)=9.0.0.1;srcMacAddr(1021)=;destIPAddr(
1
019)=10.0.0.51;destMacAddr(1022)=;atckSpeed(1047)=50;atckTime_cn(1048)=20000
1010

01554

/IE WA BN FBE S, H AR 1058

[SecPath10F]dis firewall blacklist item
Firewall blacklist item :

Current manual insert items : 0
Current automatic insert items : 1
Need aging items : 1

IP Address  Insert reason Insert time Age time(minutes)

9.0.0.1 IP Sweep 2000/01/01 00:15:53 10
RIS Eping 10.0.0.1, RITCiEpingidE.,



2, 103 $HREMTRTENS /S, 7EIXEH19.0.0.1 Eping 10.0.0.1, TTLApingi®. AfE, f#
FAnmap3$10.0.0. 13 Tim 333 : nmap -v -p 1-65535 10.0.0.1

MK B T 7

[SecPath10F]

%dJan 1 00:03:55:514 2000 SecPath10F
SEC/5/BLS:blsOptMode(1026)=add;srcIPAddr(10

17)=9.0.0.1;blsOptReason(1027)= Port Scan ;blsHoldTime(1028)=10

%dJan 1 00:04:08:915 2000 SecPath10F SEC/5/ATCKDF:atckType(1016)=(25)TCP
port-sc
an;revlifName(1023)=Ethernet2/0;srcIPAddr(1017)=9.0.0.1;srcMacAddr(1021)=;destIP
A
ddr(1019)=10.0.0.1;destMacAddr(1022)=;atckSpeed(1047)=100;atckTime_cn(1048)=2
000

0101000355

/I BN FEBE Heh, H AR 1058

[SecPath10F]dis firewall blacklist item

Firewall blacklist item :

Current manual insert items : 0

Current automatic insert items : 1

Need aging items : 1

IP Address  Insert reason Insert time Age time(minutes)

9.0.0.1 PortScan  2000/01/01 00:03:54 10
RS EERZEAN. Eping 10.0.0.1, AIFiEpingiE,
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