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X487 MSR;SSH;Stelnet;RSA
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=. BEELE:
BEBHIRA: MSR. Version 5.20, Beta 1105,

MSRECE RS

/IMSREERY 10243 rsa A b5 SRS
[MSR]rsa local-key-pair create
The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512,
It will take a few minutes.
Input the bits in the modulus[default = 512]:1024
Generating keys...
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szl ta etk
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............ ArPFAr R

MSRELE R $2—HIEE FinSSHKey.exef&iftF A9 225H

IREREERHEE Plirsakeyi&zURI1024UA5E, A48 amsr

[MSR]rsa peer-public-key msr

You already have RSA public key named msr.

RSA public key view: return to System View with "peer-public-key end".

IFHASIANAE

[MSR-rsa-public-key]public-key-code begin

RSA key code view: return to last view with "public-key-code end".
IHEENAIRIBREIEE R AT

[MSR-rsa-key-code]30818602 818062CF E079DC75 0296B626 17B90530 3470676C
[MSR-rsa-key-code]1475FEB5 13DC9A54 07DA9A63 F5EE69B8 82CF15E3 1835FDF2
[MSR-rsa-key-code]C527F1B4 11278117 2F7B8BDE 65EFFF78 6C0A885D 10A93315
[MSR-rsa-key-code]204A2C12 81636A4C 5541941F 33813E77 08F11EDD D7B1336C
[MSR-rsa-key-code] ABBD81C6 7A97C3FF 84A465F2 274D5F22 AEF1BOCD E46FC791
[MSR-rsa-key-code]17DC4A54 A3EOACA9 2FC36652 9DBB0201 25

I/5ERE A TRRENS

[MSR-rsa-key-code]public-key-code end

IGER AN SASERY

[MSR-rsa-public-key]peer-public-key end

MSREIE RS2 EIES I \EFihKeyGen.exe I AH

/MBI XHSINBREIARE, ERENAIsshkeytE N A FEEIKHRS

[msr]rsa peer-public-key msr import sshkey msr

MSRXHERCERIA
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#
I RECERF#E/5
configure-user count 5
#
rsa peer-public-key msr
public-key-code begin
308186
028180
62CFE079 DC750296 B62617B9 05303470 676C1475 FEB513DC 9A5407DA 9A63F5EE
69B882CF 15E31835 FDF2C527 F1B41127 81172F7B 8BDE65EF FF786C0OA 885D10A9
3315204A 2C128163 6A4C5541 941F3381 3E7708F1 1EDDD7B1 336 CABBD 81C67A97
C3FF84A4 65F2274D 5F22AEF1 BOCDE46F C79117DC 4A54A3E0 ACA92FC3 66529DBB
0201
25
public-key-code end
peer-public-key end
#
interface Ethernet0/0
port link-mode route
ip address 1.0.0.1 255.255.255.0

#

//SSHERSS2RECE

ssh server enable

/7B FEAFclient1 SECA$Emsr

ssh user client1 assign rsa-key msr
/ISSHEFFF client! RISRATAUEZEE Frsa
ssh user client1 authentication-type rsa
/ISSHEEF client1 YIRS ZEEY stelnet, BNLETelnet
ssh user client1 service-type stelnet

#

user-interface vty 0 4

INyE R HEER {Taaal i
authentication-mode scheme
INBEEFRAFI%R5)

user privilege level 3
#

Putty S EASANHER TR

FTFPuttyGen.exe, HRIETERBFSH, MEFEMSSH2 RSARIH, BRKE
1024, #AfEEGenerate

PuTTY Key Generator : x|
Public: and private key generation for PuT TY
—Key
Mo key.
—Actions
Generate a public/private key pair
Load an existing private key file Load
Save the generated key Save public key | Save private key |
r—Parameters
Tuvpe of key to generate:
 55H1 [R5a)  S5H2 DSA
MNumber of bits in & generated key |1 024

mifiGeneratefm, FHAEMZRY, XM IETHEERIFMEAIERNRER)



PuTTY Key Generator ) x|

Public and private key generation for PuTTY
T Key

Flease generate some randomness by moving the mouse over the blank area,

e

 Actions

Generate a public/private key pair
Load an existing private key file Load |

Save the generated key Save public key | Save private key |

i~ Parameters

Type of key to generate:
= S5HT (REAT ¢ SSHIRSA &) 55H2 D54

Mumber of bits in & generated key: |1 24

BIANERZERE—LERMER, RIIFERELBNFAR, DIEXIMANZEHSa
ve public keyF1Save private key

PuTTY Key Generator ) x|

Public and private key generation for PuTTY

ey
Public: key for pasting into OpenSSH authorized_keyps2 file:

sshrza ;I
44448 3NzaCl polE AAARIDALAIEAIR 20E 3G 8PR gsbzR L Ay BAGWBD v M 24T a
KpnGUsiaBw3F 3D t0odprh8sp 3 S 2ECul LWwiG 1 BzP s+ KINVPT K muaz 0]
wELUYE eCPSupker+pgws+zS ka2 /b0R pd ) b+iwd3zaptDAT 1 mkzUR sFeHMER +CG 16
K.o= rza-key-200B0926 LI

Keu fingerprint: |ssh-rsa 1024 Ve:b2:4d:d7: 57 de: 2a:81: 72:e6:d5:53:b:ba:54: 0d
Kew comment: |rsa-key-2DDBDS2B
Kew passphrase: I

Confirm pazzphraze:; I

— Actions

Generate a public/private key pair Generate |
Load an existing private key file Load |
Save the generated key Save public key | i

i~ Parameters

Type of key to generate:
= 55H1 [REA) ¢ SSH2RSA  55H2 pSA

Mumber of bits in & generated key: |1 024

REAR, FEMAFTHREFEER, IMFENQ/PTLIEE EEZIIEHEE, BH
E2EIE(E rsa peer-public-keyi#{TS I ABIE, RILARR#{THEIEETIE

Save public key as: ) 2| x|
BHFED: [ sspurty EHl o2 cmE-

plthy exe
plUthygen.exe
sshkey.exe

Im sr

JriE
BFFZEE 1): M1 Files

= BEF 5 |
=

HiH

A

REFAANEES, XERKBEREMPITLRER, XREXR, EFE



PuTTYgen Warning ] X]

‘5 Are you sure you want to save this key
< without a passphrase to protect it?

T 2w ] =v |

IR METREER

Save private key as: 2| x|
{RFHE @):\E SSH-putty ;j] e

Codekey exe

E Modified bt

El Criginal bt

El Criginal _IPv6_FIB txt

plthy exe

plUthygen.exe
sshkey.exe

IthE W fpe =l 1277 (5) |
s [ECENETEEER - | Bl

4
B PuttyGenERAI AN SBRFEBEEEFASRANERY, WstHe, BT ESSHKey.exe
, RENSEIERAAN S, Mg

£z ssh key convert - X|
SSHARAIHEE © e |
|
- E R ERRSAZER
w00 | |
#re | |
5 T TE
=

SIENNERIRRIIINE, EEAIEREIIRSANE, RERFEEIEENABRE



&z ssh key convert | X|

SSHAEAT I : sge |

ID Dhzoftware\SSH-put tyhmsr

~EE R ERIRS AL

-~
50818702 51810095 1DE41301 BC3DIGEC BF34540E STFIG0LE J
OBS9ESCE BEEZACTIA FEIAZASS DOS31SEA C3TITTOE D3ASTEOA L C) J
E1FZCCET 25526327 SS560E4E 42BS5206 SSEDTOCC FEZESEFF _—
E1FGAZOD S4FD4A0A EBE3D1SE FOI0BS1S E49TGZED ZEASZOEA
FEABOCEC FE34A46E BFDED11A 4025EF96 SFTCECCA DSS04F59
SCCIM46C 1SESCTI0 A4TEOSED TABOATOZ 0125

#Ee | |
=
EEEELTIER
——-— BEGIN 55HZ FUBLIC EEY ———- :I
Comment: “rza-ley—Z00B0926"

ARAESHzaC ] w2 EARMARTOARATEAT RPOESGSFRgsbzRUS] £xYBAGHD j DvaTMZw T a
EpnfUziBwSF30t0odprhsy3 TV T4V EE tCul L1 G15zF sulvttEIHVE 1 Emuaz
0¥ j#ELUY t TeCTSupKer +paw s+ z3ka?, bORpATbHE 1325y tOAT M zUR<F e  HWER+
CiE16YEe=

——-- END 55HZ FUBLIC EEY ————

]

RFFEIREIIA BT LA SRS TR T Y, ERSHESR IR A SEEEIN
TEHEREIFSSH User, PCRIRLMERSSHEHTERT , IAIFEEITHPutty.exe,
WNTEFIEESSHIRSSSS (MSR) fuitht, w0, AREIALINEFMAISSH->Auth

' X
Categony:
B S_ession - | Basic options for your PuT T zession |
a1 L.Dglglng — Specify your connection by hast narme or IP address
= Terminal
Host Mame [or IP address] Port
- Keyboard
- Bell 1o |2
- Features Frotocal:
[ Wfindaw = Baw ¢ Telnet ¢ Rlogin | S5H
- Appearance B i
B ek Load, save or delete a stored session
. Tranzlation Saved Sessions
- Selection
+~ Colours Diefault Settings il |
[=- Connection 5452 =
- Data 5455 T |
- Prosy 5456 =
- Telnet Delete |
- Rlogin
= 55H
ien Cloge window on exit:
[E —  Alwayz  © Mever % Only on clean exit
ERvIE]
- Tunnels LI
About | Open I Lancel |

FAuthTUE S, FEEFFAH, NTFERTR, AEHALREOpenERSSHIRSEE T

o

Categony:
- Session - | Options controlling S5H authentication |
a1 L.oglglng r&uthentication methods
= Terminal
- Keyhoard [~ Attempt TIS or CryptoCard auth (SSH-1)
- Bell W Atternpt "keyboard-interactive auth [S5H-2]
W’ Zeatures — Authentication p ‘
o --I-nAT:gearance [~ &llow agent forwarding
B Shatiin |_ Aillow attn-ampted changes ?f uzername in S5H-2
- Translation = 1
- Selection ID:\software'\SSH-putty\pc |
- Colours
[=- Connection
- Data
- Prowy
- Telnet
- Rlogin

Open Lancel




/Y. EoEKiEs:

1) MSR_EFEA A METARY;

2) PC_EtFEEAMRSAZIERY, aNfEMAPutty B HIPuttyGen + SSHKey;

3) MSR ERTLAUEII XS INSSHISHHIAEE, BRILUEE XFHEMERSAISTAIA,
BIMSREC B <20 LAZIEE—;

4) SSHANSERFIEERNE;

5) BEREFIAEER K Arsa,
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