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[SecPath100F]dis cur
#
sysname SecPath100F
#

firewall packet-filter enable

firewall packet-filter default permit

#

insulate

#
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connection-limit enable

/R EE R acl PHIHR AN R %

connection-limit default deny

/IR FIFIECA_LIRI950, TR 920

connection-limit default amount upper-limit 50 lower-limit 20

#

/InatEZ AT FERIL Y

nat address-group 1 202.38.2.2 202.38.2.5

#

firewall statistic system enable

/IR E PR E P I 75 %, udpBrBIE A EE15%, icmpBrsHIE R L 5%
1, HEFHEE10%BEPIES, 2100t T—KnERit

firewall statistic system flow-percent tcp 70 udp 15 icmp 5 alternation 10 time 10

/IR ETCIFAINCPIZEFEEAT LR 94577, TIR94075

firewall statistic system connect-number tcp high 450000 low 400000
VXTET HEIRAIFTIR & EH E A

firewall statistic warning-level drop

#

radius scheme system

#

domain system

#
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JEEE SRS EIFIFXT192.168.1.0/24 R BAGE it nat ¥/
acl number 2000
rule 0 permit source 192.168.1.0 0.0.0.255 time-range study

rule 1 deny
#
/BN EIE IR B

connection-limit policy 1

//ER#192.168.1.0/24 /I EREF TNBFHIEES LR 7950, THR7930
limit 1 acl 2000 per-source amount 50 30
#

interface Aux0

async mode flow

#

interface Ethernet0/0

#

interface Ethernet0/1

ip address 192.168.1.1 255.255.255.0

#

interface Ethernet0/2

#

interface Ethernet0/3

#

interface Ethernet1/0

ip address 202.38.1.1 255.255.255.252
#

interface Ethernet1/1

ip address 202.38.2.1 255.255.255.0
/B TnattElE

nat outbound 2000 address-group 1

#

interface Ethernet1/2

#

interface Encrypt2/0

#

interface NULLO

#

NI IFLPIRIATIEIER

time-range study 08:00 to 17:00 working-day
#

firewall zone local

set priority 100

#

firewall zone trust

//#Eeth0/1 IO 151

add interface Ethernet0/1

set priority 85
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statistic enable ip outzone
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statistic connect-speed ip outzone tcp high 3000 low 2500
statistic connect-speed ip outzone udp high 2500 low 2000
#

firewall zone untrust

/{Feth1/1 JIAIFFSIEEE

add interface Ethernet1/1

set priority 5

#

firewall zone DMZ

//&eth1/0JIADMZE%,

add interface Ethernet1/0

set priority 50
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statistic enable zone inzone
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statistic connect-number zone inzone tcp high 200000 low 150000
statistic connect-number zone inzone udp high 150000 low 100000
#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ
#

firewall interzone trust untrust
#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust
#

nat connection-limit-policy 1
#

user-interface con 0
user-interface aux 0
user-interface vty 0 4
authentication-mode none
user privilege level 3

#

return
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