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[Quidway]dis cu
#
sysname Quidway
#
ike local-name beijing
#

firewall packet-filter enable

firewall packet-filter default permit

#

insulate

#

undo connection-limit enable

connection-limit default deny

connection-limit default amount upper-limit 50 lower-limit 20
#

firewall statistic system enable

#

radius scheme system

#

domain system

#

ike peer shanghai /ZEXIKE PEER shanghai
exchange-mode aggressive /| BRE 9 EFE R,
pre-shared-key 12345 /EIETREEH

id-type name /IDZEF 55 F
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remote-name shanghai /XI5 S shanghai

nat traversal //ZIFNATEEH

#

ike peer wuhan /ZEXIKE PEER wuhan
exchange-mode aggressive /| BpE BTl
pre-shared-key 12345 Vin=iE= ot
id-type name /IDZEF 9 Z Z
remote-name wuhan /X5 wuhan
nat traversal /ZFFNATE

#

ipsec proposal p1 NEXR ZEHEN

#

ipsec policy-template temp_shanghai /&N &L ERKEHR
ike-peer shanghai /i FFHIIKE
proposal p1 V0d:: e = =10

#

ipsec policy-template temp_wuhan 1
NENXZEFRMEIEMR temp_wuhan

ike-peer wuhan /I EHIIKE
proposal p1 V== =10
#

ipsec policy policy1 1 isakmp template temp_wuhan
NEX TR A=A i R Rktemp_wuhan
#

ipsec policy policy1 2 isakmp template temp_shanghai
VBN L L 55 5E — 5K fiRtemp_wuhan
#

interface Aux0

async mode flow

#

interface Ethernet0/0

ip address 202.38.1.1 255.255.255.0
ipsec policy policy1

#

interface Ethernet0/1

#

interface Ethernet0/2

#

interface Ethernet0/3

#

interface Ethernet1/0

#

interface Ethernet1/1

#

interface Ethernet1/2

#

interface NULLO

#

interface LoopBack0

ip address 10.1.1.1 255.255.255.0

#

firewall zone local

set priority 100
#
firewall zone trust

add interface Ethernet0/0

set priority 85
#
firewall zone untrust

set priority 5
#
firewall zone DMZ

set priority 50
#



firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ

#

firewall interzone trust untrust
#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust
#

ip route-static 10.1.2.0 255.255.255.0 202.38.1.2 preference 60
ip route-static 10.1.3.0 255.255.255.0 202.38.1.3 preference 60
#

user-interface con 0
user-interface aux 0
user-interface vty 0 4

#

return

[Quidway]

HiXphkESecPath 100FR&HEIE
Quidway]dis cu

#

sysname Quidway

#

ike local-name wuhan

#

firewall packet-filter enable

firewall packet-filter default permit
#

insulate

#

undo connection-limit enable
connection-limit default deny
connection-limit default amount upper-limit 50 lower-limit 20
#

firewall statistic system enable

#

radius scheme system

#

domain system

#

ike peer 1 NENIKE PEER
exchange-mode aggressive VA H=wok sy
pre-shared-key 12345 /| BEE T Z A
id-type name /IDZEF 9 Z =
remote-name beijing /X5 F 7 beijing
remote-address 202.38.1.1 Vhou7iica

nat traversal //ZFENATE

#

ipsec proposal p1 NEXRZLIEN

#

ipsec policy policy1 1 isakmp IEN T TRME
security acl 3000 WEX e
ike-peer 1 /T FBAIIKE
proposal p1 V7= e =0

#

acl number 3000

rule 0 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
rule 1 deny ip

#

interface Aux0



async mode flow

#

interface Ethernet0/0

ip address 172.16.1.1 255.255.255.0
ipsec policy policy1

#

interface Ethernet0/1

#

interface Ethernet0/2

#

interface Ethernet0/3

#

interface Ethernet1/0

#

interface Ethernet1/1

#

interface Ethernet1/2

#

interface NULLO

#

interface LoopBack0

ip address 10.1.2.1 255.255.255.0
#

firewall zone local

set priority 100

#

firewall zone trust

add interface Ethernet0/0
set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ
#

firewall interzone trust untrust
#

firewall interzone trust DMZ
#

firewall interzone DMZ untrust
#

ip route-static 0.0.0.0 0.0.0.0 172.16.1.2 preference 60
#

user-interface con 0
user-interface aux 0
user-interface vty 0 4

#

return

[Quidway]

LigBAikiBSecPath 100FR&HE
Quidway]dis cu

#

sysname Quidway

#

ike local-name shanghai

#



firewall packet-filter enable

firewall packet-filter default permit

#

insulate

#

undo connection-limit enable

connection-limit default deny

connection-limit default amount upper-limit 50 lower-limit 20
#

firewall statistic system enable

#

radius scheme system

#

domain system

#

ike peer 1 NENIKE PEER
exchange-mode aggressive / BlE Bt
pre-shared-key 12345 /| BOE TR EESH
id-type name VIDE<:y o=t
remote-name beijing /X5 F 7 beijing
remote-address 202.38.1.1 Voor iy

nat traversal /ZFENAT R

#

ipsec proposal p1 NEXRZEHEN

#

ipsec policy policy1 1 isakmp VBN RS
security acl 3000 WER L SHET
ike-peer 1 /I FFHIIKE

proposal pi /BRI Z e

#

acl number 3000

rule 0 permit ip source 10.1.3.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
rule 1 deny ip

#

interface Aux0

async mode flow

#

interface Ethernet0/0

ip address 172.16.1.1 255.255.255.0
ipsec policy policy1

#

interface Ethernet0/1

#

interface Ethernet0/2

#

interface Ethernet0/3

#

interface Ethernet1/0

#

interface Ethernet1/1

#

interface Ethernet1/2

#

interface NULLO

#

interface LoopBackO

ip address 10.1.3.1 255.255.255.0
#

firewall zone local

set priority 100

#

firewall zone trust

add interface Ethernet0/0
set priority 85



#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ
#

firewall interzone trust untrust
#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust
#

ip route-static 0.0.0.0 0.0.0.0 172.16.1.2 preference 60
#

user-interface con 0
user-interface aux 0
user-interface vty 0 4

#

return

[Quidway]

M., EEXEATXEGS
ipsec policy-template temp_shanghai 1 /ZENZLRAET temp_shanghai

ike-peer shanghai /I EHIIKE
proposal p1 V7= e =13
#

ipsec policy-template temp_wuhan 1
NEN L L FMAZHT temp_wuhan

ike-peer wuhan /I BHIIKE
proposal p1 Vi o= =3
#

ipsec policy policy1 1 isakmp template temp_wuhan

NEX L L ERIEH 57 i ktemp_wuhan

#

ipsec policy policy1 2 isakmp template temp_shanghai

NEXR L IRIES _SHRLT FF#Rtemp_wuhan

#
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