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#
sysname Center

#

ike local-name center /Fiyikeflocal-nameg: center/
#

routerid 1.1.1.1

#

radius scheme system

#

domain system

#

ike peer branch1 ELERSER1HTike peer/
exchange-mode aggressive & EIPSecHEFFERTTV/
pre-shared-key abc [RHE=EZE /9abe/

id-type name R FAE keI 2 {ERIRYID/
remote-name branch1 13 ER1 R Ibranch1/

#

ike peer branch2 [ECER S ERkike peer/

exchange-mode aggressive
pre-shared-key abc

id-type name

remote-name branch2

#

ipsec proposal 1 /TE X ipsec proposal/

#

ipsec policy center 10 isakmp  /BECEZISER1Ripsec policy/
security acl 3001 AERERERIEFTS | BRI EIEEIFIRS/
ike-peer branch1 /5| Fike peer/

proposal 1 /5| Bipsec proposal/

#

ipsec policy center 20 isakmp  /Z|53EB2AIECEFN D E0 1 AIECE SRV
security acl 3002
ike-peer branch2

proposal 1

#

acl number 3001 IEXMHLEIS EBTRIGRESIERY
rule 0 permit gre source 202.101.1.2 0 destination 202.101.2.2 0
acl number 3002 X MFIGESS SRR GRESUETR/

rule 0 permit gre source 202.101.1.2 0 destination 202.101.3.2 0
#

interface Serial2/0

link-protocol ppp

ip address 202.101.1.2 255.255.255.252

ipsec policy center AEARH O _ERAIPSec policy/
#
interface Tunnel0 [EEER OIS ER1 ZIERIGRE tunnel/

ip address 10.0.0.1 255.255.255.252

source 202.101.1.2

destination 202.101.2.2

#

interface Tunnelt [EEEROFISER22Z 1ERIGRE tunnel/
ip address 10.0.0.5 255.255.255.252

source 202.101.1.2

destination 202.101.3.2

#

interface NULLO

#

interface LoopBack0

ip address 1.1.1.1 255.255.255.255

#

interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0 /FR/HI Ak dtbiit/
#

ospf 1

area 0.0.0.10 /53 EB1EFarea 10/
network 10.0.0.0 0.0.0.3

#

area 0.0.0.20 /5> ER2fE Farea 20/
network 10.0.0.4 0.0.0.3

#

area 0.0.0.0 /&R E Farea 0/

network 1.1.1.1 0.0.0.0

network 192.168.1.0 0.0.0.255

#

ip route-static 0.0.0.0 0.0.0.0 202.101.1.1 preference 60
#

user-interface con 0

user-interface vty 0 4

#

return
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#
sysname Branch1

#

ike local-name branchf /53 EB1f0ikefYlocal-nameg: branch1/
#

radius scheme system

#

domain system

#

ike peer center EEEEIF O Hike peer/
exchange-mode aggressive AR EBIPSecHEFERAT/
pre-shared-key abc [FREE24B F9abe/

id-type name EREFE ket EIEFEFEERAYID/
remote-name center iR F Acenter/

remote-address 202.101.1.2 [ /9202.101.1.2 (RO EIARItEIE) /
#

ipsec proposal 1 /B M ipsec proposal/

#

ipsec policy branch1 10 isakmp  /EZ&EZI(lipsec policy/
security acl 3001 NSRS RIS | FBREIRIERIZIRS/
ike-peer center /5| Hike peer/

proposal 1 /5| FBipsec proposal/

#

acl number 3001 [EMX NS EBIE R ORIGRESWR Y

rule 0 permit gre source 202.101.2.2 0 destination 202.101.1.2 0
#

interface Serial2/0

link-protocol ppp

ip address 202.101.2.2 255.255.255.252

ipsec policy branch1 AELAMHE O R AIPSec policy/
#
interface Tunnel0 /BB S ER1F0H 2 ERIGRE tunnel/

ip address 10.0.0.2 255.255.255.252

source 202.101.2.2

destination 202.101.1.2

#

interface NULLO

#

interface LoopBack0

ip address 2.2.2.2 255.255.255.255

#

interface Ethernet0/0 [ECE D EB1RIAIRIEIL/
ip address 192.168.2.1 255.255.255.0

#

ospf 1

area 0.0.0.10 /53ER1 @ Farea 10/
network 2.2.2.2 0.0.0.0

network 10.0.0.0 0.0.0.3

network 192.168.2.0 0.0.0.255

#

ip route-static 0.0.0.0 0.0.0.0 202.101.2.1 preference 60
#

user-interface con 0

user-interface vty 0 4

#

return
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#
sysname Branch2

#

ike local-name branch1 /55 EB2ikefllocal-nameg: branch2/
#

radius scheme system

#

domain system

#

ike peer center [EEEEIF O Hike peer/
exchange-mode aggressive  /iREIPSecHFFEEH T/
pre-shared-key abc AR =2248 f9abe/

id-type name SR FE ket RIS 2 {ERAYID/
remote-name center AtimREIEF Acenter/

remote-address 202.101.1.2  /XJuzAIHBHE/202.101.1.2(FR /ORI A RIHBE)/
#

ipsec proposal 1 /7 Xipsec proposal/

#

ipsec policy branch1 10 isakmp /EZEZI(Mipsec policy/
security acl 3001 AEERERIEFTS | BREEEHFIRS/
ike-peer center /5| FBike peer/

proposal 1 /5| Fipsec proposal/

#

acl number 3001 ITEX 53 EB2RLRIGRESIERY

rule 0 permit gre source 202.101.3.2 0 destination 202.101.1.2 0
#

interface Serial2/0

link-protocol ppp

ip address 202.101.3.2 255.255.255.252

ipsec policy branch2 FELARIEA_ERZFBIPSec policy/
#

interface Tunnel0 B EB1FIF 2 [EAIGRE tunnel/
ip address 10.0.0.6 255.255.255.252

source 202.101.3.2

destination 202.101.1.2

#

interface NULLO

#

interface LoopBack0

ip address 3.3.3.3 255.255.255.255

#

interface Ethernet0/0 [EEEDFR1RIPIRIIELL

ip address 192.168.3.1 255.255.255.0

#

ospf 1

area 0.0.0.20 /53 ER2/E Farea 20/

network 3.3.3.3 0.0.0.0

network 10.0.0.4 0.0.0.3

network 192.168.3.0 0.0.0.255

#

ip route-static 0.0.0.0 0.0.0.0 202.101.3.1 preference 60

#

user-interface con 0

user-interface vty 0 4

#

return
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1. b EJike sa RE:

disp ike sa

connection-id peer flag phase doi
4 202.101.3.2 RD 1 IPSEC
5) 202.101.3.2 RD 2 IPSEC
2 202.101.2.2 RD 1 IPSEC
3 202.101.22 RD 2 IPSEC

flag meaning

RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO—TIMEOUT

2. Fuly ERIIPSec salk:
disp ipsec sa

Interface: Serial2/0/0
path MTU: 1500




IPsec policy name: "center"
sequence number: 10
mode: isakmp
connection id: 3
encapsulation mode: tunnel
perfect forward secrecy: None
tunnel:
local address: 202.101.1.2
remote address: 202.101.2.2
flow: (72 times matched)
sour addr: 202.101.1.2/255.255.255.255 port: 0 protocol: GRE
dest addr: 202.101.2.2/255.255.255.255 port: 0 protocol: GRE

[inbound ESP SAs]
spi: 1168206412 (0x45a16a4c)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887434028/3365
max received sequence-number: 33
udp encapsulation used for nat traversal: N

[outbound ESP SAs]
spi: 2150942891 (0x8034c8ab)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887433260/3365
max sent sequence-number: 36

udp encapsulation used for nat traversal: N

IPsec policy name: "center"
sequence number: 20
mode: isakmp
connection id: 4
encapsulation mode: tunnel
perfect forward secrecy: None
tunnel:
local address: 202.101.1.2
remote address: 202.101.3.2
flow: (73 times matched)
sour addr: 202.101.1.2/255.255.255.255 port: 0 protocol: GRE
dest addr: 202.101.3.2/255.255.255.255 port: 0 protocol: GRE

[inbound ESP SAs]
spi: 2624895419 (0x9c74b9bb)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887433796/3385
max received sequence-number: 35
udp encapsulation used for nat traversal: N

[outbound ESP SAs]
spi: 1281853764 (0x4c678944)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887432856/3385
max sent sequence-number: 39

udp encapsulation used for nat traversal: N

3. RLERER

disp ip rout

Routing Table: public net

Destination/Mask Protocol Pre Cost Nexthop Interface
0.0.0.0/0 STATIC 60 0O 202.101.1.1  Serial2/0/0

1.1.1.1/32 DIRECT 0 0 127.0.0.1 InLoopBack0

2.2.2.2/32 OSPF 10 1563 10.0.0.2 Tunnel0



81813I8/32 OSPF 10 1563 10.0.0.6 Tunnelt
10.0.0.0/30 DIRECT 0 0 10.0.0.1 Tunnel0
10.0.0.1/32 DIRECT 0 0 127.0.0.1 InLoopBack0
10.0.0.4/30 DIRECT 0 O 10.0.0.5 Tunnell
10.0.0.5/32 DIRECT 0 O 127.0.0.1 InLoopBack0
127.0.0.0/8 DIRECT 0 0 127.0.0.1 InLoopBack0
127.0.0.1/32 DIRECT 0 0 127.0.0.1 InLoopBack0
192.168.1.0/24 DIRECT 0 O 192.168.1.1  LoopBack10
192.168.1.1/32 DIRECT 0 O 127.0.0.1 InLoopBack0
192.168.2.0/24 OSPF 10 1563 10.0.0.2 Tunnel0
192.168.3.0/24 OSPF 10 1563 10.0.0.6 Tunnell
202.101.1.0/30 DIRECT 0 0 202.101.1.2  Serial2/0/0
202.101.1.1/32 DIRECT 0 O 202.101.1.1  Serial2/0/0
202.101.1.2/32 DIRECT 0 0 127.0.0.1 InLoopBack0
4. 5EB1RYke safkE:
disp ike sa
connection-id peer flag phase doi
2 202.101.1.2 RD|ST 1 IPSEC
3 202.101.1.2 RDIST 2 IPSEC

flag meaning
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO—TIMEOUT

5. 5EB1Aipsec saik7:
disp ipsec sa

Interface: Serial2/0/0
path MTU: 1500

IPsec policy name: "branch1"
sequence number: 10
mode: isakmp
connection id: 3
encapsulation mode: tunnel
perfect forward secrecy: None
tunnel:
local address: 202.101.2.2
remote address: 202.101.1.2
flow: (82 times matched)
sour addr: 202.101.2.2/255.255.255.255 port: 0 protocol: GRE
dest addr: 202.101.1.2/255.255.255.255 port: 0 protocol: GRE

[inbound ESP SAs]
spi: 2150942891 (0x8034c8ab)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887433256/3293
max received sequence-number: 42

udp encapsulation used for nat traversal: N

[outbound ESP SAs]
spi: 1168206412 (0x45a16a4c)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887432880/3293
max sent sequence-number: 41
udp encapsulation used for nat traversal: N

6. EBIAIEREER:
disp ip rout
Routing Table: public net



Destination/Mask Protocol Pre Cost

0.0.0.0/0
1.1.1.1/32
2.2.2.2/32
3.3.3.3/32
10.0.0.0/30
10.0.0.2/32
10.0.0.4/30
127.0.0.0/8
127.0.0.1/32
192.168.1.0/24
192.168.2.0/24
192.168.2.1/32
192.168.3.0/24
202.101.2.0/30
202.101.2.1/32
202.101.2.2/32

(12%]

Nexthop Interface
STATIC 60 0O 202.101.2.1  Serial2/0/0
OSPF 10 1563 10.0.0.1 Tunnel0
DIRECT 0 O 127.0.0.1 InLoopBack0
OSPF 10 3125 10.0.0.1 Tunnel0
DIRECT 0 O 10.0.0.2 Tunnel0
DIRECT 0 O 127.0.0.1 InLoopBack0
OSPF 10 3124 10.0.0.1 Tunnel0
DIRECT 0 0 127.0.0.1 InLoopBack0
DIRECT 0 0 127.0.0.1 InLoopBack0
OSPF 10 1563 10.0.0.1 Tunnel0
DIRECT 0 O 192.168.2.1 LoopBack10
DIRECT 0 O 127.0.0.1 InLoopBack0
OSPF 10 3125 10.0.0.1 Tunnel0
DIRECT 0 O 202.101.2.2  Serial2/0/0
DIRECT 0 O 202.101.2.1  Serial2/0/0
DIRECT 0 O 127.0.0.1 InLoopBack0

1. IPSec -Over-GREFIGRE-Over-IPSec/A R & FHIXEIH:

GRE-Over-IPSec IPSec-Over-GRE
ACLEX GREZUER ARIEHER
Ike peerdiigiEIremote- | XI5 RiitiE 375 GRE tunnelitik
address
RIIRO 2RO GRE tunnel -

2. BASEFIEZ EEIOSPFISERSINE, MRREEFOSPFISERES

BB BB EC B RS ER .

[CenterfigE]

ip route-static 192.168.2.0 255.255.255.0 Tunnel 0 preference 60
ARIAEB1 ARIRSEEE M tunnel OZE/
ip route-static 192.168.3.0 255.255.255.0 Tunnel 1 preference 60
AR5 B2 AIEHE Mtunnel 13/

[5E81EE]

ip route-static 192.168.1.0 255.255.255.0 Tunnel 0 preference 60
ARG RIRIRIEEE M tunnel OZE/

[538B2EEE]

ip route-static 192.168.1.0 255.255.255.0 Tunnel 0 preference 60
AR RIFSERE Mtunnel OZE/
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