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1. S8500fcE

<S8505>dis cu

#

config-version S8500-VRP310-r1271

#

sysname S8505

#

super password level 1 cipher O5(Yal!$LR+Q="Q MAF4<1!l
#

local-server nas-ip 127.0.0.1 key huawei
#

Xbar load-single

#

router route-limit 128K

router VRF-limit 256

#
secblade aggregation slot 2 /N ERER RS, BAFE
#

radius scheme system

server-type huawei

primary authentication 127.0.0.1 1645
primary accounting 127.0.0.1 1646
user-name-format without-domain
#

domain system
vlan-assignment-mode integer
access-limit disable

state active

idle-cut disable


https://zhiliao.h3c.com/User/other/0

self-service-url disable

domain default enable system

#

vian 1

#

vlan 30 //BlfF#EVIan30, vian40, vian50, vian60
#

vlan 40

#

vlan 50

#

vlan 60

#

interface Vlan-interface30 Ve IZIZES

ip address 30.0.0.254 255.255.255.0

#

interface Vlan-interface40 //'5SecBladeJE3=/ZFF 00
ip address 40.0.0.2 255.255.255.0

#

interface Aux0/0/1

#

interface M-Ethernet0/0/0

#

interface Ethernet4/1/1 //eth4/1/172 /9

port access vlan 30

#

interface Ethernet4/1/2 /eth4/1/2125Mx

port access vlan 60

#

interface Ethernet4/1/3 //eth4/1/3#ZDMZAREEES
port access vlan 50

interface NULLO

#

ip route-static 0.0.0.0 0.0.0.0 40.0.0.1 preference 60 /iEITESH, 1+ HIMIHIEHEE
Z48Secblade

#

user-interface con 0

user-interface aux 0

user-interface vty 0 4

#

secblade module secblade

security-vlan 50 60 /Vlan50, 60fEXsecurity-vian, 5FESMNIFIDMZEGEHEEZSecBlade

secblade-interface Vlan-interface40  //vlan405S8500-5SecBladeffIE8=/Z#
0

map to slot 2 //SecBladetieE2 E1E (i
#
return

2. SecBladefit&:

[SecBlade_FW]dis cu

#

sysname SecBlade_FW

#

firewall packet-filter enable

firewall packet-filter default permit /&SR E AR E FIpermit
#

firewall statistic system enable



#

radius scheme system

#

ike peer secpath //BpEike peer
pre-shared-key 1234

remote-address 60.0.0.60

#

ipsec proposal 1 //Ep&ipsec proposal
#

ipsec policy test 1 isakmp /B ipsec policy

security acl 3000
ike-peer secpath

proposal 1
#
acl number 3000 /EERIPRIEIET

rule 0 permit ip source 30.0.0.0 0.0.0.255 destination 70.0.0.0 0.0.0.255
acl number 3001

rule 0 deny ip source 30.0.0.0 0.0.0.255 destination 70.0.0.0 0.0.0.255//:# & F~ZXTipsectRAFBIZIH
nat#£ig

rule 1 permit ip source 40.0.0.0 0.255.255.255

rule 2 permit ip source 30.0.0.0 0.255.255.255

#

interface Aux0

async mode flow

#

interface Ethernet0/1

#

interface Ethernet0/2

#

interface Ethernet0/3

#

interface GigabitEthernet0/0

#

interface GigabitEthernet0/0.1 /5885006995517
ip address 40.0.0.1 255.255.255.0

vlan-type dot1q vid 40
#

interface GigabitEthernet0/0.2 /ENEEL]

ip address 60.0.0.1 255.255.255.0

vlan-type dot1q vid 60

nat outbound 3001 //fBnat

nat server protocol tcp global 60.0.0.2 ftp inside 50.0.0.50 ftp /Z7&natserver
ipsec policy test /7 fHipsec S

#

interface GigabitEthernet0/0.3  /DMZX1#SERVERHI/I
ip address 50.0.0.1 255.255.255.0

vlan-type dot1q vid 50

#

interface NULLO

#

firewall zone local

set priority 100

#

firewall zone trust O Z X1
add interface GigabitEthernet0/0.1

set priority 85

#

firewall zone untrust

add interface GigabitEthernet0/0.2
set priority 5

#

firewall zone DMZ

add interface GigabitEthernet0/0.3
set priority 50



#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ

#

firewall interzone trust untrust
#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust
#

ip route-static 0.0.0.0 0.0.0.0 60.0.0.60 preference 60 /22 \PBIHbE EEH
ip route-static 30.0.0.0 255.255.255.0 40.0.0.2 preference 60 //ZAI/IH IR
#

user-interface con 0
user-interface aux 0
authentication-mode password
user-interface vty 0 4
authentication-mode scheme
#

return

[SecBlade_FW]

3. SecPath100FECE

<Quidway>dis cu

#

sysname Quidway

#

firewall packet-filter enable

firewall packet-filter default permit /BT R E RN IR & Fpermit
#

insulate

#

undo connection-limit enable
connection-limit default deny
connection-limit default amount upper-limit 50 lower-limit 20
#

firewall statistic system enable

#

radius scheme system

#

domain system

#

ike peer secblade /B Eike peer
pre-shared-key 1234

remote-address 60.0.0.1

#
ipsec proposal 1 //BpEipsec proposal
#
ipsec policy test 1 isakmp /B &ipsec policy

security acl 3000
ike-peer secblade

proposal 1
#
acl number 3000 /ipsecEEE(RIFRIEHE 7

rule 0 permit ip source 70.0.0.0 0.0.0.255 destination 30.0.0.0 0.0.0.255
#

interface Aux0

async mode flow



#

interface Ethernet0/0

#

interface Ethernet0/1

#

interface Ethernet0/2

#

interface Ethernet0/3

#

interface Ethernet1/0

ip address 60.0.0.60 255.255.255.0
ipsec policy test //fi7fBipsec F&HE
#

interface Ethernet1/1

#

interface Ethernet1/2

#

interface Encrypt2/0

#

interface NULLO

#

interface LoopBack1

ip address 70.0.0.1 255.255.255.0
#

firewall zone local

set priority 100

#

firewall zone trust

add interface Ethernet1/0
set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ
#

firewall interzone trust untrust
#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust
#

ip route-static 0.0.0.0 0.0.0.0 60.0.0.1 preference 60 VE i) g =riades]
#

user-interface con 0
user-interface aux 0
user-interface vty 0 4

#

return

<Quidway>

<Quidway>
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