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1. SecPath1000FfY+EEE
#
sysname Quidway
#
firewall packet-filter enable
firewall packet-filter default permit

#
firewall statistic system enable IIERERgITIhEE, YRER
#

interface GigabitEthernet0/0

ip address 172.16.1.1 255.255.255.0
#

interface GigabitEthernet0/1

ip address 202.38.1.1 255.255.255.0
#

interface GigabitEthernet1/0

ip address 192.168.1.1 255.255.255.0
#

firewall zone trust

add interface GigabitEthernet1/0

set priority 85

#

firewall zone untrust

add interface GigabitEthernet0/1

set priority 5

#

firewall zone DMZ

add interface GigabitEthernet0/0

set priority 50

statistic enable ip inzone /AEDMZIX 3SR A0 Pt 17451t

#

firewall defend syn-flood enable /IIBFasyn-floodIZ5 A3 EINRE

firewall defend syn-flood zone DMZ max-rate 200 tcp-proxy /XIDMZXi#{Tsyn-
floodILERIR, BFPEEERENEBIT 200/ Ftcp-proxy PR /R ELERE
#
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RBEERENSER, PiXIEF=4 K& Session:

<Quidway>dis firewall session table IEEMXIERTE
Total session number: 3085 //syn-floodIZHF=43085NiF

tcp:172.16.1.99:2230<--202.38.1.2:4277
tcp:172.16.1.99:2229<--202.38.1.2:4276
tcp:172.16.1.99:2231<--202.38.1.2:4278
tcp:172.16.1.99:2233<--202.38.1.2:4280
tcp:172.16.1.99:2232<--202.38.1.2:4279
tcp:172.16.1.99:2235<--202.38.1.2:4282
tcp:172.16.1.99:2234<--202.38.1.2:4281
tcp:172.16.1.99:2236<--202.38.1.2:4283
tcp:172.16.1.99:2238<--202.38.1.2:4285
<Quidway>dis firewall statistic system defend  /EAE L ESIT
Display firewall defend statistic:
SYN-flood, 0 time(s)
total, 0 time(s)
BEWELIFERE, kg4, ESession:
<Quidway>dis firewall session table
Total session number: 2
NBT datagram:202.38.1.255:138<--202.38.1.2:138
NBT name:202.38.1.255:137<--202.38.1.2:137
<Quidway>dis firewall statistic system defend  /EAEENFEST
Display firewall defend statistic:
SYN-flood, 4 time(s)
total, 4 time(s)
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3. Web Serverfili@4E
RBEENTIReRINE, KEIXEHIES:

[ER3syn-floodIZERTTEE, WEIRDHIEIEE:



M. EBEXER

1. {#FE“EasyToolKit"gl, W/liZaE dotnetix.exe”F1“WinPcap”;
2, ER MWIRFHEHRITIRE;

3. Syn-floodFFE/E, Ekikmax-ratef&10000,
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