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#
sysname Quidway
#
firewall packet-filter enable
firewall packet-filter default permit

#

firewall statistic system enable e BE BRI IEE
#

firewall blacklist enable /B PRRZRTEE

firewall blacklist 202.38.1.99 IFEIRINEIRGREE
#

interface GigabitEthernet0/0

ip address 172.16.1.1 255.255.255.0

#

interface GigabitEthernet0/1

ip address 192.168.1.1 255.255.255.0

#

firewall zone trust

add interface GigabitEthernet0/0

set priority 85

#

firewall zone untrust

add interface GigabitEthernet0/1

set priority 5

statistic enable ip outzone IR AR S MERIPSETT IR
#

firewall defend ip-sweep max-rate 300 blacklist-timeout 15 //Bt&ip-sweepPF @M
firewall defend port-scan max-rate 300 blacklist-timeout 10 //Bt&port-scanf53E/E

s
#
[Quidway]dis firewall blacklist item /[BRBBEERR

Firewall blacklist item :
Current manual insert items : 1
Current automatic insert items : 2

Need aging items : 2

IP Address  Insert reason Insert time Age time(minutes)


https://zhiliao.h3c.com/User/other/0

202.38.1.99 Manual 2006/10/11 08:30:22 Permanent
192.168.1.2  Port Scan 2006/10/11 08:59:53 10
192.168.1.2 IP Sweep 2006/10/11 09:55:13 15

[Quidway]dis firewall statistic system defend /B RKHEBTEStT
Display firewall defend statistic:

IP-sweep, 2 time(s)
TCP port-scan, 2 time(s)
UDP port-scan, 0 time(s)

total, 4 time(s)
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1. EEREEHAEERIPRITINEE;

2. {#EFA“EasyToolKit"gl, WiRZe%E dotnetfx.exe’F1‘WinPcap”;
3. 2B T™RIRFESITINRE;
4.  max-rateZXIA{E/94000;
5. BUARIMNEZE,
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