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<Quidway>

#

pki entity server #PKISLIAEE, IMALE 7725 PKI Domain PRGSERS
F—FE

common-name local_ca

| EMPKI Domain

#

pki domain Ins #Domain&#i
ca identifier ts-sec HEECafiRS RIS
certificate request url http://1.1.1.1 HIFBIERURL, oI{FEEES
certificate request from ra HIETIFB R EK A
certificate request entity server #HELkSecPathig KiEH
crl check disable #RBUFBIE S ZEATEE

| EIRSALERL. FARTEYS
[Quidway]rsa local-key-pair create

HRErsalZEIREL /910241
Input the bits in the modulus[default = 512]:1024
I FIENHEAMIERERER

[Quidway]pki request-certificate domain Ins pkcs10
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I BidtitpiEtRiEBca.cerflSecPathfIABiF Blocal.cer H{EF|SecPathdh
| Himport-certificate SNFRIEF

[Quidway]pki import-certificate ca domain Ins der filename ca.cer
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[Quidway]pki import-certificate local domain Ins der filename local.cer
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[Quidway]dis cur

#

sysname Quidway



#
12tp enable
#
ike local-name Ins
#
firewall packet-filter enable
firewall packet-filter default permit
#
insulate
#
undo connection-limit enable
connection-limit default deny
connection-limit default amount upper-limit 50 lower-limit 20
#
firewall statistic system enable
#
pki entity server
common-name local_ca
#
pki domain Ins
ca identifier ts-sec
certificate request url http://1.1.1.1
certificate request from ra
certificate request entity server
crl check disable
#
radius scheme system
#
domain system
ip pool 1 192.168.0.2 192.168.0.10
#
local-user ftp
password simple ftp
service-type ftp
local-user test
password simple 1234
level 3
service-type ppp
local-user wujiyu
password simple 1234
service-type ppp
#
ike proposal 1
authentication-method rsa-signature
#
ike peer lac
exchange-mode aggressive
remote-name lac
certificate domain Ins
#
ipsec proposal 1
#
ipsec policy-template temp 1
ike-peer lac
proposal 1
#
ipsec policy Ins 1 isakmp template temp
#
interface Virtual-TemplateO
ppp authentication-mode pap
ip address 192.168.0.1 255.255.255.0
#
interface Aux0
async mode flow



#

interface Ethernet0/0

ip address 1.0.0.1 255.0.0.0
ipsec policy Ins

#

interface Ethernet0/1

#

interface Ethernet0/2

#

interface Ethernet0/3

#

interface Ethernet1/0

#

interface Ethernet1/1

#

interface Ethernet1/2

#

interface Encrypt2/0

#

interface NULLO

#

interface LoopBack1

#

firewall zone local

set priority 100

#

firewall zone trust

add interface Ethernet0/0
add interface Virtual-Template0
set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ
#

firewall interzone trust untrust
#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust
#

12tp-group 1

allow [2tp virtual-template 0 remote lac
tunnel password simple 12345
tunnel name Ins
#

user-interface con 0
user-interface aux 0
user-interface vty 0 4
#

return
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