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1. BhXiESecPath 100FRAEE
wuhan>dis cu

#

sysname wuhan

#

ike local-name wuhan
#

firewall packet-filter enable
firewall packet-filter default permit
#

insulate

#

undo connection-limit enable
connection-limit default deny
connection-limit default amount upper-limit 50 lower-limit 20
#

dialer-rule 1 ip permit

#

firewall statistic system enable

#

radius scheme system

#

domain system

#

ike peer 1 NEREIKES#(
exchange-mode aggressive /| BEE B E Rt

pre-shared-key 12345 Vin=s ==t
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id-type name /IDEFR/EF
remote-name beijing /XS F/beijing
remote-address 202.38.1.1 /X TiIP

nat traversal /I FFNAT S

#

ipsec proposal p1 NEXR Z2HEN

#

ipsec policy policy1 1 isakmp IEXN LT
security acl 3001 NEX LG
ike-peer 1 /I FFEIIKE
proposal p1 V075 e =0
#

acl number 3000 NEX _LRIFIACL

rule 0 deny ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
rule 1 permit ip source 192.168.2.0 0.0.0.255

acl number 3001 /BN IPSecHJACL

rule 0 permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
#

interface Aux0
async mode flow
#

interface Dialer1 NEXKE
link-protocol ppp

ppp pap local-user 123 password simple 123 /[ ERIEF IS
mtu 1450 NEXMTU

ip address ppp-negotiate JENX Bl

dialer user test

dialer-group 1

dialer bundle 1

nat outbound 3000

ipsec policy policy1

#

interface Ethernet0/0
pppoe-client dial-bundle-number 1 /ESE ]
#

interface Ethernet0/1

ip address 192.168.2.1 255.255.255.0

#

interface Ethernet0/2

#

interface Ethernet0/3

#

interface Ethernet1/0

#

interface Ethernet1/1

#

interface Ethernet1/2

#

interface NULLO

#

interface LoopBackO

ip address 10.1.2.1 255.255.255.0

#

firewall zone local

set priority 100

#

firewall zone trust

add interface Ethernet0/0

add interface Ethernet0/1

add interface Dialer1

set priority 85

#

firewall zone untrust

set priority 5



#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ
#

firewall interzone trust untrust
#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust
#

ip route-static 0.0.0.0 0.0.0.0 Dialer 1 preference 60
#

user-interface con 0
user-interface aux 0
user-interface vty 0 4

#

return

<wuhan>

2. BpkiESecPath 1000F AT E
[beijing]dis cu

#

sysname beijing

#

ike local-name beijing

#

firewall packet-filter enable

firewall packet-filter default permit
#

undo connection-limit enable
connection-limit default deny
connection-limit default amount upper-limit 50 lower-limit 20

#

firewall statistic system enable

#

radius scheme system

#

domain system

#

ike peer 1 /EBIKES#]
exchange-mode aggressive /| BRE BT,
pre-shared-key 12345 /B ERREEST
id-type name /IDEF/EZ
remote-name wuhan /X5 F A wuhan
nat traversal //HFENATEitl

#

ipsec proposal p1 NEXZEHEN

#

ipsec policy-template temp 1 NEXR T FRHERIR
ike-peer 1 /i FBRIIKE

proposal pi /BRI E e

#

ipsec policy policy1 1 isakmp template temp /BN &L EREIEF L EMEER
#

acl number 3000 NEN FRIFIACL

rule 0 deny ip source 192.168.1.0 0.0.0.255 destination 192.168.2.0 0.0.0.255

rule 1 permit ip source 192.168.1.0 0.0.0.255



acl number 3001 JEXNAT SERVERHAJACL

rule 0 deny ip source 192.168.0.0 0.0.255.255 destination 192.168.0.0 0.0.255.2
55

rule 1 permit ip

#

interface Aux0

async mode flow

#

interface GigabitEthernet0/0

ip address 202.38.1.1 255.255.255.0

nat outbound 3000

nat server 3001 protocol tcp global current-interface ftp inside 192.168.1.2 ft
p

ipsec policy policy1

#

interface GigabitEthernet0/1

ip address 192.168.1.1 255.255.255.0

#

interface GigabitEthernet1/0
#

interface GigabitEthernet1/1

#

interface Encrypt2/0

#

interface NULLO

#

interface LoopBackO

ip address 10.1.1.1 255.255.255.0
#

firewall zone local

set priority 100

#

firewall zone trust

add interface GigabitEthernet0/0
add interface GigabitEthernet0/1
set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ

#

firewall interzone trust untrust
#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust
#

ip route-static 0.0.0.0 0.0.0.0 202.38.1.2 preference 60
#

user-interface con 0
user-interface aux 0
user-interface vty 0 4

#

return



[beijing]

M. BREXESMXREGS

1.IPSecE BEER T EREIRAIECEFINATERHM.

2ERBERREMESO, RSOFMLLKOMEIE.

3.ACLAYHITE, EMAIACLFINAT SERVERAIACLESEFNARMMERZ BRI EHER .



	SecPath 防火墙 IPSec VPN ADSL拨号NAT穿越模板方式典型配置

