(31" SecPathffiki&IPSec over GRE + OSPFEAEIFLE
FWE 2006-10-16 K

SecPathfXiEIPSec over GRE + OSPF
HBYFE

—. ERBR
SER1AN ERE T B &I PSechI A TUEERFly, RAIIPSEC -Over-GRERIST, 7Etunnel LizfTOSP
FHMSRECIS SR S 2 B B,

=. HWE
SecPath1000F( i )
VRP:3.40 ESS1604
E0/0 192.168.1.1
E1/0 202.1.1.2

E0/0 192.168.2.1 E0/0 192.168.3.1
SecPath100F(%5 #61) SecPath100F (%5 #52)
VRP:3.40 E551604 VRP:3.40 E551604

=, HERE

RERpA K i SecPath 1000FRARE
center>dis cu

#

sysname center

#

ike local-name center /g vikefglocal-name
#

routerid 1.1.1.1

#

firewall packet-filter enable

firewall packet-filter default permit

#

undo connection-limit enable

connection-limit default deny

connection-limit default amount upper-limit 50 lower-limit 20

#

firewall statistic system enable

#

radius scheme system

#

domain system

#

ike peer branch1 /B EE7E51 Hiike peer
exchange-mode aggressive /IREIPSec HEF &S
pre-shared-key abc /RRERHE yabe
id-type name /EFEIDZER 5 F/
remote-name branch1 /15 E81 595 = 9branch 1
remote-address 10.1.1.2 Wiay=ig) a5t

#
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ike peer branch2 //ERE R E52H ike peer

exchange-mode aggressive /IREIPSec HEFE Tl
pre-shared-key abc /R ZEAH  abe

id-type name /EFEIDE 55 F

remote-name branch2 /15 EB81H95 F Fbranch1
remote-address 10.1.2.2 /155581 Bt AE

#

ipsec proposal 1 //ZEXipsec proposal

#

ipsec policy branch1 10 isakmp //EREE 7551 Hipsec policy

security acl 3000
ike-peer branch1

proposal 1
#
ipsec policy branch2 10 isakmp /ECE 5 EB2H ipsec policy

security acl 3001

ike-peer branch2

proposal 1

#

acl number 3000

rule 0 permit ip source 192.168.1.0 0.0.0.255 destination 192.168.2.0 0.0.0.255
acl number 3001

rule 0 permit ip source 192.168.1.0 0.0.0.255 destination 192.168.3.0 0.0.0.255
#

interface Aux0

async mode flow

#

interface GigabitEthernet0/0

ip address 192.168.1.1 255.255.255.0

#

interface GigabitEthernet0/1

ip address 202.1.1.1 255.255.255.0

#

interface GigabitEthernet1/0
#

interface GigabitEthernet1/1
#

interface Encrypt2/0
#

interface Tunnel0 /I E81.2/EIHIGRE tunnel

ip address 10.1.1.1 255.255.255.0
source 202.1.1.1
destination 202.1.1.2

ipsec policy branch /i FBIPSec
#
interface Tunneld /BB IR ER1. 2 /EHIGRE tunnel

ip address 10.1.2.1 255.255.255.0
source 202.1.1.1
destination 202.1.1.3

ipsec policy branch2 /7 fHIPSecFRmE
#

interface NULLO

#

interface LoopBackO

ip address 1.1.1.1 255.255.255.255
#

firewall zone local

set priority 100

#

firewall zone trust

add interface GigabitEthernet0/0



add interface GigabitEthernet0/1

add interface TunnelO

add interface Tunnell

set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust

#

firewall interzone local DMZ

#

firewall interzone trust untrust

#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust

#

ospf 1

area 0.0.0.10 /155581 /EFarea 10
network 10.1.1.0 0.0.0.255

#

area 0.0.0.20 /5252 /& Farea 20
network 10.1.2.0 0.0.0.255

#

area 0.0.0.0 /iEBEFarea 0
network 1.1.1.1 0.0.0.0
network 192.168.1.0 0.0.0.255

#

user-interface con 0

user-interface aux 0

user-interface vty 0 4

#

return

<center>

SER1BEKESecPath 100FRELELE

[branch1]dis cu

#

sysname branch1

#

ike local-name branch1 /15 581H8ikefdlocal-name

#

router id 2.2.2.2

#

firewall packet-filter enable

firewall packet-filter default permit

#

insulate

#

firewall statistic system enable

#

radius scheme system

#

domain system

#

ike peer center //BRE B ke peer
exchange-mode aggressive /iR EIPSec HEFE T,
pre-shared-key abc /=R H abe
id-type name /FFEZEE Jgabe



remote-name center /XTI F A center

remote-address 10.1.1.1 /XS imgHEAE75202.101.1.1

#

ipsec proposal 1 //ZEX ipsec proposal

#

ipsec policy brach1 10 isakmp /EEE L ipsec policy
security acl 3000 IIEER LRG| FEHTBIEHE#F 2 S
ike-peer center //5fHike peer

proposal 1 //5|Hlipsec proposal

#

acl number 3000

rule 0 permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
#

interface Aux0

async mode flow

#

interface Ethernet0/0

ip address 192.168.2.1 255.255.255.0
#

interface Ethernet0/1

#

interface Ethernet0/2

#

interface Ethernet0/3

#

interface Ethernet1/0

ip address 202.1.1.2 255.255.255.0

#

interface Ethernet1/1

#

interface Ethernet1/2

#

interface Tunnel0

ip address 10.1.1.2 255.255.255.0
source 202.1.1.2

destination 202.1.1.1

ipsec policy bracht /EREL FR7FHIPSec policy
#

interface NULLO
#

interface LoopBackO

ip address 2.2.2.2 255.255.255.255
#

firewall zone local

set priority 100

#

firewall zone trust

add interface Ethernet0/0
add interface Ethernet1/0
add interface TunnelO

set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50
#
firewall interzone local trust
#
firewall interzone local untrust



#
firewall interzone local DMZ
#
firewall interzone trust untrust
#
firewall interzone trust DMZ
#
firewall interzone DMZ untrust
#
ospf 1
area 0.0.0.10
network 2.2.2.2 0.0.0.0
network 10.1.1.0 0.0.0.255
network 192.168.2.0 0.0.0.255
#
user-interface con 0
user-interface aux 0
user-interface vty 0 4
#
return
[branch1]
SERBA X i SecPath 100F R EIE
<brach2>dis cu
#
sysname brach2
#
ike local-name branch2
#
router id 3.3.3.3
#
firewall packet-filter enable
firewall packet-filter default permit
#
insulate
#
firewall statistic system enable
#
radius scheme system
#
domain system
#

/15 EB2H ke Jlocal-name

ike peer center
exchange-mode aggressive
pre-shared-key abc

id-type name

remote-name center
remote-address 10.1.2.1
#
ipsec proposal 1
#

ipsec policy branch2 10 isakmp

security acl 3000
ike-peer center
proposal 1

#

acl number 3000

rule 0 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.255

#

interface Aux0
async mode flow

#

interface Ethernet0/0

/ECEEHHike peer
/IREIPSec AT
/R EEAH gabe
/L A ike IEBHIID/

/X TS F center
(XSRS FE Acenter

//EXipsec proposal

/EREE 1 Hipsec policy
HEEL LRSS HETBIEE #I5 S

//5|/Hike peer

//5[fHipsec proposal

ip address 192.168.3.1 255.255.255.0



#

interface Ethernet0/1

#

interface Ethernet0/2

#

interface Ethernet0/3

#

interface Ethernet1/0

ip address 202.1.1.3 255.255.255.0

#

interface Ethernet1/1

#

interface Ethernet1/2

#

interface Tunnel0

ip address 10.1.2.2 255.255.255.0
source 202.1.1.3

destination 202.1.1.1

ipsec policy branch2 /TEREC] FJi7FFIPSec policy
#

interface NULLO

#

interface LoopBack0

ip address 3.3.3.3 255.255.255.255
#
firewall zone local

set priority 100
#
firewall zone trust

add interface Ethernet0/0
add interface Ethernet1/0
add interface Tunnel0

set priority 85
#
firewall zone untrust

set priority 5
#
firewall zone DMZ

set priority 50
#
firewall interzone local trust
#
firewall interzone local untrust
#
firewall interzone local DMZ
#
firewall interzone trust untrust
#
firewall interzone trust DMZ
#
firewall interzone DMZ untrust
#
ospf 1

area 0.0.0.20

network 3.3.3.3 0.0.0.0

network 10.1.2.0 0.0.0.255

network 192.168.3.0 0.0.0.255
#
user-interface con 0
user-interface aux 0
user-interface vty 0 4
#
return



<brach2>
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1. ECEfRIPSecHIEHEREFAMATIIIIL,
2. ECEOSPFABEREAMEORUIHE,

3. EETUNNELO_ERZFBIPSec policy
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