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SecPath1000F-A SecPath1000F-B
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‘Win2003 CA
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YEF7R, SecPath1000F-AZE5SecPath1000F-BEIZETIERAIVPN,
BAFhRAGDT :

SecPath1000F-A: VRP 3.40 ESS 1604;

SecPath1000F-B: VRP 3.40 ESS 1604;
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EN PKI Domain

pki domain 8042.com //Domain& &

ca identifier h3c /fcafRE5FEHIE TR

certificate request url http://1.1.1.20/certsrv/imscep/mscep.dll /HITFZE 71K, URLEITEIERLIFR
RS FEAIURL

certificate request from ra //Windows2003{X 5 FFRAKETL

certificate request entity 1kf-2

crl check disable

PKISE{ABLE

pki entity 8042.com  /PKIEZLIFEIE, IHAFEFHZSPKI Domain FRISERE #i—1F
common-name SecPath 1kf-2
locality ShangDi

state Beijing

country CN

fqdn 1kf-2.8042.com
BIIRSALER L. FAZAYS
[Quidway]rsa local-key-pair create
5INCARSSZIED

[Quidway] pki retrieval-certificate ca domain 1

EERSFICAERRIEXNES—E, BAYE, BHEEMN5INCAILES
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HISERBSENIES
[Quidway] pki request-certificate domain 1

PrXkiEBSEREMERE, RBER. (XECARSHREENEMAMIERIER. WRCARSER
ENEERMAEDN, BHSFESHRNERZ GG, TEFINELMRANES. )

REERE

Bki% SecPath1000F-ARRAEIS
SecPath1000F-A>dis cu

#

sysname SecPath1000F-A

#

firewall packet-filter enable

firewall packet-filter default permit

#

undo connection-limit enable
connection-limit default deny
connection-limit default amount upper-limit 50 lower-limit 20
#

firewall statistic system enable

#

pki entity 1kf-2

common-name SecPath 1kf-2
locality ShangDi

state Beijing

country CN

fqdn 1kf-2.8042.com

#

pki domain 8042.com

ca identifier h3c

certificate request url http://202.1.1.1/certsrv/mscep/mscep.dll

certificate request from ra
certificate request entity 1kf-2
crl check disable

#

radius scheme system

#

domain system

#

#

ike proposal 2
authentication-method rsa-signature
encryption-algorithm 3des-cbc
dh group5

#

ike peer peer

remote-address 202.38.162.1
certificate domain 8042.com

#

ipsec proposal pro

transform ah-esp

esp authentication-algorithm md5
#

ipsec policy pol 1 isakmp
security acl 3000

ike-peer peer

proposal pro

#
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acl number 3000

rule 1 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.2
55

#

interface Aux0

async mode flow

#

interface GigabitEthernet0/0

ip address 202.38.163.1 255.255.255.0
ipsec policy pol

#

interface GigabitEthernet0/1

ip address 10.1.1.1 255.255.255.0
#

interface GigabitEthernet1/0

ip address 192.168.1.2 255.255.255.0
#

interface GigabitEthernet1/1

#

interface Encrypt2/0

#

interface NULLO

#

firewall zone local

set priority 100

#

firewall zone trust

add interface GigabitEthernet0/0
add interface GigabitEthernet0/1
add interface GigabitEthernet1/0
add interface GigabitEthernet1/1
set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust

#

firewall interzone local DMZ

#

firewall interzone trust untrust

#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust

#

ip route-static 0.0.0.0 0.0.0.0 202.38.163.2 preference 60

#

firewall defend syn-flood zone local
#

user-interface con 0

user-interface aux 0

user-interface vty 0 4

#

return

Bhki% SecPath1000F-BRIRAE S
SecPath1000F-B>dis cu

#



sysname SecPath1000F-B

#

firewall packet-filter enable
firewall packet-filter default permit
#

connection-limit disable
connection-limit default deny
connection-limit default amount upper-limit 50 lower-limit 20
#

firewall statistic system enable

#

pki entity 1kf-2

common-name SecPath 1kf-2
locality ShangDi

state Beijing

country CN

fadn 1kf-2.8042.com

#

pki domain 8042.com

ca identifier h3c

certificate request url http://202.1.1.1/certsrv/mscep/mscep.dll certificate request from ra
certificate request entity 1kf-2

crl check disable

#

radius scheme system

#

domain system

#

ike proposal 2
authentication-method rsa-signature
encryption-algorithm 3des-cbc

dh group5

#

ike peer peer

remote-address 202.38.163.1
certificate domain 8042.com

#

ipsec proposal pro

transform ah-esp

esp authentication-algorithm md5
#

ipsec policy pol 1 isakmp

security acl 3000

ike-peer peer

proposal pro

#

acl number 3000

rule 1 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.2
55

#

interface Aux0

async mode flow

#

interface Ethernet1/0

#

interface GigabitEthernet0/0

ip address 202.38.162.1 255.255.255.0
ipsec policy pol

#

interface GigabitEthernet0/1

ip address 10.1.2.1 255.255.255.0
#

interface Encrypt2/0

#
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interface NULLO

#

firewall zone local

set priority 100

#

firewall zone trust

add interface GigabitEthernet0/0
add interface GigabitEthernet0/1
set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust
#

firewall interzone local DMZ

#

firewall interzone trust untrust
#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust
#

ip route-static 0.0.0.0 0.0.0.0 202.38.162.2 preference 60
#

user-interface con 0
user-interface aux 0
user-interface vty 0 4

#

return
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