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SecPath1000F-ARYRAEE

sysname Secpath1000F-A

#

super password level 3 cipher OUMIK%F<+$[Q="Q MAF4<1!!
#

12tp enable

#

ike local-name zongbu

#

firewall packet-filter enable

firewall packet-filter default permit

#

undo connection-limit enable

connection-limit default deny

connection-limit default amount upper-limit 50 lower-limit 20
#

vrrp ping-enable //71Fping VRRPHIEZAIEHF
#

firewall statistic system enable

#

radius scheme system

#

domain system

ip pool 1172.16.1.3 172.16.1.254

#

local-user telnet

password simple telnet

service-type telnet


https://zhiliao.h3c.com/User/other/0

local-user test
password simple test
service-type ppp

#

ike dpd 1 /G Hike dpd (death peer dection) Lfigg
#

ike peer fenbu //Elf#Zike peer, 7 fenbu
exchange-mode aggressive / (EHEFE T,
pre-shared-key 123456 /TR /9123456

id-type name NEREZHTt

remote-name fenbu N SR ke B 9558
local-address 202.1.1.1 /IR B MEE ke FHERLIHIF
nat traversal INEBENATESEETIEE

dpd 1 /5 fFdpd 1

#

ipsec card-proposal 1 /I BIE— NG F 1 REINEFHIZ2FER (B
VA BRIFESPK. DESHIZE;%, MD5%%

/FE%, )

use encrypt-card 2/0

#

ipsec policy-template fenbu 1 /I BIEE F A fenbulG&K £ EREIEHR
ike-peer fenbu //5 |fHikeXTZ A fenbu

proposal 1 Vx5l

#

/B J9z0ngbuFt 5 | FHIE IR IenbuR R £ AR
ipsec policy zongbu 1 isakmp template fenbu
#

acl number 3500 ViEl it =l
rule 0 deny tcp source-port eq 3127

rule 1 deny tcp source-port eq 1025

rule 2 deny tcp source-port eq 5554

rule 3 deny tcp source-port eq 9996

rule 4 deny tcp source-port eq 1068

rule 5 deny tcp source-port eq 135

rule 6 deny udp source-port eq 135

rule 7 deny tcp source-port eq 137

rule 8 deny udp source-port eq netbios-ns

rule 9 deny tcp source-port eq 138

rule 10 deny udp source-port eq netbios-dgm
rule 11 deny tcp source-port eq 139

rule 12 deny udp source-port eq netbios-ssn
rule 13 deny tcp source-port eq 593

rule 14 deny tcp source-port eq 4444

rule 15 deny tcp source-port eq 5800

rule 16 deny tcp source-port eq 5900

rule 18 deny tcp source-port eq 8998

rule 19 deny tcp source-port eq 445

rule 20 deny udp source-port eq 445

rule 21 deny udp source-port eq 1434

rule 30 deny tcp destination-port eq 3127

rule 31 deny tcp destination-port eq 1025

rule 32 deny tcp destination-port eq 5554

rule 33 deny tcp destination-port eq 9996

rule 34 deny tcp destination-port eq 1068

rule 35 deny tcp destination-port eq 135

rule 36 deny udp destination-port eq 135

rule 37 deny tcp destination-port eq 137

rule 38 deny udp destination-port eq netbios-ns
rule 39 deny tcp destination-port eq 138

rule 40 deny udp destination-port eq netbios-dgm
rule 41 deny tcp destination-port eq 139



runy udp destination-port eq netbios-ssn

rule 43 deny tcp destination-port eq 593

rule 44 deny tcp destination 4444

rule 45 deny tcp destination-port eq 5800

rule 46 deny tcp destination-port eq 5900

rule 48 deny tcp destination-port eq 8998

rule 49 deny tcp destination-port eq 445

rule 50 deny udp destination-port eq 445

rule 51 deny udp destination-port eq 1434

rule 52 permit ip

#

interface Virtual-Template1

ppp authentication-mode pap

ip address 172.16.1.1 255.255.255.0

remote address pool 1

#

interface Aux0

async mode flow

#

interface Ethernet1/0

#

interface GigabitEthernet0/0

descriptiont to WAN"

ip address 202.1.1.2 255.255.255.0

undo ip fast-forwarding Vs e

vrrp vrid 1 virtual-ip 202.1.1.1 / JEFVRRPIMKE, Elins: 202.1.1.1
vrrp vrid 1 priority 110 //VRRPIMXE1HILSER H7110

// VRRPKE18REFGigabitEthernet 0/1H9AZS, 21Edown T, JWESERIEA90 (110 - 20)
vrrp vrid 1 track GigabitEthernet0/1 reduced 20

ipsec policy zongbu /TEIZIEL_F 7 Hipsec&gzongbu

#

interface GigabitEthernet0/1

description "Connect to gongsi LAN"

tcp mss 1024

ip address 10.35.100.195 255.255.255.0

undo ip fast-forwarding

vrrp vrid 2 virtual-ip 10.35.100.194 // /S/VRRPHMKE2, kE#lipy: 10.35.100.194
vrrp vrid 2 priority 110 //VRRPEIXE1HIESER H4110

// VRRPIE2RExGigabitEthernet 0/1H94XZS, 2IEdown T, TESERIEA90 (110 - 20)

vrrp vrid 2 track GigabitEthernet0/0 reduced 20
firewall packet-filter 3500 inbound/XAA [JEEH 173500891 &
#

interface Encrypt2/0

#

interface NULLO

#

firewall zone local

set priority 100

#

firewall zone trust

add interface GigabitEthernet0/0
add interface GigabitEthernet0/1
add interface Virtual-Template1
set priority 85

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust



#

firewall interzone local DMZ

#

firewall interzone trust untrust

#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust

#

12tp-group 1

undo tunnel authentication

allow [2tp virtual-template 1 remote lac

#

ip route-static 0.0.0.0 0.0.0.0 202.1.1.254 preference 60
ip route-static 10.0.0.0 255.0.0.0 10.35.100.193 preference 60
ip route-static 192.168.1.0 255.255.255.0 202.1.1.254 preference 60
#

SecPath1000F-BRYRZEE

#

sysname Secpath1000F-B

#

super password level 3 cipher OUMIK%F<+$[Q="Q MAF4<1!!
#

12tp enable

#

ike local-name zongbu

#

firewall packet-filter enable

firewall packet-filter default permit

#

undo connection-limit enable

connection-limit default deny

connection-limit default amount upper-limit 50 lower-limit 20
#

vrrp ping-enable /17 tping VRRPESZEIHEAF
#

firewall statistic system enable

#

radius scheme system

#

domain system

ip pool 1172.16.1.3 172.16.1.254

#

local-user telnet

password simple telnet

service-type telnet

local-user test

password simple test

service-type ppp

#

ike dpd 1 //jE/Hike dpd (death peer dection) ITfgE
#

ike peer fenbu //EY#Eike peer, & Jfenbu

exchange-mode aggressive / (EfFEFEIZTL
pre-shared-key 123456  /fiIt=27£59123456
id-type name NEFEF

remote-name fenbu N5 SR ike 2 558
local-address 202.1.1.1 /i€ EXHEE ikeAT{EBHEA]

nat traversal INEBENATEFEETIEE
dpd 1 //3fBdpd 1
#

ipsec card-proposal 1 //BIEE—NEFA1:RBINIEFHIZEIEN (B
/AEERIFESPIX. DESHIZE;%. MD53%
/IFEA, )



use encrypt-card 1/0

#

ipsec policy-template fenbu 1 //8lE & FAfenbufy &2 IR
ike-peer fenbu /5 |[Bike XA fenbu

proposal 1 Vel 0

#

/B Fzongbut 5 | BIERTenbulliE 2 RS
ipsec policy zongbu 1 isakmp template fenbu//
#

acl number 3500 Vicledigg=ahil el e el
rule 0 deny tcp source-port eq 3127

rule 1 deny tcp source-port eq 1025

rule 2 deny tcp source-port eq 5554

rule 3 deny tcp source-port eq 9996

rule 4 deny tcp source-port eq 1068

rule 5 deny tcp source-port eq 135

rule 6 deny udp source-port eq 135

rule 7 deny tcp source-port eq 137

rule 8 deny udp source-port eq netbios-ns

rule 9 deny tcp source-port eq 138

rule 10 deny udp source-port eq netbios-dgm
rule 11 deny tcp source-port eq 139

rule 12 deny udp source-port eq netbios-ssn
rule 13 deny tcp source-port eq 593

rule 14 deny tcp source-port eq 4444

rule 15 deny tcp source-port eq 5800

rule 16 deny tcp source-port eq 5900

rule 18 deny tcp source-port eq 8998

rule 19 deny tcp source-port eq 445

rule 20 deny udp source-port eq 445

rule 21 deny udp source-port eq 1434

rule 30 deny tcp destination-port eq 3127

rule 31 deny tcp destination-port eq 1025

rule 32 deny tcp destination-port eq 5554

rule 33 deny tcp destination-port eq 9996

rule 34 deny tcp destination-port eq 1068

rule 35 deny tcp destination-port eq 135

rule 36 deny udp destination-port eq 135

rule 37 deny tcp destination-port eq 137

rule 38 deny udp destination-port eq netbios-ns
rule 39 deny tcp destination-port eq 138

rule 40 deny udp destination-port eq netbios-dgm
rule 41 deny tcp destination-port eq 139

rule 42 deny udp destination-port eq netbios-ssn
rule 43 deny tcp destination-port eq 593

rule 44 deny tcp destination-port eq 4444

rule 45 deny tcp destination-port eq 5800

rule 46 deny tcp destination-port eq 5900

rule 48 deny tcp destination-port eq 8998

rule 49 deny tcp destination-port eq 445

rule 50 deny udp destination-port eq 445

rule 51 deny udp destination-port eq 1434

rule 52 permit ip

#

interface Virtual-Template1

ppp authentication-mode pap

ip address 172.16.1.2 255.255.255.0

remote address pool 1

#

interface Aux0

async mode flow

#

interface GigabitEthernet0/0



description "Connect to WAN"

ip address 202.1.1.3 255.255.255.0

undo ip fast-forwarding VeSS

vrrp vrid 1 virtual-ip 202.1.1.1 / JEHVRRPIINE, Eiliosy: 202.1.1.1

vrrp vrid 1 track GigabitEthernet0/1 reduced 20/VRRPHIMKE1A9L554K 77110

// VRRPIKE 1 ERERGigabitEthernet 0/1894K7S, 2IEdownT, JWESERIE90 (110 - 20)
ipsec policy zongbu /TEIZHE O L fFipsec s zongbu

interface GigabitEthernet0/1

description "Connect to gongsi LAN"

tcp mss 1024

ip address 10.35.100.196 255.255.255.248

undo ip fast-forwarding VES =l 3

vrrp vrid 2 virtual-ip 10.35.100.194 // JF/VRRPIMYET, E#lio s 202.1.1.1

vrrp vrid 2 track GigabitEthernet0/0 reduced 20/VRRPHMXE1HIE55K 75110

// VRRPHKE18RERGigabitEthernet 0/1594AZS, 2EdownT, TWESERIEA90 (110 - 20)
firewall packet-filter 3500 inbound/XAA [J&HEH 173500891 &

#

interface Encrypt2/0

#

interface NULLO

#

firewall zone local

set priority 100

#

firewall zone trust

add interface GigabitEthernet0/0

add interface GigabitEthernet0/1

set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust

#

firewall interzone local DMZ

#

firewall interzone trust untrust

#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust

#

12tp-group 1

undo tunnel authentication

allow [2tp virtual-template 1 remote lac

#

ip route-static 0.0.0.0 0.0.0.0 202.1.1.254 preference 60
ip route-static 10.0.0.0 255.0.0.0 10.35.100.193 preference 60
ip route-static 192.168.1.0 255.255.255.0 202.1.1.254 preference 60
#

snmp-agent

snmp-agent local-engineid 000007DB7F00000100001631
snmp-agent community read huawei
snmp-agent sys-info version all

#

ntp-service unicast-server 10.16.100.238
#

user-interface con 0



user-interface aux 0

user-interface vty 0

authentication-mode scheme

user-interface vty 1 4

set authentication password cipher 0.2%C_.$8>K9llU(@"<GB!!!
#

return

SecPath10F-JIANGXIFRAE S

sysname secpath10-jiangxi

#

ike local-name fenbu

#

firewall packet-filter enable

firewall packet-filter default permit

#

undo connection-limit enable

connection-limit default deny

connection-limit default amount upper-limit 50 lower-limit 20
#

dialer-rule 1 ip permit

#

firewall statistic system enable

#

radius scheme system

#

domain system

#

local-user admin

password cipher .J@USE=B,53Q="Q MAF4<1!!
service-type telnet terminal

level 3

service-type ftp

#

ike dpd 1 //[EHike dpd (death peer dection) Ifi5E

#

ike peer zongbu //Zlf#Zike peer, £ 74zongbu
exchange-mode aggressive/[&HEF =L

pre-shared-key 123456/t =25£H7123456

id-type name /@S ERST

remote-name zongbu /FgEHTEFAIzongbu
remote-address 202.1.1.1/5 iz ZipsecH it 7202.1.1.1
nat traversal  /{ZBENATESEHTIEE

dpd 1 //5|fBdpd 1

#

ipsec proposal 1 /BIZE—NEFNRIZLEIEN (HINERFESPIX. DESIIEEZ. MD5IZIEE
)

#

ipsec policy fenbu 1 isakmp/BIZE#E Afenbuf &L %R
security acl 3000 //5/fH& & 9acl 3000 ENXATE
ike-peer zongbu /5 /fHikeXTEEkzongbu

proposal 1 /5 EEEN

#

dhcp server ip-pool 1

network 192.168.1.0 mask 255.255.255.248

gateway-list 192.168.1.1

dns-list 202.96.128.68

#

acl number 3000 /BYEE1/E/E#)512£3000

rule 0 permit ip source 192.168.1.0 0.0.0.7 destination 10.0.0.0 0.255.255.255
rule 1 deny ip

acl number 3005

rule 0 deny ip source 192.168.1.0 0.0.0.7 destination 10.0.0.0 0.255.255.255



rule 1 permit ip source 192.168.1.0 0.0.0.255
rule 2 deny ip

acl number 3500 /IR &G F5aLbIaE#15lZE
rule 0 deny tcp source-port eq 3127

rule 1 deny tcp source-port eq 1025

rule 2 deny tcp source-port eq 5554

rule 3 deny tcp source-port eq 9996

rule 4 deny tcp source-port eq 1068

rule 5 deny tcp source-port eq 135

rule 6 deny udp source-port eq 135

rule 7 deny tcp source-port eq 137

rule 8 deny udp source-port eq netbios-ns

rule 9 deny tcp source-port eq 138

rule 10 deny udp source-port eq netbios-dgm
rule 11 deny tcp source-port eq 139

rule 12 deny udp source-port eq netbios-ssn
rule 13 deny tcp source-port eq 593

rule 14 deny tcp source-port eq 4444

rule 15 deny tcp source-port eq 5800

rule 16 deny tcp source-port eq 5900

rule 18 deny tcp source-port eq 8998

rule 19 deny tcp source-port eq 445

rule 20 deny udp source-port eq 445

rule 21 deny udp source-port eq 1434

rule 30 deny tcp destination-port eq 3127

rule 31 deny tcp destination-port eq 1025

rule 32 deny tcp destination-port eq 5554

rule 33 deny tcp destination-port eq 9996

rule 34 deny tcp destination-port eq 1068

rule 35 deny tcp destination-port eq 135

rule 36 deny udp destination-port eq 135

rule 37 deny tcp destination-port eq 137

rule 38 deny udp destination-port eq netbios-ns
rule 39 deny tcp destination-port eq 138

rule 40 deny udp destination-port eq netbios-dgm
rule 41 deny tcp destination-port eq 139

rule 42 deny udp destination-port eq netbios-ssn
rule 43 deny tcp destination-port eq 593

rule 44 deny tcp destination-port eq 4444

rule 45 deny tcp destination-port eq 5800

rule 46 deny tcp destination-port eq 5900

rule 48 deny tcp destination-port eq 8998

rule 49 deny tcp destination-port eq 445

rule 50 deny udp destination-port eq 445

rule 51 deny udp destination-port eq 1434

rule 52 permit ip

#

ierface Dialer1 /iZ#Z[]FFADSLILE
link-protocol ppp /£12EPPP

ppp pap local-user test password simple test/&iZADSLIKE
mtu 1450

tcp mss 1350

ip address ppp-negotiate

dialer user 1/{Z68£ZDCC, HiREXT /b2
dialer-group 1

dialer bundle 1 /i&&iZdialer0fZFLIHHEBHIdialer bundle 71
nat outbound 3005//ZEENAT, LIS Fintenet
firewall packet-filter 3500 inbound/ZFE0 i % Z IS #IFZE
ipsec policy fenbu/5/ £ & HEfenbu

#

interface Ethernet1/0

tcp mss 1350

ip address 192.168.1.1 255.255.255.248



firewall packet-filter 3500 inbound/ZF#Z L1/ R i hIaHE #1517
interface Ethernet2/0
speed 10

duplex full

pppoe-client dial-bundle-number 1/dialerO45E 2420
tcp mss 1350

ip address dhcp-alloc

#

interface NULLO

#

firewall zone local

set priority 100

#

firewall zone trust

add interface Ethernet1/0
add interface Ethernet2/0
add interface Dialer1

set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone DMZ

set priority 50

#

firewall interzone local trust

#

firewall interzone local untrust

#

firewall interzone local DMZ

#

firewall interzone trust untrust

#

firewall interzone trust DMZ

#

firewall interzone DMZ untrust

#

FTP server enable

#

dhcp server forbidden-ip 192.168.1.1
#

ip route-static 0.0.0.0 0.0.0.0 Dialer 1 preference 60
#

ntp-service unicast-server 10.16.100.238
#

user-interface con 0

user-interface vty 0 4
authentication-mode scheme

user privilege level 3

set authentication password simple xxxxx
#

return
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