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#

acl number 3000

description untrust-local

rule 0 permit tcp destination-port eq telnet
rule 5 permit icmp

rule 10 permit udp destination-port eq 1701
rule 15 permit udp destination-port eq 500
acl number 3001

description vpn-trust

rule 0 deny tcp destination-port eq 4444
rule 5 deny udp destination-port eq tftp
rule 10 deny tcp destination-port eq 135
rule 15 deny udp destination-port eq 135
rule 20 deny tcp destination-port eq 139
rule 25 deny udp destination-port eq netbios-ssn
rule 30 deny tcp destination-port eq 445
rule 35 deny udp destination-port eq 445
rule 40 deny tcp destination-port eq 593
rule 45 deny udp destination-port eq 593
rule 50 deny udp destination-port eq 1434
rule 55 deny tcp destination-port eq 5554
rule 60 deny tcp destination-port eq 9995
rule 65 deny tcp destination-port eq 9996
rule 75 permit ip
acl number 3002

description vpn-local

rule 0 permit tcp destination-port eq telnet
rule 5 permit icmp
acl number 3003

description untrust-vpn

rule 0 deny tcp destination-port eq 4444
rule 5 deny udp destination-port eq tftp
rule 10 deny tcp destination-port eq 135
rule 15 deny udp destination-port eq 135
rule 20 deny tcp destination-port eq 139
rule 25 deny udp destination-port eq netbios-ssn
rule 30 deny tcp destination-port eq 445
rule 35 deny udp destination-port eq 445
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rule 40 deny tcp destination-port eq 593

rule 45 deny udp destination-port eq 593

rule 50 deny udp destination-port eq 1434

rule 55 deny tcp destination-port eq 5554

rule 60 deny tcp destination-port eq 9995

rule 65 deny tcp destination-port eq 9996

rule 75 permit ip

acl number 3999 /] TEX LA I SecHISHE %
rule 5 permit udp destination-port eq 1701

rule 10 permit udp source-port eq 1701

#

sysname HA_ErChang_LNS_A

#

12tp enable / IEFEL2TP

#

ike local-name Ins /| IEEIKE AtthE =
#

firewall packet-filter default permit interzone trust vpn direction inbound
firewall packet-filter default permit interzone trust vpn direction outbound
#

bypass switch-back auto

#

firewall mode route

#

firewall statistic system enable

#

ike peer peer1 1 Bl EFHIKE N BHIES
exchange-mode aggressive

pre-shared-key 234567

local-id-type name

remote-name lac

nat traversal

#
ipsec proposal p1 / BRE o SectiHd proposal  (ULEMEBECA1E
)
#

ipsec policy-template template 1 / ZZE/E#Riz/BE/WHJacl, ike peer. proposal
security acl 3999

ike-peer peer1i

proposal p1

#

ipsec policy 12tp_vpn 1 isakmp template template /& IpSecF&HE
#

interface Aux0

async mode flow

link-protocol ppp

#

interface Ethernet0/0/0

#

interface Ethernet0/0/1

#

interface Ethernet1/0/0

ip address 192.240.0.3 255.255.255.248

#

interface Ethernet1/0/1 / TERETAEL] 45 IpSeci&E
ip address 221.13.223.3 255.255.255.248

ipsec policy I2tp_vpn

#

interface Ethernet1/0/2

#

interface Ethernet1/0/3

#

interface Ethernet1/0/4

#



interface Ethernet1/0/5
#
interface Ethernet1/0/6
#
interface Ethernet1/0/7
#

interface Virtual-Template1 /| BB NN B iR

ppp authentication-mode chap
description test

ip address 192.239.1.1 255.255.240.0
remote address pool 1

#

interface Secp3/0/0

#

interface NULLO

#

interface LoopBack0

ip address 3.3.3.3 255.255.255.255
#

firewall zone local

set priority 100

#

firewall zone trust

set priority 85

add interface Ethernet1/0/0

#

firewall zone untrust

set priority 5

add interface Ethernet0/0/0

add interface Ethernet1/0/1

#

firewall zone dmz

set priority 50

#

set priority 30

add interface Virtual-Template1
#

firewall interzone local trust

#

firewall interzone local untrust
packet-filter 3000 inbound
packet-filter 3000 outbound
#

firewall interzone local dmz

#

firewall interzone local vpn
packet-filter 3002 inbound
packet-filter 3002 outbound
#

firewall interzone trust untrust
#

firewall interzone trust dmz

#

firewall interzone trust vpn
packet-filter 3001 inbound
packet-filter 3001 outbound
#

firewall interzone dmz untrust
#

firewall interzone vpn untrust
packet-filter 3003 outbound
#

firewall interzone dmz vpn

HHI AR LTIINEL

firewall zone name vpn 1/ BUFE—1N



#
12tp-group 1 1/ BYE—N2TP Group [FFFERIL2TPAIELA
allow 12tp virtual-template 1
tunnel password simple 234567
tunnel name zhengzhou
#
aaa /| BB HIEEBFEBRE. El
local-user hnvpn password simple hnvpn
local-user hnvpn service-type ppp
ip pool 1 192.239.1.2 192.239.15.254
#
authentication-scheme default
#
authorization-scheme default
#
accounting-scheme default
#
domain default
#
#
ip route-static 0.0.0.0 0.0.0.0 221.13.223.1 /] IEEEF LR
ip route-static 192.240.1.0 255.255.255.0 192.240.0.1
#
user-interface con 0
user-interface aux 0
user-interface vty 0 4
#

return
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