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#

sysname Quidway

#

radius scheme system

#

domain system

#

ike proposal 2 I/ BlEike L £IRIYL
authentication-algorithm md5

#

ike peer hnnytset 1/ BlliEikeXFER
exchange-mode aggressive

pre-shared-key hnnytgoodstart

id-type name

remote-name dingannyj

#

ipsec proposal p1 /] BIEEIPSecEHEN
esp encryption-algorithm 3des

#

ipsec policy policy1 1 isakmp // BlIEIPSecskh&
security acl 3000
ike-peer hnnytset

proposal p1
#

acl number 3000 /1 237 DCRCAR AP £ RAIAC LI

rule 0 permit ip source 10.46.0.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
rule 1 deny ip

#

interface Aux0

async mode flow

#

interface Ethernet0/0

ip address 10.46.0.5 255.255.255.0

#

interface Ethernet0/1

ip address 1.1.1.1 255.255.255.248

ipsec policy policy1 // O _ERNFHIPSeciREg
#

interface NULLO

#

FTP server enable

#

ip route-static 0.0.0.0 0.0.0.0 1.1.1.2 preference 60
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https://zhiliao.h3c.com/User/other/0

!

version 12.3

!

hostname dingannyj
|
enable password cisco

|

crypto isakmp policy 100

hash md5

authentication pre-share I/ EeBisakmp SRl
|
crypto isakmp peer address 1.1.1.1 /Iciscol ER&EE T W RELE

set aggressive-mode password hnnytgoodstart

set aggressive-mode client-endpoint fadn dingannyj // Ec&isakmpXIEiiEit

!

crypto ipsec transform-set hnnytset esp-3des esp-md5-hmac  / €liEIPSecZ 212
Y

|
crypto map hnnyttrans 10 ipsec-isakmp

set peer 1.1.1.1

set transform-set hnnytset

match address 115 /] BIEZIPSecREg

|

interface FastEthernet0

ip address 192.168.1.1 255.255.255.0

ip tcp adjust-mss 1452

speed auto

!

interface Dialer1

mtu 1492

ip address negotiated

encapsulation ppp

dialer pool 1

ppp chap hostname adsI36801864

ppp chap password 0 nongyeju

ppp pap sent-username adsla6531333 password 0 667078
crypto map hnnyttrans /1 FERE O _ERIFAIPSecskig
|

ip route 0.0.0.0 0.0.0.0 Dialer1

ip route 192.168.0.0 255.255.0.0 FastEthernet0

|

!
access-list 115 permit ip 192.168.1.0 0.0.0.255 10.46.0.0 0.0.0.255
access-list 115deny ipanyany  /&RSZUCER#{FPEUERAVITRGIZR

[38iE]
<Quidway>dis ike sa
total phase-1 SAs: 1

connection-id peer flag phase doi
410 2221 RD 2 IPSEC
409 2.2.2.1 RD 1 IPSEC

dingannyj#show crypto engine connections active

ID Interface IP-Address ~ State Algorithm Encrypt De
crypt

1 Dialer1 2.22.1set HMAC_MD5+DES 56 _CB 0

0

200 Dialert 2.2.2.1 set HMAC_MD5+3DES 56 C 0

9

201 Dialer1 2.2.2.1 set HMAC_MD5+3DES_56_C 9
dingannyj#show crypto isakmp sa

dst src state conn-id slot

1.1.1.1 2.2.2.1 QM_IDLE 10
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#

sysname Quidway

#

ike local-name hnnytgoodstart I/ BlEEiketh EAIRRZHIEF
#

radius scheme system

#

domain system

#

ike proposal 2 /I BliEike RN
authentication-algorithm md5

#

ike peer hnnytset 1/ BllEikeXSZA
exchange-mode aggressive
pre-shared-key hnnytgoodstart

id-type name

remote-name dingannyj

remote-address 2.2.2.1

#

ipsec proposal p1 /] BIERIPSecRE1EN
esp encryption-algorithm 3des

#

ipsec policy policy1 1 isakmp // BJZEIPSeciREg
security acl 3000

ike-peer hnnytset

proposal p1

#

acl number 3000 /] ST DUECAR AP SR I AC LI

rule 0 permit ip source 10.46.0.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
rule 1 deny ip

#

interface Aux0

async mode flow

#

interface Ethernet0/0

ip address 10.46.0.5 255.255.255.0
#

interface Dialer0

link-protocol ppp

ip address ppp-negotiate

mtu 1450

dialer enable-circular

dialer-group 1

ipsec policy policy1 /I O _ERNFBIPSeciRig
#

interface NULLO

#

FTP server enable

#

ip route-static 0.0.0.0 0.0.0.0 dialer0 preference 60
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|
version 12.3

|

hostname dingannyj
|
enable password cisco

|

crypto isakmp policy 100

hash md5

authentication pre-share /| ERBisakmp SRR
|
crypto isakmp key huawei hostname hnnytgoodstart  // CiscofENaN J5 /L&
crypto isakmp identity hostname

|

crypto ipsec transform-set hnnytset esp-3des esp-md5-hmac  / £liEIPSec&Z 212
Y
!
crypto dynamic-map dyna 1

set transform-set hnnytset

match address 115

crypto map hnnyttrans 10 ipsec-isakmp dynamic dyna /1 BJFEIPSecHRRg
|

interface FastEthernet0

ip address 192.168.1.1 255.255.255.0

ip tcp adjust-mss 1452

speed auto

|

interface FastEthernet1

ip address 2.2.2.1 255.255.255.248

ip tcp adjust-mss 1452

speed auto

crypto map hnnytirans  // 7E#E0 LR AIPSecsklg
|

ip route 0.0.0.0 0.0.0.0 FastEthernet1

ip route 192.168.0.0 255.255.0.0 FastEthernet0
|

|
access-list 115 permit ip 192.168.1.0 0.0.0.255 10.46.0.0 0.0.0.255
access-list 115deny ipanyany  /&SIICE#FIFEUERAAETIR

[ReEXEm]
SRAEFERIEFCiscoE @AY, Ciscof FARE ARSI RIECERB XBIRT.
Ciscof AR ER¥ETS :
crypto isakmp peer address 1.1.1.1  //Ciscof EAKREEHFV/RELE
set aggressive-mode password hnnytgoodstart
set aggressive-mode client-endpoint fqdn dingannyj
Ciscof E/9BENRL /T :
crypto isakmp key huawei hostname hnnytgoodstart //CiscofE9NiRLTT A/RECE
crypto isakmp identity hostname
¢i=7D) |
1. ciscofX4%raggressivetRIiFImaintED,,
2. cisco isakmp policy!2tZFhISIESREE (pre-share, rsa-encr. rsa-sig)
QuidwayHhYike{¥3z#5pre-shared-key 5.
3. cisco B8 Eisakmp policyX/RECE, HHTFFREIEEPre-shareliEsRRE, WEY
JRISES,
QuidwayFYike proposalflLAREE, BRASEEEHEMFENEXK,
4. fEcisco RYisakmp policy# & FIQuidwayFlike proposalfME T, STIFRIINEZEEL
SBE—EIXE,
5. ike sa keepalive NERFCIRAE, RS MXTHILIEEAR, #LAS.
CiscoRNSZHFILTIRE,
6. cisco AJ“show crypto isakmp sa” R B7rikef T ERHsals 8.,
Quidwayf-display ike sa” B~ NikeFlipsecF NN ERAYsalE 2.
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