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#

sysname Beiding

#

12tp enable /IFEFBL2TP

#

ike local-name Beijing /EEEIKEAIZFR
#

firewall packet-filter enable



firewall packet-filter default permit

#

bims enable /IIRFBIMS

bims device-id Beiding_SecPath1000F_1 /[ECEBIMSIRETRRAT
bims ip address 192.168.1.100 port 80 /[EEEBIMSHRSS 85H9IPitEiE
bims interval 10 /[ECEBIMSIE K EFREHT

bims sharekey cipher =W6JJ'N_LBKQ="Q MAF4<1!l //EEBIMSHEZH
#

domain system /[FEEEL2T P
ip pool 1 10.0.0.2 10.0.0.100

#

local-user admin IEEEERIKS

password cipher .J@USE=B,53Q="Q MAF4<1!!
service-type telnet

level 3

local-user zhaobiao /ECEL2TPIKS
password cipher 7-CZB#/YX]KQ="Q MAF4<1!!
service-type ppp

#

ike dpd 1 //EEEDPD

#

ike peer lac //BEEIKE PEER

exchange-mode aggressive

pre-shared-key 123456

id-type name

remote-name lac

nat traversal

#

ike peer shanghai /[EEEIKE PEER
exchange-mode aggressive

pre-shared-key 123456

id-type name

remote-name shanghai

nat traversal

dpd 1

#

ike peer wuhan /[ECEIKE PEER
exchange-mode aggressive

pre-shared-key 123456

id-type name

remote-name wuhan

nat traversal

dpd 1
#
ipsec proposal lac /BB IPSECZ RN

esp authentication-algorithm shat

esp encryption-algorithm 3des

#

ipsec proposal shanghai /[EEEIPSECTEIRIN
esp authentication-algorithm shat

esp encryption-algorithm 3des

#

ipsec proposal wuhan /[FEEIPSECK LRV
esp authentication-algorithm shat

estion-algorithm 3des

#

ipsec policy-template lac 1 /I8l IPSECHERR
ike-peer lac

proposal lac

#

ipsec policy-template shanghai 1 /IR IPSECHEHR

ike-peer shanghai
proposal shanghai



#
ipsec policy-template wuhan 1 /Bl IPSECHE#R

ike-peer wuhan

proposal wuhan

#

ipsec policy pol1 1 isakmp template wuhan  //F|| Ft&E4R ElZIPECERER
#

ipsec policy pol1 2 isakmp template shanghai //F||Ft&EHRElZEIPECERES
#

ipsec policy pol1 3 isakmp template lac /|| FItEHREIZEIPECERES
#

acl number 3000 IIBXNATHEIRAIACL

rule 0 deny ip source 192.168.1.0 0.0.0.255 destination 192.168.2.0 0.0.0.255
rule 1 deny ip source 192.168.1.0 0.0.0.255 destination 192.168.3.0 0.0.0.255
rule 2 permit ip source 192.168.1.0 0.0.0.255

rule 3 deny ip

#

interface Virtual-Template1 /1B RRAEAR

ppp authentication-mode chap

ip address 10.0.0.1 255.255.255.0

remote address pool 1

#

interface GigabitEthernet0/0

ip address 192.168.1.1 255.255.255.0

#

interface GigabitEthernet0/1

ip address 202.38.1.1 255.255.255.0

nat outbound 3000

nat server protocol tcp global 202.38.1.100 www inside 192.168.1.100 www
nat server protocol icmp global 202.38.1.100 inside 192.168.1.100
ipsec policy pol1 /IIBAIPSEC Policy

#

firewall zone trust

add interface GigabitEthernet0/0

set priority 85

#

firewall zone untrust

add interface GigabitEthernet0/1

add interface Virtual-Template1

set priority 5
#

12tp-group 1 /EECEL2TPA

allow 12tp virtual-template 1

tunnel password cipher =W6JJ'N_LBKQ="Q 'MAF4<1!!
#

ip route-static 0.0.0.0 0.0.0.0 202.38.1.2  //EEBERIARRE
#

user-interface vty 0 4

authentication-mode scheme

protocol inbound telnet
#
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#

sysname ShangHai
#

ike local-name shanghai /[EREIKEAHZTR
#

firewall packet-filter enable

firewall packet-filter default permit
#

insulate
#

bims enable /IIRFBIMS



bims device-id ShangHai_SecPath100F_1 /[EEEBIMSIRETRRAT

bims ip address 202.38.1.100 port 80 /[ECEBIMSHRSS 2849 PHEHE
bims interval 10 /[ECEBIMSIE K E]FEHE]
bims boot request IERERFEEAIEBIMSIER

bims sharekey cipher =W6JJ'N_LBKQ="Q MAF4<1!! /BtEBIMSHZ=%H
#

ike dpd 1 /[ELEDPD
#
ike peer beijing /[BEEIKE PEER

exchange-mode aggressive

pre-shared-key 123456

id-type name

remote-name beijing

remote-address 202.38.1.1

nat traversal

dpd 1

#

ipsec proposal beijing /[EEBIPSECKLRIY
esp authentication-algorithm shat

esp encryption-algorithm 3des

#

ipsec policy pol1 1 isakmp /[EEEIPSEC Policy
security acl 3001

ike-peer beijing

proposal beijing

#

acl number 3000 /1B X NATEEHEAIACL
rule 0 deny ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
rule 1 permit ip source 192.168.2.0 0.0.0.255

rule 2 deny ip

acl number 3001 IERERIP SRR

rule 0 permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
rule 1 deny ip

#

interface Ethernet0/0

ip address 192.168.2.1 255.255.255.0

interface Ethernet1/0

tcp mss 1024

ip address 202.38.2.1 255.255.255.0

nat outbound 3000

ipsec policy pol1 /IIBRBIPSEC Policy
#

firewall zone trust

add interface Ethernet0/0

set priority 85

#

firewall zone untrust

add interface Ethernet1/0

set priority 5

#

ip route-static 0.0.0.0 0.0.0.0 202.38.2.2  //[FECEERIAIZH
#
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#

sysname WuHan

#

ike local-name wuhan IECEIKEARHZFR
#

firewall packet-filter enable

firewall packet-filter default permit

#
bims enable //IEFEBIMS
bims device-id WuHan_SecPath10F_1 I EBIMSIREIRRAF

bims ip address 202.38.1.100 port 80 /[EEEBIMS RS ESHYIPHtEIE



bims interval 10 /EREBIMSIEKIEFRATIE]
bims sharekey cipher =W6JJ'N_LBKQ="Q MAF4<1!! //ELEBIMS=%4A
#

ike dpd 1 /[EZEDPD
#
ike peer beijing /[EREIKE PEER

exchange-mode aggressive
pre-shared-key 123456
id-type name

remote-name beijing
remote-address 202.38.1.1
nat traversal

dpd 1
#
ipsec proposal beijing /[EEEIPSECLEIRIN

esp authentication-algorithm shat

esp encryption-algorithm 3des

#

ipsec policy pol1 1 isakmp //BIZEIPSEC Policy
security acl 3001

ike-peer beijing

proposal beijing

#

acl number 3000 RN NATHEHRAIACL
rule 0 deny ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
rule 1 permit ip source 192.168.3.0 0.0.0.255

rule 2 deny ip

acl number 3001 [ECEFIPEIER

rule 0 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
rule 1 deny ip

#

interface Ethernet1/0

ip address 192.168.3.1 255.255.255.0
#

interface Ethernet2/0

speed 10

duplex half

tcp mss 1024

ip address 202.38.3.1 255.255.255.0
nat outbound 3000

ipsec policy poll /IFSFBIPSEC Policy
#

firewall zone trust

add interface Ethernet1/0

set priority 85

#

firewall zone untrust

add interface Ethernet2/0

set priority 5
#

ip route-static 0.0.0.0 0.0.0.0 202.38.3.2  /[ECBEIAIRH
#
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