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(1) EACLHIEERER:

dis cur

#

version 5.20, Release 2308P07

#

sysname WX6103

#

domain default enable system

#

telnet server enable

#

port-security enable /wOze

#

dot1x authentication-method eap /ldot1x EAP#=t
#

wlan backup-ac ip 192.168.0.254 EE&mAC

hot-backup vlan 2

hot-backup enable domain 1

#

wlan rfid-tracking enable

#

acl number 2001

rule 0 permit source 192.168.0.0 0.0.0.255
rule 1 permit

#

vlan 1

#

vlan 2

#

vlan 100

#

vlan 200

#

dhcp server ip-pool vian100 /[EEAPEEtIpool
network 192.168.0.0 mask 255.255.0.0
network ip range 192.168.0.1 192.168.0.253
gateway-list 192.168.0.254

#

local-user admin

authorization-attribute level 3

service-type ssh telnet

service-type web

#

wlan rrm

dot11a mandatory-rate 6 12 24

dot11a supported-rate 9 18 36 48 54

dot11b mandatory-rate 1 2

dot11b supported-rate 5.5 11

dot11g mandatory-rate 12 5.5 11

dot11g supported-rate 6 9 12 18 24 36 48 54
dot11n protection enable
#
wlan service-template 1 crypto /ICMCC-AUTO st
ssid CMCC-AUTO

bind WLAN-ESS 1

cipher-suite ccmp

security-ie rsn

service-template enable
#
wlan service-template 2 clear /ICMCC prssétR
ssid CMCC

bind WLAN-ESS 2
service-template enable
#



interface NULLO
#
interface Vlan-interface100 //APpsE==z0
ip address 192.168.0.253 255.255.255.0
#
interface Vlan-interface2 /FIAG iactpigishsiEn
ip address 192.168.3.1 255.255.255.0
#
interface M-GigabitEthernet1/0/0
#
interface Ten-GigabitEthernet1/0/1
port link-type trunk
port trunk permit vian all
flow-interval 5
#
interface WLAN-ESS1 /ICMCC-AUTO ESSgizn
port link-type hybrid
undo port hybrid vian 1
mac-vlan enable
port-security port-mode userlogin-secure-ext
port-security tx-key-type 11key
port-security remote-auth-proxy enable /EEdot1 XRIBAIE
undo dot1x multicast-trigger
undo dot1x handshake
#
interface WLAN-ESS2 //ICMCC ESSg#n
port link-type hybrid
undo port hybrid vian 1
mac-vlan enable
#
wlan ap testap1 model WA2610E-AGN id 2 /AP 15E1R
priority level 7
serial-id 210235A35U0087000023
undo broadcast-probe reply
radio 1
service-template 1 vlan 200 nas-id 3507071027000460
/I*5CMCC-AUTOps#1R, 45enas-id
service-template 2 vlan 200
/[%8CMCChrss#itR, nas-idraE.|AG tanas-id profilefEss
radio enable
#
wlan mobility-group 1
/EaEz|AGEHE, BFLEssid, bssid, nas-id, {E1xiAiEmEZKkey TR,
member ip 192.168.3.100
member ip 192.168.3.200
source ip 192.168.3.1
authentication-mode MD5 simple 123456
mobility-group enable
#
wlan rrm-calibration-group 1
#
ip route-static 0.0.0.0 0.0.0.0 192.168.3.100
#
dhcp enable
#
arp-snooping enable
#
user-interface con 0
user-interface vty 0 4
authentication-mode none
user privilege level 3
#

return



(2) BACLHEERER: B
(3) FIAGLEHMEEER:
dis cur

#

version 5.20, Release 7510P06

#

sysname IAG

#

super password level 3 cipher X7A'-%9#+WZ/3:L02.;;!Q!!

#

configure-user count 8

#

nas device-id 1 /lportal 1+1#&t, F&device-idaslm172
#

domain default enable system
#

user-isolation vlan 200 enable IFBFRS

user-isolation vlan 200 permit-mac 0000-5e00-0102
#

portal server cmcc ip 221.176.1.140 url http://221.176.1.140/wlan/index.php

//portal server
portal free-rule 1 source any destination ip 211.136.17.107 mask 255.255.255.255

/EDNS
portal free-rule 2 source any destination ip 10.0.0.3 mask 255.255.255.255
@M

portal device-id 0004.0431.431.00 //&aAC NAME

#

port-security enable /h#0%e
#

dot1x authentication-method eap //EAP#zt
#
radius scheme cmcc-auto /leaprgradiussng
server-type extended

primary authentication 221.176.1.138 2645 /IpeapiNE#O52645
primary accounting 221.176.1.138 2646 /Ipeapit#ix52646

key authentication 88----89
key accounting 88----89
timer realtime-accounting 3

user-name-format keep-original

nas-ip 123.9.9.3 /leapganas-ip, {ERVITpEEtiE

retry stop-accounting 10
#

radius scheme cmcc //portaltradiussseg
server-type extended

primary authentication 221.176.1.138 1645 IENE#OS1645
primary accounting 221.176.1.138 1646 Ii+#E%051646

key authentication cipher abQuGU4cQTpZL8rzyG52eg==

key accounting cipher abQuGU4cQTpZL8rzyG52eg==
timer realtime-accounting 3

user-name-format keep-original

nas-ip 123.9.9.3

retry stop-accounting 10

#

aaa nas-id profile mobile /[EEportalirszradiusggnas-id, Speaptinas-idx%, pe
apJrsstunas-id imitlactpEia AC trEE

nas-id 0010043143100460 bind vlan 200

nas-id 0011043143100460 bind vlan 201

nas-id 0012043143100460 bind vlan 202
#
domain cmcc-auto /leapggdomainis;
authentication lan-access radius-scheme cmcc-auto
authorization lan-access radius-scheme cmcc-auto

accounting lan-access radius-scheme cmcc-auto


http://221.176.1.140/wlan/index.php

access-limit disable
state active
idle-cut enable 15 10000
self-service-url disable
#
domain cmcc
authentication portal radius-scheme cmcc
authorization portal radius-scheme cmcc
accounting portal radius-scheme cmcc
access-limit disable
state active
idle-cut enable 15 10000
self-service-url disable
#
dhcp server ip-pool userclient_dhcp_server
network 10.0.0.0 mask 255.255.255.0
gateway-list 10.0.0.3
dns-list 211.137.58.20 211.136.17.107
expired day 0 hour 1
#
user-group system
#
interface NULLO
#
interface GigabitEthernet0/1
port link-mode route
#
interface GigabitEthernet0/2
port link-mode route
#
interface GigabitEthernet0/3
port link-mode route
#
interface GigabitEthernet0/4
port link-mode route
#
interface Ten-GigabitEthernet0/0
port link-mode route
#
interface Ten-GigabitEthernet0/0.300
vlan-type dot1q vid 100
ip address 123.9.9.1 255.255.255.248
vrrp vrid 1 virtual-ip 123.9.9.3
vrrp vrid 1 priority 150
#
interface Ten-GigabitEthernet0/0.2
vlan-type dot1q vid 2
ip add 192.168.3.100 255.255.255.0
#
interface Ten-GigabitEthernet0/0.200
vlan-type dot1q vid 200 to 207 221
ip address 10.0.0.2 255.255.255.0
vrrp dot1q vid 200
vrrp vrid 1 virtual-ip 10.0.0.3
vrrp vrid 1 priority 150
arp authorized enable
arp send-gratuitous-arp interval 60000
dhcp update arp

port-security port-mode userlogin-secure-ext

port-security vrrp-virtual-ip 123.9.9.3
port-security wlan-access

dot1x mandatory-domain cmcc-auto
undo dot1x handshake

undo dot1x multicast-trigger

IERERE, EREHRENE

/Iportalggdomainis;

/l cmcc. cmcc-autoylssititits

/Inas-ipEn

/liag. acigilactpmigizn

/RN
//1gspviangzegs
/ImEsKipiit
/[EgEvrrpisivian
/[ERBVITpathE
[[EBVITPHSR
[sBeERarp
/[EEREarpREEE
/[REmERarp
/lE&dot1x

/[ERERVITPIEREFIMBAIRY

//EETE 1 XREAE
/I ERE XSRS



portal server cmcc method direct /hgseportal server

portal domain cmcc /[EEportalBEsiAES:
portal nas-id-profile mobile //gseportal nas-id-profile
portal nas-port-type wireless

portal nas-ip 123.9.9.3 /gseportal nas-ip

portal backup-group 1 /Iportal&ta
access-user detect type arp retransmit 5 interval 30 L RPE
#

wlan mobility-group 1 /ImESE

member ip 192.168.3.1

member ip 192.168.3.2

source ip 192.168.3.100

authentication-mode MD5 123456 /EEEhEmMdSIIE
mobility-group enable
#

ip route-static 0.0.0.0 0.0.0.0 123.9.9.4
#

undo info-center enable
#

snmp-agent

snmp-agent local-engineid 800063A203000FE2000001
snmp-agent community read "%dsU!!

snmp-agent community write "%dsU!!

snmp-agent sys-info version all

snmp-agent target-host trap address udp-domain 221.9.0.11 params securityname public
v2c

#

nga schedule cl2topo ping start-time now lifetime 630720000
#

arp timer aging 1440

#

load xml-configuration

#

user-interface con 0

idle-timeout 35791 0

user-interface aux 0

user-interface vty 0 4

authentication-mode scheme

#
return
(4) BIAGLEHEERR:
dis cur
#
version 5.20, Release 7510P06
#
sysname IAG
#
super password level 3 cipher X7A'-%9#+WZ/3:L02.;;!Q!!
#
configure-user count 8
#
nas device-id 2 /lportal 1+1#4&f, F&device-idoa1k 1502
#
domain default enable system
#
user-isolation vlan 200 enable /I FAFE
user-isolation vlan 200 permit-mac 0000-5e00-0102
#

portal server cmcc ip 221.176.1.140 url http://221.176.1.140/wlan/index.php
/Iportal server
portal free-rule 1 source any destination ip 211.136.17.107 mask 255.255.255.255
/i%@DNS
portal free-rule 2 source any destination ip 10.0.0.3 mask 255.255.255.255


http://221.176.1.140/wlan/index.php

3@

portal device-id 0004.0431.431.00 //@sAC NAME
#
port-security enable N2
#
dot1x authentication-method eap /EAP#=t
#
radius scheme cmcc-auto /leapryradiussng
server-type extended
primary authentication 221.176.1.138 2645 /IpeapiNiE#RO52645
primary accounting 221.176.1.138 2646 /Ipeapit#inns2646

key authentication 88----89
key accounting 88----89
timer realtime-accounting 3
user-name-format keep-original
nas-ip 123.9.9.3
retry stop-accounting 10

#

radius scheme cmcc

/leapggnas-ip, ERVITpEitit

/Iportaliradiussseg
server-type extended
primary authentication 221.176.1.138 1645 IFNE#OS1645
primary accounting 221.176.1.138 1646 Ihit#E%051646

key authentication cipher abQuGU4cQTpZL8rzyG52eg==
key accounting cipher abQuGU4cQTpZL8rzyG52eg==
timer realtime-accounting 3
user-name-format keep-original
nas-ip 123.9.9.3
retry stop-accounting 10
#
aaa nas-id profile mobile /[E&portaliksradiusgnas-id
nas-id 0010043143100460 bind vian 200
nas-id 0011043143100460 bind vlan 201
nas-id 0012043143100460 bind vlan 202
#
domain cmcc-auto /leapgydomaints;
authentication lan-access radius-scheme cmcc-auto
authorization lan-access radius-scheme cmcc-auto
accounting lan-access radius-scheme cmcc-auto
access-limit disable

state active

idle-cut enable 15 10000 [(ZEERE, £REHIERE
self-service-url disable
#
domain cmcc /Iportalggdomainis;

authentication portal radius-scheme cmcc
authorization portal radius-scheme cmcc
accounting portal radius-scheme cmcc
access-limit disable
state active
idle-cut enable 15 10000
self-service-url disable

#

dhcp server ip-pool userclient_dhcp_server /I cmce. cmcc-autolss ittt
network 10.0.0.0 mask 255.255.255.0
gateway-list 10.0.0.3

dns-list 211.137.58.20 211.136.17.107
expired day 0 hour 1

#

user-group system

#

interface NULLO

#

interface GigabitEthernet0/1

port link-mode route



#

interface GigabitEthernet0/2

port link-mode route

#

interface GigabitEthernet0/3

port link-mode route

#

interface GigabitEthernet0/4

port link-mode route

#

interface Ten-GigabitEthernet0/0

port link-mode route
#

interface Ten-GigabitEthernet0/0.300 /Inas-ipEn
vlan-type dot1q vid 100

ip address 123.9.9.2 255.255.255.248
vrrp vrid 1 virtual-ip 123.9.9.3

vrrp vrid 1 priority 100
#

interface Ten-GigabitEthernet0/0.2 /liag. acigilactphsiEzn
vlan-type dot1q vid 2

ip address 192.168.3.200 255.255.255.0

#

interface Ten-GigabitEthernet0/0.200 [Nk RN
vlan-type dot1q vid 200 to 207 221 //1gsaviangzegs

ip address 10.0.0.1 255.255.255.0 /ImEszipiit
vrrp dot1q vid 200 /Egvrrpissivian

vrrp vrid 1 virtual-ip 10.0.0.3 /[mBVIrpgEitit

vrrp vrid 1 priority 100 [RBVITPHIR

arp authorized enable /IfRerERarp

arp send-gratuitous-arp interval 60000 [ImEREarpLXEE
dhcp update arp /mEERarp
port-security port-mode userlogin-secure-ext /lE&dot1x
port-security vrrp-virtual-ip 123.9.9.3 /[EBERVITPEREIMBNIER
port-security wlan-access /[EBEFL XREAE
dot1x mandatory-domain cmcc-auto /I ERE XSRS

undo dot1x handshake
undo dot1x multicast-trigger

portal server cmcc method direct /hgeportal server
portal domain cmcc /[EEportalBEsi S
portal nas-id-profile mobile /lgseportal nas-id-profile
portal nas-port-type wireless

portal nas-ip 123.9.9.3 /I#izEportal nas-ip

portal backup-group 1 /Iportal&ta
access-user detect type arp retransmit 5 interval 30 e RPN
#

wlan mobility-group 1 /EESa

member ip 192.168.3.1

member ip 192.168.3.2

source ip 192.168.3.200

authentication-mode MD5 123456 /EBEEHREMASIE
mobility-group enable

#

ip route-static 0.0.0.0 0.0.0.0 123.9.9.4
#

undo info-center enable
#

snmp-agent

snmp-agent local-engineid 800063A203000FE2000001

snmp-agent community read "%dsU!!

snmp-agent community write "%dsU!!

snmp-agent sys-info version all

snmp-agent target-host trap address udp-domain 221.9.0.11 params securityname public
vac #



nga schedule cl2topo ping start-time now lifetime 630720000
#

arp timer aging 1440

#

load xml-configuration

#

user-interface con 0
idle-timeout 35791 0
user-interface aux 0
user-interface vty 0 4
authentication-mode scheme
#

return

(5) RADIUSIRSFRIZE: B
3. BEEXER

(1) WX6103_#H/THCE :
# BRROZ%£port-security,
[WX6103] port-security enable
# BIFEWLAN-ESS1#: 0, FRHNIZAE.
[WX6103] interface WLAN-ESS 1
#1RBIRONZ2tE Juserlogin-secure-ext,
[WX6103-WLAN-ESS1] port-security port-mode userlogin-secure-ext
# FERECIWLAN-ESS1TERE 1key KB E BRI TNRE.
[WX6103-WLAN-ESS1]port-security tx-key-type 11key
# TEEECIWLAN-ESS1 MEREIm 2 ERIIRE,
[WX6103-WLAN-ESS1] port-security remote-auth-proxy enable
# X802 1 XAIEIEAARTHRE,
[WX6103-WLAN-ESS1] undo dot1x multicast-trigger
#BC B IR AT SR Jahybrid
[WX6103-WLAN-ESS1] port link-type hybrid
# hybridim [ _EfEBEmac-vianZhag
[WX6103-WLAN-ESS0] mac-vlan enable
# Bl cryptosR BUAIARSS SR 1.
[WX6103] wlan service-template 1 crypto
#IREHAIIRSERAISSID (ARSEMRATIRA) FICMCC-AUTO,
[WX6103-wlan-st-1] ssid CMCC-AUTO
# FEWLAN-ESS1EMEBERIIRSS 1R 1.
[WX6103-wlan-st-1] bind WLAN-ESS 1
# {FEBEccmpiNZEM,
[WX6103-wlan-st-1] cipher-suite ccmp
[WX6103-wlan-st-1] security-ie rsn
# (FRETEIENR.
[WX6103-wlan-st-1] service-template enable
# FEAC TIYBETCE IR 1R
TR AP ERERIERAPRELSHIFSISHITIE.
# QUEEAPEIRIGHR, HER testapt, BUISZFRXEBIEEWA2620E-AGN,
[WX6103] wlan ap testap1 model WA2620E-AGN
# IR EAPRIFSS79210235A35VB095000042,
[WX6103-wlan-ap-testap1] serial-id 210235A35VB095000042
# 1 \radio25T5FANE.



[WX6103-wlan-ap-testap1] radio 2
# BTEAC_EECERIIRSS MR 1 SET5M2i T REX FHEE REviantnas-id /@ 1.
[WX6103-wlan-ap-testap1-radio-2] service-template 1 vian 200 nas-id 3507071027000460
#FNIEEEEA1
[WX6103-wlan-ap-testap1-radio-2] channel 11
# {$fctestap1Afradio 2
[WX6103-wlan-ap-testap1-radio-2] radio enable
[WX6103-wlan-ap-testap1-radio-2] quit
[WX6103-wlan-ap-testap1] quit
#EEWLAN;Ei74H
[WX6103] wlan mobility-group 1
#ECERIPHIE
[WX6103-wlan-mg-1] source ip 192.168.3.1
#HALETFEARR (BEIAGIFIIAG2)
[WX6103-wlan-mg-1] member ip 192.168.3.100
[WX6103-wlan-mg-1] member ip 192.168.3.200
#ECEIACTPEHIHEE SR NIRRT (FT1%)
[WX6103-wlan-mg-1] authentication-mode MD5 simple 123456
#ITIBIACTPHRSS
[WX6103-wlan-mg-1] mobility-group enable
[WX6103-wlan-mg-1] quit

(2) IAG1 L#HTECE :
# BAwO%Eport-security, BLEDot1 IAESTUIEAP,
[IAG1] port-security enable
[IAG1] dot1x authentication-method eap
# BlliEradius73 5 systemFHNEMNEL.
[IAG1] radius scheme cmcc-auto
# ECEBPEAPIAIEATZERADIUS IRSS 28 AYIPHEHE,
[IAG1-radius-cmcc-auto] primary authentication 221.176.1.138 2645
[IAG1-radius-cmcc-auto] primary accounting 221.176.1.138 2646
# Ee & Device SINIE/TEERADIUS IR SS 28X EIR AT Z54A.
[IAG1-radius-cmcc-auto] key authentication 88----89
[IAG1-radius-cmcc-auto] key accounting 88----89
HEBIRERIXRADIUSHR SRR
[IAG1-radius-cmcc-auto] nas-ip 123.9.9.3
# BLE RIX4ERADIUSIRSS 2RI S SIS .
[IAG1-radius-cmcc-auto] user-name-format without-domain
[IAG1-radius-cmcc-auto] quit
# Bl cmec-autoF I NELATE,
[IAG1] domain cmcc-auto
# FcE802. 1 XA EFIRADIUS TS 5systemBHTIAIE. #3210, 1128,
[IAG1-isp-cmcc-auto] authentication lan-access radius-scheme cmcc-auto
[IAG1-isp-cmcc-auto] authorization lan-access radius-scheme cmcc-auto
[IAG1-isp-cmcc-auto] accounting lan-access radius-scheme cmcc-auto
# RITZIS S T BN PREITIRE.
[IAG1-isp-cmcc-auto] access-limit disable

# [SEIREVMINE, FHEEEREENBR=RNEES 1558, FESRNRER



F10000 ByteHSMULIMIEIERR. (WECEDURIESCIRE A SRS BSR—E
)

[IAG1-isp-cmcc-auto] idle-cut enable 15 10000
[IAG1-isp-cmcc-auto] quit

# IEE Hsystem ATREAYISPIE,. WRAFPEERNEBIRHEISPEE, ZFBESIFTFT
1ZRERYISP,

[IAG1] domain default enable system

#1ETG0/0.100_EECEVRRP, (FEFIAGENMERBREAVRIPHb I radius serveri#{ TR

RE,

[IAG1] interface Ten-GigabitEthernet0/0.10
[IAG1-Ten-GigabitEthernet0/0.100] vlan-type dot1q vid 100
[IAG1-Ten-GigabitEthernet0/0.100] ip address 123.9.9.1 255.255.255.248
[IAG1-Ten-GigabitEthernet0/0.100] vrrp vrid 1 virtual-ip 123.9.9.3
[IAG1-Ten-GigabitEthernet0/0.100] vrrp vrid 1 priority 150

# BIETG0/0.2008 W E LSRR, FHHNZME.

[IAG1] interface Ten-GigabitEthernet 0/0.200

#EC B IR ARV LANZESS

[IAG1-Ten-GigabitEthernet0/0.200] vlan-type dot1q vid 200 to 207 221
#ECE I im I AISCIPBAE

[IAG1-Ten-GigabitEthernet0/0.200] ip address 10.0.0.1 255.255.255.0
#BCE VRRPIZHIVLAN

[IAG1-Ten-GigabitEthernet0/0.200] vrrp dot1q vid 200
#ELEVRRPEEHEHE

[IAG1-Ten-GigabitEthernet0/0.200] vrrp vrid 1 virtual-ip 10.0.0.3
#ECEVRRPLITHR

[IAG1-Ten-GigabitEthernet0/0.200] vrrp vrid 1 priority 150
#ECERINARPHISGZRARPAIXEIFR

[IAG1-Ten-GigabitEthernet0/0.200] arp authorized enable
[IAG1-Ten-GigabitEthernet0/0.200] arp send-gratuitous-arp interval 60000
[IAG1-Ten-GigabitEthernet0/0.200] dhcp update arp

# 18 BRI NREER Suserlogin-secure-ext,
[IAG1-Ten-GigabitEthernet0/0.200] port-security port-mode userlogin-secure-ext

# RO TERENAS 1P (IAG 1+1&DRHER, BEXNpROBFNRvpEiRE,
HEREGEFAIERY) .

[IAG1-Ten-GigabitEthernet0/0.200] port-security vrrp-virtual-ip 123.9.9.3
# RO TR R ORZETEEN.
[IAG1-Ten-GigabitEthernet0/0.200] port-security wlan-access

# ECE 1 SRHEIAIE,

[IAG1-Ten-GigabitEthernet0/0.200] dot1x mandatory-domain cmcc-auto
# BUE DANIEHEFIIREFE B AR TRE
[IAG1-Ten-GigabitEthernet0/0.200] undo dot1x handshake
[IAG1-Ten-GigabitEthernet0/0.200] dot1x multicast-trigger

#EgE portalAIE

[IAG1-Ten-GigabitEthernet0/0.200] portal server cmcc method direct
[IAG1-Ten-GigabitEthernet0/0.200] portal domain cmcc
[IAG1-Ten-GigabitEthernet0/0.200] portal nas-id-profile mobile
[IAG1-Ten-GigabitEthernet0/0.200] portal nas-port-type wireless

[IAG1-Ten-GigabitEthernet0/0.200] portal nas-ip 123.9.9.3



[IAG1-Ten-GigabitEthernet0/0.200] portal backup-group 1
[IAG1-Ten-GigabitEthernet0/0.200] access-user detect type arp retransmit 5 interval 30
#EEBWLANZ4E
[IAG1] wlan mobility-group 1
#EC BRI Pt
[IAG1-wlan-mg-1] source ip 192.168.3.100
#IERFER R
[IAG1-wlan-mg-1] member ip 192.168.3.1
[IAG1-wlan-mg-1] member ip 192.168.3.2
#ECEIACTPEHIEE B NIRRT (FT1%)
[IAG1-wlan-mg-1] authentication-mode MD5 simple 123456
#FFZIACTPIRSS
[IAG1-wlan-mg-1] mobility-group enable
[IAG1-wlan-mg-1] quit

(3) IAG2 bifHTECE :
# BRmO%Sport-security, EEEDot1xiAIESTIEAP,
[IAG2] port-security enable
[IAG2] dot1x authentication-method eap
# Bradius 73 ZesystemFAFENELE,
[IAG2] radius scheme cmcc-auto
# BECEPEAPINIE/T#RRADIUSRSS 2RAYIPHELE,
[IAG2-radius-cmcc-auto] primary authentication 221.176.1.138 2645
[IAG2-radius-cmcc-auto] primary accounting 221.176.1.138 2646
# EEEDevice SIAIE/AT22RADIUS IR S5 88X EIR S ATHIHZZ4A.
[IAG2-radius-cmcc-auto] key authentication 88----89
[IAG2-radius-cmcc-auto] key accounting 88----89
S EIRE RIERADIUSIRSERRREIE
[IAG2-radius-cmcc-auto] nas-ip 123.9.9.3
# BLERIZLERADIUSIRSS sEIIFE P S ST 2.
[IAG2-radius-cmcc-auto] user-name-format without-domain
[IAG2-radius-cmcc-auto] quit
# B cmec-autoFFIH NEAILEL,
[IAG2] domain cmcc-auto
# BLE802. 1 X FIRADIUS 5 &systemHTINIE. #E%. 112%
[IAG2-isp-cmcc-auto] authentication lan-access radius-scheme cmcc-auto
[IAG2-isp-cmcc-auto] authorization lan-access radius-scheme cmcc-auto
[IAG2-isp-cmcc-auto] accounting lan-access radius-scheme cmcc-auto
# K ZI =S I SR BREITIRE.
[IAG2-isp-cmcc-auto] access-limit disable

# ESABEYMINEE, FHEEERSEENArRTREEET 155, FESINRER
F10000 ByteRIMUILIMTE SR, (LECELURIESCAME R AL KB ERIRE S —H0E
)

[IAG2-isp-cmcc-auto] idle-cut enable 15 10000
[IAG2-isp-cmcc-auto] quit

# IEE Hsystem ATREAYISPIE,. WRAFPEERNEEIRHISPEE, ZFBESIFFT
1ZRERYISP,

[IAG2] domain default enable system

# 1ETG0/0.100_EECEVRRP, (FEFIAGENMEABREAVERIPHbLFradius serveri#{ TR



REH,

[IAG2] interface Ten-GigabitEthernet0/0.100
[IAG2-Ten-GigabitEthernet0/0.100] vlan-type dot1q vid 100
[IAG2-Ten-GigabitEthernet0/0.100] ip address 123.9.9.2 255.255.255.248
[IAG2-Ten-GigabitEthernet0/0.100] vrrp vrid 1 virtual-ip 123.9.9.3
[IAG2-Ten-GigabitEthernet0/0.100] vrrp vrid 1 priority 100

# BIETG0/0.2003 M E LSRR, FHHNZME.

[IAG2] interface Ten-GigabitEthernet 0/0.200

#ECE I ARV LANZRES

[IAG2-Ten-GigabitEthernet0/0.200] vlan-type dot1q vid 200 to 207 221
#ECE I im I AISCIPBAE

[IAG2-Ten-GigabitEthernet0/0.200] ip address 10.0.0.2 255.255.255.0
#ELEVRRPIEHIVLAN

[IAG2-Ten-GigabitEthernet0/0.200] vrrp dot1q vid 200

#FLE VRRPEEHEHE

[IAG2-Ten-GigabitEthernet0/0.200] vrrp vrid 1 virtual-ip 10.0.0.3
#ECEVRRPLITHR

[IAG2-Ten-GigabitEthernet0/0.200] vrrp vrid 1 priority 100
#ECERINARPHISGZRARPAIXEIR

[IAG2-Ten-GigabitEthernet0/0.200] arp authorized enable
[IAG2-Ten-GigabitEthernet0/0.200] arp send-gratuitous-arp interval 60000
[IAG2-Ten-GigabitEthernet0/0.200] dhcp update arp

#1RBimORZ 21 SIuserlogin-secure-ext,
[IAG2-Ten-GigabitEthernet0/0.200] port-security port-mode userlogin-secure-ext

# TEIIROTECENAS 1P (IAG 1+1BMIMER, BIXAN 1 pROBINEV r rpE
’E, HFRSUIBAERX) .

[IAG2-Ten-GigabitEthernet0/0.200] port-security vrrp-virtual-ip 123.9.9.3
# RO TR ER RS TEEN.
[IAG2-Ten-GigabitEthernet0/0.200] port-security wlan-access

# ECE 1 SRHIAIE,

[IAG2-Ten-GigabitEthernet0/0.200] dot1x mandatory-domain cmcc-auto
# BUE DANIEHEF RSB BT AR TRE
[IAG2-Ten-GigabitEthernet0/0.200] undo dot1x handshake
[IAG2-Ten-GigabitEthernet0/0.200] dot1x multicast-trigger

#EgE portalAIE

[IAG2-Ten-GigabitEthernet0/0.200] portal server cmcc method direct
[IAG2-Ten-GigabitEthernet0/0.200] portal domain cmcc
[IAG2-Ten-GigabitEthernet0/0.200] portal nas-id-profile mobile
[IAG2-Ten-GigabitEthernet0/0.200] portal nas-port-type wireless
[IAG2-Ten-GigabitEthernet0/0.200] portal nas-ip 123.9.9.3
[IAG2-Ten-GigabitEthernet0/0.200] portal backup-group 1
[IAG2-Ten-GigabitEthernet0/0.200] access-user detect type arp retransmit 5 interval 30
#ELEWLAN;EE

[IAG2] wlan mobility-group 1

#ECERIPHIE

[IAG2-wlan-mg-1] source ip 192.168.3.200

#R SRR R

[IAG2-wlan-mg-1] member ip 192.168.3.1



[IAG2-wlan-mg-1] member ip 192.168.3.2
#ECEIACTPEHH RSB NI (A1)
[IAG2-wlan-mg-1] authentication-mode MD5 simple 123456
#FFBIACTPIRSS

[IAG2-wlan-mg-1] mobility-group enable

[IAG2-wlan-mg-1] quit

75, MGUFEEER:

(1) #EIAGLEA®HS1Tdisplay connectionBEEERE R ELk.

display connection

index=5 ,Username=client@cmcc-auto
MAC=00-19-5B-EC-7A-E9

IP=N/A

IPv6=N/A

Total 1 connection(s) matched.

(2) #EIAGL@ids<17display connection ucibindex &EERFIEIFMEE
display connection ucibindex 5
Index=5 , Username=client@cmcc-auto
MAC=00-19-5B-EC-7A-E9
IP=N/A
IPv6=N/A
Access=8021X ,AuthMethod=EAP
Port Type=Wireless-802.11,Port Name=WLAN-DBSS0:2
Initial VLAN=200, Authorization VLAN=N/A
ACL Group=Disable
User Profile=N/A
CAR=Disable
Priority=Disable
Start=2011-10-14 15:24:21 ,Current=2011-10-14 18:29:24 ,0Online=03h05m03
s
Total 1 connection matched

(3) aNERBEDotIxAFTEL, TRz LiBidd<display wlan client verboseZ&E#E
N R
display wlan client verbose
Total Number of Clients 01
Client Information

MAC Address : 0019-5bec-7ae9
User Name : client

AID 01

AP Name : testap01

Radio Id 01

SSID : CMCC-AUTO

BSSID 1 0023-8998-0450
Port : WLAN-DBSS0:2
VLAN : 200

State : Running

Power Save Mode : Active
Wireless Mode :11a

QoS Mode : WMM

Listen Interval (Beacon Interval) : 10

RSSI 132

Rx/Tx Rate : 54/54

Client Type : WPA2(RSN)
Authentication Method : Open System
AKM Method : Dot1X

4-Way Handshake State : PTKINITDONE
Group Key State : IDLE

Encryption Cipher : AES-CCMP

Roam Status : Normal



Roam Count : 0
Up Time (hh:mm:ss) : 00:54:47
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