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—. AME:

CMCCserver CMCC-EDU server

interface Ten-G0/0.2

interface Ten-G0,/0.1000

LAY JLEY

ssid1:CMCC ssid2:CMCC-EDU

= BESX:
1. BeERRE

? EACEER/MESENR, SSIDACMCC, CMCC-EDU
? TEIAGLRBWSMRK, RRFELECMCC, CMCC-EDURMISSVLAN
? #EIAGLEZEportal server, domain, HEESSIDSportal server, domain4zE
? EIAGLZFEzportal free-rulepfiEportal server
2. MELE
(1) ACLERIECERER:
dis cur
#
version 5.20, Release 2308P07 /IAChiAs22308P07 &I =
#
sysname HAZZ-WLAN-AC135-HSWX6103
#
clock timezone BEIJING add 08:00:00
#
domain default enable system
#
dhcp server ip-pool test /IEEAPH b

network 192.168.100.0 mask 255.255.255.240
gateway-list 192.168.100.1

option 43 hex 80070000 01C0A864 01

#

user-group system

group-attribute allow-guest
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#

wlan service-template 1 clear
ssid CMCC

bind WLAN-ESS 1
user-isolation enable
service-template enable

#

/81 CMCChr& iR

wlan service-template 4 clear /[61z2CMCC-EDUsgs5s 181k

ssid CMCC-EDU
bind WLAN-ESS 4
user-isolation enable
service-template enable
#
interface NULLO
#
interface Vlan-interface500
ip address 192.168.100.1 255.255.255.240
#
interface Vlan-interface600
ip address 10.206.196.165 255.255.255.248
#
interface M-GigabitEthernet1/0/0
shutdown
#
interface Ten-GigabitEthernet1/0/1
description internet
port link-type trunk
undo port trunk permit vian 1
port trunk permit vlan 2 to 3000
#
interface WLAN-ESS1
port link-type hybrid
undo port hybrid vian 1
mac-vlan enable
#
interface WLAN-ESS4
port link-type hybrid
undo port hybrid vlan 1
mac-vlan enable
#
wlan ap test model WA2620 id 1
trap enable
serial-id 219801A0D1C122005975
radio 1
radio 2
service-template 1 vlan-id 1005
service-template 4 vlan-id 1072
radio enable
#

//AC. APEm==in

/IAC, |IAGgishsiEEn

/143:2CMCCRrss iR
/1832CMCC-ED U 181R

wlan mobility-group 1 /[EaACHIAGZEmlactpigihse

member ip 10.206.196.163

source ip 10.206.196.165

mobility-group enable

#

ip route-static 0.0.0.0 0.0.0.0 10.206.196.161
#

snmp-agent proxy ip 10.206.196.163
#

snmp-agent

/I AGRE

snmp-agent local-engineid 800063A2033CE5A611BE35

snmp-agent community write private
snmp-agent sys-info version all
#

dhcp enable



#

load xml-configuration

#

user-interface con 0
user-interface vty 0 4

acl 2000 inbound
authentication-mode scheme
user privilege level 1
idle-timeout 120 0

#
(2) IAGERIERE(ER:
dis cur
#
version 5.20, Release 7510P06 /AGHRZA AR 7510P06 2 LA
#

sysname HAZZ-WLAN-BAS135-HSWX6103
#

nas device-id 1
#

domain default enable system

#

portal server cmcc ip 10.176.1.140 url http:/10.176.1.140/wlan/index.php

//ESE cmccfiportal server

portal server cmccedu ip 10.138.30.41 url http://10.138.30.41/index.php

/B & cmec-edufiportal server
portal free-rule 0 source any destination ip 10.176.1.140 mask 255.255.255.255
I REFRIREportal serveritbit
portal free-rule 1 source any destination ip 10.138.30.41 mask 255.255.255.255
/I REBF RN Eportal serverttbiit

portal free-rule 2 source any destination ip 211.136.17.107 mask 255.255.255.255
/l%@DNS
portal free-rule 3 source any destination ip 10.0.0.3 mask 255.255.255.255
oo ZES

portal device-id 0135.0371.371.00
portal wlan ssid CMCC server cmcc domain cmccwlan
/BEESSIDSportal server & domain
portal wlan ssid CMCC-EDU server cmccedu domain cmccedu
1//4BESSIDSportal server & domain
#
radius scheme cmccwlan /[ERE CMCCHYradius scheme
server-type extended
primary authentication 10.176.1.138 1645
primary accounting 10.176.1.138 1646
key authentication 8
key accounting 8
timer realtime-accounting 30
user-name-format keep-original
nas-ip 10.206.196.162

retry stop-accounting 10

radius scheme cmccedu /[ERECMCC-EDURYradius scheme
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server-type extended
primary authentication 10.206.248.109 1645
primary accounting 10.206.248.109 1646
key authentication 8
key accounting 8
timer realtime-accounting 30
user-name-format without-domain
nas-ip 10.206.196.162
retry stop-accounting 10
#
aaa nas-id profile yaxin /Bt E&nas-id profile
nas-id 1005037137100460 bind vian 1005
nas-id 1072037137100460 bind vlan 1072
#
domain cmccedu /[EEECMCC-EDUfdomain
authentication portal radius-scheme cmccedu
authorization portal radius-scheme cmccedu
accounting portal radius-scheme cmccedu
access-limit disable
state active
idle-cut enable 15 1024
self-service-url disable
domain cmcewlan /[BEECMCCHIdomain
authentication portal radius-scheme cmccwlan
authorization portal radius-scheme cmccwlan
accounting portal radius-scheme cmccwlan
access-limit disable
state active
idle-cut enable 15 1024
self-service-url disable
#
dhcp server ip-pool ac135-01 //BCE AP
network 10.5.52.0 mask 255.255.252.0
gateway-list 10.5.52.1
dns-list 10.138.24.66 10.138.30.66
expired day 0 hour 1
#
user-group system
#
interface NULLO
#
interface GigabitEthernet0/1
port link-mode route
#
interface GigabitEthernet0/2
port link-mode route

#



interface GigabitEthernet0/3

port link-mode route

#

interface GigabitEthernet0/4

port link-mode route

#

interface Ten-GigabitEthernet0/0

port link-mode route

#

interface Ten-GigabitEthernet0/0.2 /BEEnas-ipiEO
vlan-type dot1q vid 2

ip address 10.206.196.162 255.255.255.248

#

interface Ten-GigabitEthernet0/0.600 /IBCEAC. |IAGEFIREZEO
vlan-type dot1q vid 600

ip address 10.206.196.163 255.255.255.248
#

interface Ten-GigabitEthernet0/0.1000 /AR B SE M XEZ O
vlan-type dot1q vid 1005 1072

ip address 192.168.16.1 255.255.248.0

portal server cmcc method direct I I— MRS HIEEMportal server, FHRim
Cportal INIEINEE, 1ZigERIportal server{fi ek T £ /B 48 Essidiportal server

portal domain cmccwlan
NIFFFRII— N RERIdomain, FITFHRAEERE. MERETEBEEMESssididomain

portal nas-id-profile yaxin

portal nas-port-type wireless

portal nas-ip 10.206.196.162

access-user detect type arp retransmit 3 interval 60

#

wlan mobility-group 1 /ECEACHIIAGZ |EfYlactpiEiiFhixiE
member ip 10.206.196.165

source ip 10.206.196.163

mobility-group enable

#

ip route-static 0.0.0.0 0.0.0.0 10.206.196.161
#

snmp-agent proxy ip 10.206.196.165 //EcEsnmp-agent{tIE, ACMR2308P10hRATFFIA
. TEIAG+ACHEMN R AXIEEE

snmp-agent

snmp-agent local-engineid 800063A2033CE5A613C720
snmp-agent community write private

snmp-agent sys-info version all

snmp-agent target-host trap address udp-domain 10.142.189.59 params securityname pub
lic v2c

#
dhcp enable
#

load xml-configuration



#
user-interface con 0
user-interface aux 0
authentication-mode none
user privilege level 3
user-interface vty 0 4
acl 2000 inbound
authentication-mode scheme
user privilege level 1
#
(3) RADIUSIRSERIZE: B
3. BEEXER
(1) WXe6103_Ei{THECE
# BIEEWLAN-ESS13 M, FFENZAIE.
[WX6103] interface WLAN-ESS 1
#EE Bim [ AYHEERSEEY I hybrid
[WX6103-WLAN-ESS1] port link-type hybrid
# hybridiz [ _E{EE8Emac-vianZhgg
[WX6103-WLAN-ESS0] mac-vlan enable
# Bl clearsRBYAYARSSIENR 1.
[WX6103] wlan service-template 1 clear
#IRBHURIRSERNSSID (ARFZIEIRATRR) FICMCC,
[WX6103-wlan-st-1] ssid CMCC
# 1FWLAN-ESS1HEMEPERIIRS R .
[WX6103-wlan-st-1] bind WLAN-ESS 1
# (ERETTEARIR.
[WX6103-wlan-st-1] service-template enable
#ERERTT5 A B3R SSID I CMCC-EDURIBRSS MR ,
# FEAC TIYBETCE RS 1R,
TR AP ERERIERAPRELSTHIFSISHITIRE.
# QIEEAPEIRENR, HEFR)otest, BLSZFRXEIEIEWA2620,
[WX6103] wlan ap test model WA2620
#1IRBEAPHIESIS/9219801A0D1C122005975,
[WX6103-wlan-ap-test] serial-id 219801A0D1C 122005975
# 1 \radio25T455ANE,
[WX6103-wlan-ap-test] radio 2
# ISFEAC L EC B AIBRS ISR SHIMRIH TR EX H S Bvian/BiE.
[WX6103-wlan-ap-test-radio-2] service-template 1 vian-id 1005
[WX6103-wlan-ap-test-radio-2] service-template 4 vlan-id 1072
# {FBEtestf¥radio 2
[WX6103-wlan-ap-test-radio-2] radio enable
[WX6103-wlan-ap-test-radio-2] quit
[WX6103-wlan-ap-test] quit
#ECEWLAN;Z74H
[WX6103] wlan mobility-group 1
#ECEIRIPIHbIE
[WX6103-wlan-mg-1] source ip 10.206.196.165



#ISHHER R
[WX6103-wlan-mg-1] member ip 10.206.196.163
#FBIACTPIRSS
[WX6103-wlan-mg-1] mobility-group enable
[WX6103-wlan-mg-1] quit

(2) IAGLi#HTECE:
# BlliZradius 52 cmecwlanFHHNEATE,
[IAG] radius scheme cmccwlan
# BECEPEAPINIE/TZRRADIUSHRSS 2RATIPHELLE,
[IAG-radius-cmccwlan] primary authentication 10.176.1.138 1645
[IAG-radius-cmccwlan] primary accounting 10.176.1.138 1646
# Ee & Device SINIE/TEERADIUS RS 28X EIR M ATAIHZ54A.
[IAG-radius-cmccwlan] key authentication 8
[IAG-radius-cmccwlan] key accounting 8
HEEIR R RIXRADIUSHR I (E AR eI
[IAG-radius-cmccwlan] nas-ip 10.206.196.162
# B cmeewlanFHE NEE,
[IAG] domain cmccwlan
# BCBPORTALRIF{#RIRADIUS % cmeewlan#HTIAIE. 311, 1125,
[IAG-isp-cmccwlan] authentication portal radius-scheme cmccwlan
[IAG-isp-cmccwlan] authorization portal radius-scheme cmccwlan
[IAG-isp-cmccwlan] accounting portal radius-scheme cmccwlan
# RIN LIRS AT BN BREIZIRE,
[IAG-isp-cmccwlan] access-limit disable

# EsRBEYIINEE, FHEEEREENARTREEET 155, FESRNRER
F1024 ByteRSMITIMTELZESR,

[IAG-isp-cmccwlan] idle-cut enable 15 1024
[IAG-isp-cmccwlan] quit
# ARV EBE cmeceduffiiradius-schemefldomain

# 5 E HsystemNERERIISPE,. MNRAFESRINKGRMHISPHESE, RAGICERT
ZERERIISPIE.

[IAG] domain default enable system
# Bl portal server cmec

[IAG] portal server cmcc ip 10.176.1.140 url http://10.176.1.140/wlan/index.php

# Bll#Zportal server cmccedu

[IAG] portal server cmccedu ip 10.138.30.41 url http://10.138.30.41/index.php

# BllEEportal free-rule§iE@portal server

[IAG] portal free-rule 0 source any destination ip 10.176.1.140 mask 255.255.255.255
[IAG] portal free-rule 1 source any destination ip 10.138.30.41 mask 255.255.255.255
# 4B7ESSID Sportal serverfliAiiEEdomain

[IAG] portal wlan ssid CMCC server cmcc domain cmccwlan

[IAG] portal wlan ssid CMCC-EDU server cmccedu domain cmccedu

##ETG0/0.2 EECE=FEM, {F/anas-ipFIERSSERAZEINIERL.

[IAG] interface Ten-GigabitEthernet0/0.2

[IAG-Ten-GigabitEthernet0/0.2] vlan-type dot1q vid 2

[IAG-Ten-GigabitEthernet0/0.2] ip address 10.206.196.162 255.255.255.248

# BIEETGO0/0.100082 [ EAMLSSRR, FHHNZIRE.

[IAG] interface Ten-GigabitEthernet 0/0.1000
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#ECE I ARV LANZRES

[IAG-Ten-GigabitEthernet0/0.1000] vlan-type dot1q vid 1005 1072
#ECEIROMIPHEE, (EANSSmIZE
[IAG-Ten-GigabitEthernet0/0.1000] ip address 192.168.16.1 255.255.248.0

#ECEEEMIportal server, 1ZigEMportal serverfliAc R KT L2 BYBEssidiserverfits
%, BNIAGHEXPORTALRY/ELEEIFIZSSIDEESPEPORTAL SERVER, MR E,
NHEESBERISERVER, BNHEXEO T ERYFESERVER

[IAG-Ten-GigabitEthernet0/0.1000] portal server cmcc method direct

#BCE A domain, 1ZI5EAIdomain{iFc Kk T £BEEBESssididomainfiiscsk, BNIA
GINIERY S E 2 B EiZSSIDES S Edomain, TNRE, MITE4iERdomain, BN
PUEgiE O N E ERYERE domain

[IAG-Ten-GigabitEthernet0/0.1000] portal domain cmccwlan
#ELBWLANZ 48

[IAG] wlan mobility-group 1

#EC BRI P

[IAG-wlan-mg-1] source ip 10.206.196.163
#HANEIFERR

[IAG-wlan-mg-1] member ip 10.206.196.165
#FFEIACTPIRSS

[IAG-wlan-mg-1] mobility-group enable

[IAG-wlan-mg-1] quit
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