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#

ip vpn-instance vf1 vpn-id 1

route-distinguisher 100:1
#

ip vpn-instance vf2 vpn-id 2

route-distinguisher 100:2
#
acl number 2001

rule 0 permit
acl number 2005 vpn-instance vi1

rule 0 permit
acl number 2006 vpn-instance vf2

rule 0 permit
#

sysname Eudemon
#

hrp enable

hrp interface Ethernet1/0/7
#

firewall packet-filter default permit interzone local trust direction inbound
firewall packet-filter default permit interzone local trust direction outbound
firewall packet-filter default permit interzone local untrust direction inbound
firewall packet-filter default permit interzone local untrust direction outbound
firewall packet-filter default permit interzone local dmz direction inbound
firewall packet-filter default permit interzone local dmz direction outbound
firewall packet-filter default permit interzone local vzone direction inbound
firewall packet-filter default permit interzone local vzone direction outbound
firewall packet-filter default permit interzone trust untrust direction inbound
firewall packet-filter default permit interzone trust untrust direction outbound
firewall packet-filter default permit interzone trust dmz direction inbound
firewall packet-filter default permit interzone trust dmz direction outbound
firewall packet-filter default permit interzone trust vzone direction inbound
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firewall packet-filter default permit interzone trust vzone direction outbound

firewall packet-filter default permit interzone dmz untrust direction inbound

firewall packet-filter default permit interzone dmz untrust direction outbound

firewall packet-filter default permit interzone untrust vzone direction inbound

firewall packet-filter default permit interzone untrust vzone direction outbound
firewall packet-filter default permit interzone dmz vzone direction inbound

firewall packet-filter default permit interzone dmz vzone direction outbound

firewall packet-filter default permit interzone vpn-instance vf1 local trust direction inb
ound

firewall packet-filter default permit interzone vpn-instance vf1 local trust direction out
bound

firewall packet-filter default permit interzone vpn-instance vf1 local untrust direction i
nbound

firewall packet-filter default permit interzone vpn-instance vf1 local untrust direction o
utbound

firewall packet-filter default permit interzone vpn-instance vf1 local dmz direction inb
ound

firewall packet-filter default permit interzone vpn-instance vf1 local dmz direction out
bound

firewall packet-filter default permit interzone vpn-instance vf1 local vzone direction in
bound

firewall packet-filter default permit interzone vpn-instance vf1 local vzone direction o
utbound

firewall packet-filter default permit interzone vpn-instance vf1 trust untrust direction i
nbound

firewall packet-filter default permit interzone vpn-instance vf1 trust untrust direction o
utbound

firewall packet-filter default permit interzone vpn-instance vf1 trust dmz direction inbo
und

firewall packet-filter default permit interzone vpn-instance vf1 trust dmz direction
outbound

firewall packet-filter default permit interzone vpn-instance vf1 trust vzone direction in
bound

firewall packet-filter default permit interzone vpn-instance vf1 trust vzone direction
outbound

firewall packet-filter default permit interzone vpn-instance vf1 dmz untrust direction
inbound

firewall packet-filter default permit interzone vpn-instance vf1 dmz untrust direction o
utbound

firewall packet-filter default permit interzone vpn-instance vf1 untrust vzone direction
inbound

firewall packet-filter default permit interzone vpn-instance vf1 untrust vzone direction
outbound

firewall packet-filter default permit interzone vpn-instance vf1 dmz vzone direction in
bound

firewall packet-filter default permit interzone vpn-instance vf1 dmz vzone direction ou
tbound

firewall packet-filter default permit interzone vpn-instance vf2 local trust direction inb
ound

firewall packet-filter default permit interzone vpn-instance vf2 local trust direction out
bound

firewall packet-filter default permit interzone vpn-instance vf2 local untrust direction i
nbound

firewall packet-filter default permit interzone vpn-instance vf2 local untrust direction o
utbound

firewall packet-filter default permit interzone vpn-instance vf2 local dmz direction inb
ound

firewall packet-filter default permit interzone vpn-instance vf2 local dmz direction out
bound

firewall packet-filter default permit interzone vpn-instance vf2 local vzone direction in
bound

firewall packet-filter default permit interzone vpn-instance vf2 local vzone direction o
utbound

firewall packet-filter default permit interzone vpn-instance vf2 trust untrust direction i



nbound

firewall packet-filter default permit interzone vpn-instance vf2 trust untrust direction o
utbound

firewall packet-filter default permit interzone vpn-instance vf2 trust dmz direction inbo
und

firewall packet-filter default permit interzone vpn-instance vf2 trust dmz direction
outbound

firewall packet-filter default permit interzone vpn-instance vf2 trust vzone direction in
bound

firewall packet-filter default permit interzone vpn-instance vf2 trust vzone direction
outbound

firewall packet-filter default permit interzone vpn-instance vf2 dmz untrust direction
inbound

firewall packet-filter default permit interzone vpn-instance vf2 dmz untrust direction o
utbound

firewall packet-filter default permit interzone vpn-instance vf2 untrust vzone direction
inbound

firewall packet-filter default permit interzone vpn-instance vf2 untrust vzone direction
outbound

firewall packet-filter default permit interzone vpn-instance vf2 dmz vzone direction in
bound

firewall packet-filter default permit interzone vpn-instance vf2 dmz vzone direction ou
tbound

#

nat address-group 123 vf1 172.16.1.8 172.16.1.8 vpn-instance vf1

nat address-group 124 172.16.1.20 172.16.1.20

nat address-group 125 172.16.1.21 172.16.1.21 vpn-instance vf2

nat server global 172.16.1.202 inside 172.31.1.200 vpn-instance vf1 / ZJ&#%51
ESH

nat server global 172.16.1.203 inside 172.31.1.200 vpn-instance vi2 // ZZE%51
ES

#

#

firewall statistic system enable

#

interface Aux0

async mode flow

link-protocol ppp

#

interface Ethernet0/0/0

#

interface Ethernet0/0/1

#

interface Ethernet1/0/0

#

interface Ethernet1/0/1

ip binding vpn-instance vf1

ip address 172.31.1.253 255.255.255.0

#

interface Ethernet1/0/2

#

interface Ethernet1/0/3

ip binding vpn-instance vf2

ip address 172.31.1.253 255.255.255.0

#

interface Ethernet1/0/4

#

interface Ethernet1/0/5

#

interface Ethernet1/0/6

ip address 7.7.7.7 255.255.255.0

#

interface Ethernet1/0/7

ip address 172.16.1.1 255.255.255.0



vrrp vrid 100 virtual-ip 172.16.1.101
vrrp vrid 200 virtual-ip 172.16.1.102
vrrp vrid 200 priority 102

#

interface NULLO

#

firewall zone local

set priority 100

#

firewall zone trust

set priority 85

add interface Ethernet1/0/5

#

firewall zone untrust

set priority 5

add interface Ethernet1/0/7

#

firewall zone dmz

set priority 50

#

firewall zone vzone

set priority 0

#

firewall zone vpn-instance vf1 local
set priority 100

#

firewall zone vpn-instance vf1 trust
set priority 85

add interface Ethernet1/0/1

#

firewall zone vpn-instance vf1 untrust
set priority 5

add interface Ethernet1/0/2

#

firewall zone vpn-instance vf1 dmz
set priority 50

#

firewall zone vpn-instance vf1 vzone
set priority 0

#

firewall zone vpn-instance vf2 local
set priority 100

#

firewall zone vpn-instance vf2 trust
set priority 85

add interface Ethernet1/0/3

#

firewall zone vpn-instance vf2 untrust
set priority 5

#

firewall zone vpn-instance vf2 dmz
set priority 50

#

firewall zone vpn-instance vf2 vzone
set priority 0

#

firewall interzone vpn-instance vif1 trust vzone
nat outbound 2005 address-group vf1
#

firewall interzone vpn-instance vf2 trust vzone
nat outbound 2006 address-group 125
detect ftp

#

vrrp group 1
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add interface Ethernet1/0/7 vrrp vrid 100 data
vrrp-group enable

vrrp-group priority 102

vrrp-group preempt delay 0

undo vrrp-group group-send
vrrp group 2

add interface Ethernet1/0/7 vrrp vrid 200 data
vrrp-group enable

vrrp-group preempt delay 0

undo vrrp-group group-send

#

aaa

authentication-scheme default

#

authorization-scheme default

#

accounting-scheme default

#

domain default

#

#

slb

#

ip route-static vpn-instance vf1 0.0.0.0 0.0.0.0 Ethernet1/0/7 // ZZE2( A5
ip route-static vpn-instance vf2 0.0.0.0 0.0.0.0 Ethernet1/0/7 // ZZEZ(IAEEH
#

user-interface con 0

user-interface aux 0

user-interface vty 0 4

#

return
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