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display current-configuration
#

version 5.20, Release 2108

#

sysname AC

#

domain default enable system
#

vlan 1

#

domain system

access-limit disable

state active

idle-cut disable
self-service-url disable
#
wlan rrm

11a mandatory-rate 6 12 24
11a supported-rate 9 18 36 48 54
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11b mandatory-rate 1 2
11b supported-rate 5.5 11
11g mandatory-rate 1 2 5.5 11
119 supported-rate 6 9 12 18 24 36 48 54
#
wlan service-template 1 clear
ssid wmm
bind WLAN-ESS 1
authentication-method open-system
service-template enable
#
interface NULLO
#
interface Vlan-interface1
ip address 63.1.1.20 255.255.0.0
#
interface M-GigabitEthernet1/0/1
#
interface Ten-GigabitEthernet1/0/1
port link-type trunk
port trunk permit vlan all
#
interface WLAN-ESS1
#
wlan ap ap model WA2220E-AG
serial-id 210235A29F007C000177
radio 1
channel 157
service-template 1
radio enable
radio 2
#
wlan ids
dynamic-blacklist enable
attack-detection enable flood
#
user-interface con 0
user-interface aux 0
user-interface vty 0 4
#
return
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[AC] wian ids
[AC-wlan-ids] dynamic-blacklist enable
[AC-wlan-ids] attack-detection enable flood
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display wlan ids statistics

Current attack tracking since: 2008-08-29/10:22:07

Type Current Total

Probe Request Frame Flood Attack 0 0
Authentication Request Frame Flood Attack 0 0
Deauthentication Frame Flood Attack 1 1
Association Request Frame Flood Attack 0 0

Disassociation Request Frame Flood Attack 0
Reassociation Request Frame Flood Attack 0
Action Frame Flood Attack 0 0
Null Data Frame Flood Attack 0

Weak Vs Detected 0 0



Spoofed Deauthentication Frame Attack 0 0
Spoofed Disassociation Frame Attack 0 0

display wlan blacklist dynamic
Total Number of Entries : 1
Dynamic Blacklist

MAC-Address Lifetime(s) Last Updated Since(hh:mm:ss) Reason

000f-e2cc-ff01 300 00:00:04 Deauth-Flood
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