(%" MSREFIEEEI28IKE DPDIAEHIELE

EFE  2007-01-18 &%

MSREFIEEH2S
IKE DPDIgEEEE

X42%: MSR;IPSec;IKE;DPD;Eiz

—. AMER:

CenterfIBranchi®ZxzIPSeci&EiZ, CenterfIBranchEfEi&EDPD, HfECenter L7160
Uk

REBE: MSREZIRHEE2E

. AE:

L2

Switch
Center
=, RELE:
EFISEFIARA: MSRZF!. Version 5.20, Beta 12025 FiEHRAS,
Centerfit &2

#

/[EREDPDH, RAEESARE 10T, SHNEZEEAT
ike dpd dpdgroup

#

//\KE Peertic&

ike peer Branch
pre-shared-key h3c
remote-address 1.2.0.1
IAETEdpdE

dpd dpdgroup

#
/\PSectRNECE
ipsec proposal def

#

/IIPSecRERELE

ipsec policy branch 1 isakmp

security acl 3000

ike-peer branch

proposal def

#
//IACLECE

acl number 3000

rule 0 permit ip source 1.2.0.2 0 destination 1.2.0.1 0

#

/13RO

interface GigabitEthernet0/0

port link-mode route

combo enable copper

ip address 1.2.0.2 255.255.255.252
/4BTEIPSecEEhg

ipsec policy branch

Branchfd&
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#

/[ECEDPDH, RFEZOARE 10T, SFONEZEEEAT
ike dpd dpdgroup

#

//\KE Peerfic &

ike peer center
pre-shared-key h3c
remote-address 1.2.0.2
IAEEdpdZE

dpd dpdgroup

#

/\PSeciZINELE

ipsec proposal def

#

//|PSecikI&LE

ipsec policy center 1 isakmp
security acl 3000

ike-peer center

proposal def

#

//IACLECE

acl number 3000

rule 0 permit ip source 1.2.0.1 0 destination 1.2.0.2 0

#

RSO

interface Ethernet0/0

port link-mode route

combo enable copper

ip address 1.2.0.1 255.255.255.252
/4872 IPSecEhg

ipsec policy center

Center i {TI0IE

/(B Pingft R EIPSeciE
[center]ping 1.2.0.1
PING 1.2.0.1: 56 data bytes, press CTRL_C to break

Request time out
Reply from 1.2.0.1: bytes=56 Sequence=2 ttl=255 time=6 ms
Reply from 1.2.0.1: bytes=56 Sequence=3 ttl=255 time=2 ms
Reply from 1.2.0.1: bytes=56 Sequence=4 ttl=255 time=4 ms
Reply from 1.2.0.1: bytes=56 Sequence=5 ttl=255 time=3 ms

--- 1.2.0.1 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 2/3/6 ms
/EREIKE SA
[center]dis ike sa
total phase-1 SAs: 1
connection-id peer flag phase doi

3 1.2.0.1 RD|ST 2 IPSEC
2 1.2.0.1 RD|ST 1 IPSEC

flag meaning

RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO—TIMEOUT
/ZZEIPSec SA
[center]dis ipsec sa

Interface: GigabitEthernet0/0
path MTU: 1500

IPsec policy name: "branch”
sequence number: 1
mode: isakmp
connection id: 3
encapsulation mode: tunnel
perfect forward secrecy: None
tunnel:
local address: 1.2.0.2
remote address: 1.2.0.1
flow: (5 times matched)
sour addr: 1.2.0.2/255.255.255.255 port: 0 protocol: IP
dest addr: 1.2.0.1/255.255.255.255 port: 0 protocol: IP

[inbound ESP SAs]
spi: 114800532 (0x6d7b794)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887436464/3591

[center]q

<center>dis deb

<center>deb ike dpd ?
<cr>




//FTFFDebug IKE DPDAJFF*
<center>deb ike dpd

<center>t d

% Current terminal debugging is on

<center>t m
% Current terminal monitor is on

<center>dis th
#
Return
IFES R 100N,
<center>ping -c 100 1.2.0.1
PING 1.2.0.1: 56 data bytes, press CTRL_C to break
/IR EREIEKR HDPDIEK
*Jan 18 15:42:17:76 2007 center IKE/7/DEBUG:branch REQUEST(send dpd re
quest): send a message (seqno:847857594)
IR T 375 R EIFIDPDRIE
*Jan 18 15:42:17:79 2007 center IKE/7/DEBUG:branch REQUEST(recv dpd
response): received a message (seqno:847857594)
Reply from 1.2.0.1: bytes=56 Sequence=1 ttl=255 time=5 ms
Reply from 1.2.0.1: bytes=56 Sequence=2 ttl=255 time=2 ms
Reply from 1.2.0.1: bytes=56 Sequence=3 ttl=255 time=2 ms
Reply from 1.2.0.1: bytes=56 Sequence=4 ttl=255 time=3 ms
Reply from 1.2.0.1: bytes=56 Sequence=5 ttl=255 time=2 ms
Reply from 1.2.0.1: bytes=56 Sequence=6 ttl=255 time=3 ms
Reply from 1.2.0.1: bytes=56 Sequence=7 ttl=255 time=3 ms
Reply from 1.2.0.1: bytes=56 Sequence=8 ttl=255 time=2 ms
Reply from 1.2.0.1: bytes=56 Sequence=9 ttl=255 time=3 ms
Reply from 1.2.0.1: bytes=56 Sequence=10 ttl=255 time=2 ms
Reply from 1.2.0.1: bytes=56 Sequence=11 tl=255 time=2 ms
Reply from 1.2.0.1: bytes=56 Sequence=12 ttl=255 time=4 ms
Reply from 1.2.0.1: bytes=56 Sequence=13 ttl=255 time=2 ms
Reply from 1.2.0.1: bytes=56 Sequence=14 ttl=255 time=2 ms
Reply from 1.2.0.1: bytes=56 Sequence=15 ttl=255 time=3 ms
Reply from 1.2.0.1: bytes=56 Sequence=16 ttl=255 time=2 ms
Reply from 1.2.0.1: bytes=56 Sequence=17 ttl=255 time=3 ms
Reply from 1.2.0.1: bytes=56 Sequence=18 ttl=255 time=2 ms
Reply from 1.2.0.1: bytes=56 Sequence=19 ttl=255 time=2 ms
Reply from 1.2.0.1: bytes=56 Sequence=20 ttl=255 time=3 ms
Reply from 1.2.0.1: bytes=56 Sequence=21 ttl=255 time=2 ms
Reply from 1.2.0.1: bytes=56 Sequence=22 ttl=255 time=3 ms
Reply from 1.2.0.1: bytes=56 Sequence=23 tl=255 time=2 ms
/A Branchis ke s
Request time out
Request time out
Request time out
Request time out
Request time out
IMEEE—RRE AR RiX%E—"DPDi5XK
*Jan 18 15:42:33:23 2007 center IKE/7/DEBUG:branch REQUEST(send dpd re
quest): send a message (seqno:847857595)
Request time out
Request time out
IIREE—DPDIEKRE, EE5FEEaT
*Jan 18 15:42:38:62 2007 center IKE/7/DEBUG:branch REQUEST: wait for res
ponse timeout
IIRIZEE A DPDIER
*Jan 18 15:42:38:62 2007 center IKE/7/DEBUG:branch REQUEST(send dpd re
quest): send a message (seqno:847857595)
Request time out
Request time out
B ZMERE BT
*Jan 18 15:42:43:101 2007 center IKE/7/DEBUG:branch REQUEST: wait for re
sponse timeout
IIRIZEE=/"DPDIEK
*Jan 18 15:42:43:101 2007 center IKE/7/DEBUG:branch REQUEST(send dpd r
equest): send a message (seqno:847857595)
Request time out
Request time out
IBEE=MERERER
*Jan 18 15:42:48:140 2007 center IKE/7/DEBUG:branch REQUEST: wait for re
sponse timeout
/IDPD=RIERER EBRFTESA
*Jan 18 15:42:48:140 2007 center IKE/7/DEBUG:branch REQUEST: there are t
hree fail and all SAs associated were deleted
Request time out
Request time out
Request time out
Request time out

---1.2.0.1 ping statistics ---

38 packet(s) transmitted

23 packet(s) received

39.47% packet loss

round-trip min/avg/max = 2/2/5 ms
IR ETIABERISAB A A EEEST
<center>dis ike sa

total phase-1 SAs: 0




connection-id peer flag phase doi

4 <unnamed> NONE 1 IPSEC

flag meaning
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
<center>
IEER—EREJIBIRERESA, FMFEETSA
<center>dis ike sa
total phase-1 SAs: 0
connection-id peer flag phase doi

/MR Branchifi EMZe, FBpingfil& SAEL
<center>ping 1.2.0.1
PING 1.2.0.1: 56 data bytes, press CTRL_C to break

//BRIKEWEFRIVender IDEE, LWATZRAFIKEENFS
*Jan 18 15:44:57:287 2007 center IKE/7/DEBUG:send VID: afcad713 68a1f1c9
6b8696fc 77570100 (DPD)
*Jan 18 15:44:57:487 2007 center IKE/7/DEBUG:vendor[0] :
*Jan 18 15:44:57:487 2007 center IKE/7/DEBUG:afcad713 68a1f1c9 6b8696fc 7
7570100
*Jan 18 15:44:57:488 2007 center IKE/7/DEBUG:recv_VID: afcad713 68a1f1c9
6b8696fc 77570100 (DPD)
Request time out
II&IZDPDIERK
*Jan 18 15:44:59:430 2007 center IKE/7/DEBUG:branch REQUEST(send dpd r
equest): send a message (seqno:847857595)
/MZE|DPDRZ
*Jan 18 15:44:59:432 2007 center IKE/7/DEBUG:branch REQUEST(recv dpd re
sponse): received a message (seqno:847857595)

Reply from 1.2.0.1: bytes=56 Sequence=2 ttl=255 time=5 ms

Reply from 1.2.0.1: bytes=56 Sequence=3 ttl=255 time=2 ms

Reply from 1.2.0.1: bytes=56 Sequence=4 ttl=255 time=3 ms

Reply from 1.2.0.1: bytes=56 Sequence=5 ttl=255 time=3 ms

--- 1.2.0.1 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 2/3/5 ms
/ZREIKE SA
<center>dis ike sa
total phase-1 SAs: 1
connection-id peer flag phase doi

7 1.2.0.1 RD|ST 2 IPSEC
6 1.2.0.1 RDIST 1 IPSEC

flag meaning
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
<center>

. BEXER:

1) DPDLMAERAAIREFEHEST, EXMT MEWE, #i8EDown, A2H
B, FTLARTRAIPSeclIBASREEIEN, EMBAREMRIEMIPSectiiR,

2) DPDHAZBERELMFIAMARIX, MBEITHERZEIE, EEEIRE— P
SecNZHBEMEEXMIIIMIKE SARZ=HENTS, WNRTHERFITHIFRE

THY SRR RINEIZSATNAIINESR, BPAT—REIPEERXASAINER
EEEIEINEE AR EFADPDRIGNI 5 R EFE.

3) DPDiGMIFEEEEAIIHTRS, B HIRATAMESBARESK, —RRRE
BURHIIRIEK (EK->HBAT->15K->1BAT->1EK->#8AT) &/&EUEEaIDPDRIEH:
ROZMBRSA, REAIBREREINTEIRAHMTEERNESA, WRLANREIINE

RGO RBPRFRSANSIBIN B NESA.
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