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WA1208ERIERE S BINT :

[H3C] ssid h3c-web

New ssid!

[H3C-ssid-h3c-web] encryption suite wep
[H3C-ssid-h3c-web] encryption wep-default-key-id 1

[H3C] interface Wireless-access 2/1
[H3C-Wireless-access2/1] bind ssid h3c-web
[H3C-Wireless-access2/1] access uplayer

[H3C] interface vlan 1
[H3C-Vlan-interface1] ip address 192.168.1.50 255.255.255.0 immediate
WA1208ERIEEALEINT :

#

sysname H3C

#

radius scheme system

server-type extended

primary authentication 127.0.0.1 1645
primary accounting 127.0.0.1 1646
user-name-format without-domain

accounting

domain system
radius-scheme system


https://zhiliao.h3c.com/User/other/0

access-limit disable
state active
idle-cut disable

domain default enable system
#
local-server nas-ip 127.0.0.1 key h3c

local-user admin
password simple wa1208
service-type telnet level 3
service-type web level 2

#

config-file-auto-save-period set 30
cpu-performance-alarm-limit set 100
config-file-auto-save-mode-open
#

web-server max-user-number 5
web-server port 80
#

interface Aux0/0
#

vlan 1
#

interface Vlan-interface1

ip address 192.168.1.50 255.255.255.0 immediate
#

interface Ethernet0/1

#

ssid h3c-

web

bind domain system

encryption suite wep 5

#

ssid wa1208e

bind domain system

#

radio module 1

channel 149

encryption wep 1 wep40 ascii 12345
encryption wep 2 wep104 ascii 123456789abcd
encryption wep 3 wep104 ascii h3ch3ch3ch3cw
encryption wep 4 wep40 ascii 1208e

#

radio module 2

channel 11

encryption wep 1 wep40 ascii 12345
encryption wep 2 wep104 ascii 123456789abcd
encryption wep 3 wep104 ascii h3ch3ch3ch3cw
encryption wep 4 wep40 ascii 1208e

#

interface Wireless-access1/1

bind ssid wa1208e

access uplayer

#

interface Wireless-access1/2

#

interface Wireless-access1/3

#

interface Wireless-access1/4

#

interface Wireless-access2/1

bind ssid h3c-web



access uplayer
#

interface Wireless-access2/2
#

interface Wireless-access2/3
#

interface Wireless-access2/4
#

interface Wds1/5
#

interface Wds1/6
#

interface Wds1/7
#

interface Wds1/8
#

interface Wds1/9
#

interface Wds1/10
#

interface Wds1/11
#

interface Wds1/12
#

interface Wds1/13
#

interface Wds1/14
#

interface Wds1/15
#

interface Wds1/16
#

interface Wds1/17
#

interface Wds1/18
#

interface Wds1/19
#

interface Wds1/20
#

interface Wds2/5
#

interface Wds2/6
#

interface Wds2/7
#

interface Wds2/8
#

interface Wds2/9
#

interface Wds2/10
#

interface Wds2/11
#

interface Wds2/12
#

interface Wds2/13
#

interface Wds2/14
#

interface Wds2/15
#

interface Wds2/16
#



interface Wds2/17

#

interface Wds2/18

#

interface Wds2/19

#

interface Wds2/20

#

interface NULLO

#

user-interface aux 0

user-interface vty 0 4

authentication-mode scheme

#

return

M, MA5200FRIECE

MA5200FIECE S RINT -

1. BIEZHdhcplocalfibitbiitits

[MA5200F] ip pool dhcplocal local

[MA5200F-ip-pool- dhcplocal] gateway 192.168.1.254 255.255.255.0
[MA5200F-ip-pool- dhcplocal] section 0 192.168.1.100 192.168.1.200
2, FMEINIERFauth1#0itEEHRacc

[MA5200F] aaa

[MA5200F-aaa] authentication-scheme auth1
[MA5200F-aaa-authen-auth1] authentication-mode radius
[MA5200F] aaa

[MA5200F-aaa] accounting-scheme acct1
[MA5200F-aaa-accounting-acct1] accounting-mode radius

3, BEeEradiusiNEIRSSEE

[MA5200F] radius-server group radius1

[MA5200F-radius-radius1] radius-server authentication 192.168.0.100 1812
[MA5200F-radius-radius1] radius-server accounting 192.168.0.100 1813
[MA5200F-radius-radius1] radius-server key h3c
[MA5200F-radius-radius1] radius-server type portal

4, FeBwebiAiERSEE

[MA5200F] web-auth-server 192.168.0.100 key h3c

5, EEEIANERIRtHdetaulto

[MA5200F-aaa-domain-default0] ip-pool first dhcplocal
[MA5200F-aaa-domain-default0] ucl-group 1
[MA5200F-aaa-domain-default0] web-server 192.168.0.100
[MA5200F-aaa-domain-defaultO] web-server url http://192.168.0.100/portal
6. EEEIAERIRYIEisp

[MA5200F] aaa

[MA5200F-aaa] domain isp

[MA5200F-aaa-domain-isp] authentication-scheme auth1
[MA5200F-aaa-domain-isp] accounting-scheme accti
[MA5200F-aaa-domain-isp] radius-server group radius1
[MA5200F-aaa-domain-isp] eap-end chap

7. BRERHRIACLERS

[MA5200F] acl number 3000 match-order auto
[MA5200F-acl-adv-3000] rule user-net permit ip source 1 destination
192.168.0.100 0

[MA5200F-acl-adv-3000] rule net-user permit ip source 192.168.0.100 0
destination 1

[MA5200F-acl-adv-3000] rule user-net deny ip source 1

[MA5200F] access-group 3000

8, EEEVLANIRO

[MA5200F] portvlan ethernet 2 vian 0 2
[MA5200F-ethernet2-2-vlan0-1] access-type layer2-subscriber
[MA5200F-ethernet2-2-vlan0-1] default-domain authentication isp
[MA5200F-ethernet2-2-vlan0-1] authentication-method web

9. BELETEO

[MA5200F] portvlan ethernet 1 vian 0 1
[MA5200F-ethernet1-1-vlan0-0] access-type interface



[MA5200F] interface Ethernet 1.0
[MA5200F-Ethernet1.0] ip address 192.168.0.2 255.255.255.0
MA5200Ff5E 8B EIN T :
#
version 7135
sysname MA5200F
#
system language-mode english
#
web-auth-server version v2
web-auth-server 192.168.0.100 port 50100 key h3c
#
radius-server group radius1
radius-server key h3c
radius-server authentication 192.168.0.100 1812
radius-server accounting 192.168.0.100 1813
radius-server type portal
undo radius-server user-name domain-included
radius-server traffic-unit kbyte
radius-server group login
#
undo trap-statistics 70f2000
undo trap-statistics 702001
undo trap-statistics 70f2002
undo trap-statistics 70f2003
undo trap-statistics 70f2004
undo trap-statistics 70f2005
undo trap-statistics 70f2008
undo trap-statistics 70f2009
undo trap-statistics 70f200c
undo trap-statistics 70f200d
undo trap-statistics 70f200e
undo trap-statistics 70f200f
undo trap-statistics 702017
undo trap-statistics 70f2018
undo trap-statistics 70f201¢c
undo trap-statistics 70f201d
undo trap-statistics 7032000
undo trap-statistics 7032001
undo trap-statistics 7032002
#
interface Ethernet1
#
interface Ethernet1.0
ip address 192.168.0.2 255.255.255.0
#
interface Ethernet2
#
interface Ethernet3
#
interface Ethernet4
#
interface Ethernet5
#
interface Ethernet6
#
interface Ethernet7
#
interface Ethernet8
#
interface Ethernet9
#
interface Ethernet10
#



interface Ethernet11

#

interface Ethernet12

#

interface Ethernet13

#

interface Ethernet14

#

interface Ethernet15

#

interface Ethernet16

#

interface Ethernet17

#

interface Ethernet18

#

interface Ethernet19

#

interface Ethernet20

#

interface Ethernet21

#

interface Ethernet22

#

interface Ethernet23

#

interface Ethernet24

#

interface GigabitEthernet25

#

interface GigabitEthernet26

#

interface NULLO

#

interface LoopBack0

#

interface Nm-Ethernet0

#

acl number 3000 match-order auto
rule 1 net-user permit ip source 192.168.0.100 0 destination 1
rule 0 user-net permit ip source 1 destination 192.168.0.100 0
rule 4 user-net deny ip source 1
#

12tp-group 1

#

ip pool dhcplocal local

gateway 192.168.1.254 255.255.255.0
section 0 192.168.1.100 192.168.1.200
#

dot1x-template 1

#

aaa

authentication-scheme auth1
accounting-scheme accti
domain default0

web-server 192.168.0.100
web-server url http://192.168.0.100/portal
ucl-group 1

ip-pool dhcplocal

domain isp
authentication-scheme auth1
accounting-scheme accti1
radius-server group radius1
eap-end chap



#

local-aaa-server

local-accounting alarm-threshold flash 100

#

access-group 3000

#

user-interface con 0

user-interface vty 0 4

#

portvlian ethernet 1 vian 0 1

access-type interface

portvlan ethernet 2 vian 0 2

access-type layer2-subscriber

default-domain authentication isp

authentication-method web

#

return
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